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Presenter-Notizen
Präsentationsnotizen
ChatGPT: prompt war eigentlich Schild mit Aufschrift „Achtgung! Maschine in Betrieb“
Unterschied IT/OT: Patchen, Lebensdauer, Ressourcen, Umgebungsbedingungen
... Stichwort: Industrie 4.0


Possible impact VIKARUS

ICS/0T ALERT

oS Rockwell Automation Encourages Customers to

oo ASSESS and Secure Public-Internet-Exposed Assets

@- By Eduard ¥
, luly 23, 20:
_ Last Revised: May 21, 2024

Rockwell Automation has released guidance encouraging users to remove connectivity on all Industrial Control

Systems (ICS) devices connected to the public-facing internet to reduce exposure to unauthorized or malicious cyber

ECtiVit‘j"- https://www.cisa.gov/news-events/alerts/2024/05/21/rockwell-automation-encourages-customers-assess-and-secure-public-internet-exposed-assets
CISA continues to respond to active exploitation of internet-accessible operational technology (OT) and industrial

= control systems (ICS) devices, including those in the Water and Wastewater Systems (WWS) Sector. Exposed and

vulnerable OT/ICS systems may allow cyber threat actors to use default credentials, conduct brute force attacks, or

https://www.securityweek.com/f

rostygoop-ict \ce gther unsophisticated methods to access these devices and cause harm.

https://www.cisa.gov/news-events/alerts/2024/09/25/threat-actors-continue-exploit-otics-through-unsophisticated-means

© 2024 IKARUS Security Software GmbH. All rights reserved. 3



https://www.securityweek.com/frostygoop-ics-malware-left-ukrainian-citys-residents-without-heating/
https://www.cisa.gov/news-events/alerts/2024/09/25/threat-actors-continue-exploit-otics-through-unsophisticated-means
https://www.cisa.gov/news-events/alerts/2024/05/21/rockwell-automation-encourages-customers-assess-and-secure-public-internet-exposed-assets

OT Internet Exposure, H1 2024 CIKARUS

Lage:
YOUCANTBERTTAGKED VIA THE INTERNET

imgflip.com
Jan Feb Mar Apr May

IF YOU ARE NOT CONNEGTED TO THE INTERNET

B Number of Internet connected OT/loT devices by month B Top number of OT/loT devices by port, 2024

Learn more: https.//trends.shodan.io

© 2024 IKARUS Security Software GmbH. All rights reserved. 4


https://trends.shodan.io/

OT (Security) in the wild YIKARUS

1. Zustandigkeiten far OT Security (,Darum kimmert sich die I'T").

WANTED -

DEADoR ALIVE

"a’{m’

- Shopfloor (OT) Sec Off er (m/w/d)

77

OT-Security Engmeer mfwfd

REWARD
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" (Security) in the wild

2. Port Forwarding zu internen Netzen.

Vantage |IQ

¢ Information Breach

2023-09-11 02:0441 /N (DEIEHE

1KARUS

I security software

Your network is sharing information with well known malicicus endpoints (e.g. 66.240.236.109).

Go to Results -

What happened?

reputation [RDP bruteforce]

SOURCE

Zone

Label

MAC
Port
Roles
Types

Users

6 Alert Bad IP reputation (new node) [RDP bruteforce]

Internet

00:09:0f:02:0212

n.a,

other

Possible cause

New IP node 66.240.236.109 has appeared, that is known to have bad A node with a bad reputation IP has been detected.

It is suggested to validate the health status of communicating
nodes, as they may be infected by some malware.

COMMUNICATION

Protocol icmp

Transport protocol icmp

Suggested solution

Validate the even

DESTINATION

Zone

Label

MAC
Port
Roles
Types

Users

tand learn it if legitimate, or treat it as anomaly.

00:02:0f:0215:02
na

web_server
router

o

© 2024 IKARUS Security Software GmbH. All rights reserved.
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¥1 66.240.236.109

. Explore in Graph




Security) in the wild

SIKARUS

I security software

3. Unverschlusselte Kommunikation (intern/extern) + grof3teils schwache PWs.

o Alert Cleartext password [12e34dc7-f652-4600-b90e-e5f931727h65
What happened Possible cause Suggested solution
Detected plain text password authentication for fip protoco A cleartext password has been issued or requested C ure communication or evaluate the risks of
sed on the ne
Source Communication Destination
Zone PRODF Protocol ftp Zone nternet
Label Ttern Transport protocol tcp Label nat
P 10 P al
MAC zalbc MAC 0a12
Port 52819 Port 21
Roles consumer Roles veb_server
Types computer Types
Users 0 Users o}
3 @8.829952 1é. 88. FTP 73 Request: USER fu
9 9.839362 38. 18. FTP 94 Response: 331 Password required for fi
la a.a48139 1a. 88. FTP ??E'Request. PASS di
11 8.849313 80. 1e. FTP 73 Response: 238 Logged on
12 8.849334 1@. g8. FTP 64 Request: FEAT
13 @8.858982 80. 1e. FTP 188 Response: 211-Features:

© 2024 IKARUS Security Software GmbH. All rights reserved.
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OT (Security) in the wild <

4. Legacy devices.

ltered by os or firmware: Wind | x /[ =orted by os or firmware: desc x

Actions Name Type OS/Firmware ~ [=]
. -— B
% plcl53. ACMEOQ.corporationnet.com = ~
i3
P 1921681.30 MAC address 00:0a:dc:8513:03
Roles: producer MAC vendor Siemens
Product name 1756-L61 ControlLogix Logix5561 Controller Vendor Rockwell Automation &
Type i Controller Firmware version 20055 3
Overview Sessions Alerts Software Vulnerabilities Variables @ e 6 Q
0 active 0 high - 0 med 0 installed 12 high - 0 entries
. , " 30
of 1,18 entries / =d by resolved: false | x Export [ 1] Only unresolved (@  Live @ [ ] @ 12 selected ~
. . X X 153
Actions CVE Score EPSS s¢... CWE CWE name CVE creation date Discovery date Matching CPEs i
vae Warn H4rH }
Improper Neutralization of Input During Web Page . N . . . . B
I:l B CVE-2016-227 ] 79 N ; . 2016-03-021259:03723  2024-09-29 232212965 cpe/orockwellautomation1756-en2tr_series_b_firmware:5.008:-- 222
Generation (Cross-site Scripting’) =
O CVE-2018-17922 CEEEES | 306 Missing Authentication for Critical Function 2018-12-071529.00663 2024-09-29232212512  cpe/hrockwellautomation:1756-enbt:--:-
cpeforockwellautomation1756-en2tr_series_b_firmware:5 008:--, cpe;/hrockwellautornation1756-
Buffer Copy without Checking Size of Input (Classic .
O CvE201912255  (EEEEED G 120 m g puel 2019-08-09 22157347 2024-09-29 232212965 en2tr_series b
Buffer Overflow’)
. cpe-forockwellautomation:1756-en2tr_series_b_firmware:5.008:-, cpes/hrockwellautomation:1756-
Buffer Copy without Checking Size of Input (Classic .
a B3 CVE-2019-12256 T 120 2019-08-09 201511227  2024-09-29 232272965 en2tr_series_br---
Buffer Overflow)
cpeforockwellautomation1756-en2tr_series_b_firmware:5 008:--, cpe:/hrockwellautornation1756-
m] CVE-2015-12257  (EIEED GEEEN 20 2019-08-02 201511320  2024-09-29 232212965 en2tr_series br--- = :
= i switch
cpeforockwellautomation1756-en2tr_series_b_firmware:5 008:--, cpe [h-rockwellautomation1756-
O CVE-2019-12258 (D [ 384 Session Fixation 2019-08-09 221571410 2024-09-29232212966 en2tr_series b= i End ofsu ppo rt
) cpeforockwellautornation756-en2tr_series_b_firmware:5.008:--, cpe/hrockwellautornation756-
Buffer Copy without Checking Size of Input [Classic .
a B3 CVE-2019-12261 T 120 2019-08-09 23157.093  2024-09-29 2322712966 en2tr_series_br---

Ruffer Overflow!

© 2024 IKARUS Security Software GmbH. All rights reserved.
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Best Practices for OT Securi GIKARUS
1 R 2 ),

Create an ICS asset inventory Deploy continuous monitoring
Understanding your assets is the first step to for industrial networks

protecting them. A good asset inventory Continuous monitoring is crucial to maintain the security
should include a list of all hardware, software and integrity of industrial networks. Implement network
and firmware, and communication flows in sensors and endpoint monitoring tools throughout your
your ICS environment. network to capture real-time data on traffic patterns and

anomalies. This real-time data can help you proactively
safeguard critical assets from cyber threats.

/7

o, =
C_tlJ E;q r/_//{ h o- _:[2:_ o
Conduct regular ICS Segment your ICS networks
vulnera bility assessments A first step for segmentation is to identify your most
Establish a vulnerability assessment schedule, critical assets, or “crown jewels”, and the potential
considering factors like the evolving threat landscape attack vectors. Next, create network segments based
and frequency of system changes. Vulnerabilities to on these criticality levels, isolating high-value assets
focus on include unpatched software, insecure from less critical systems. Use firewalls, access
configurations, and unencrypted communications. controls, and intrusion detection systems to enforce
Once vulnerabilities are identified, prioritize mitigations strict separation between these segments.

based on their potential impact and likelihood.

= = -
= oy A

Provide regular Create and test

cybersecurity training incident response plans

Fostering a culture of vigilance in your workforce Assemble an incident response team with defined
will minimize threats from the People part of the roles and responsibilities and develop a plan to follow,
equation in ICS. Develop training that addresses including communication plans, containment and
the unique challenges and risks associated with eradication protocols, and recovery steps. Tabletop
ICS environments and familiarizes employees with exercises and simulations are a great way to practice
the threats they may encounter, like phishing the incident response plan and test its effectiveness.
attacks and social engineering tactics. Conduct debriefs to refine accordingly.

© 2024 IKARUS Security Software GmbH. All rights reserved. 10




security software

Journey of a Industrial Cybersecurity Program GIKARUS

A & O: Asset Inventory!

“Our common journey “We want to enable your
get started with a proof of value (PoV)* . cene
OT Security capabilities

Oh Wow

. Moment
LS1KA e
V-!ecurity soﬁa&ls @ el ‘ Unmanaged devices @
‘ﬂ!ﬁj. NOZOMI Asset Optimization

NETWORKS Discovery Operational resilience
Basic for risk
management Firefighting
Network

segmentation
e Awareness @ ‘ Integration

Most driven by breach

OT Security data feed
Board of directors to SIEM
60% of orgs are here 30% of orgs are here 10% of orgs are here

© 2024 IKARUS Security Software GmbH. All rights reserved. 11



Presenter-Notizen
Präsentationsnotizen
IKARUS Roadmap to OT Security
Visibility: Asset Inventory
Angriffserkennung: hybrid (Anomalie, Signatur)



IDS: Visibility

Environment information

[

& L=

Assets Nodes Links Protocols Sessions Variables
33 10142 10416 107 158 14
5950 active 3819 active 64 active 158 active 6 active
Asset overview
Level > =2 =2 1 “t
b Servers “ Firewa ‘% Computers
2
HMIs
Level1 1 & 3 4

Firewall “® Computers PLCs

&2

Total throughput (£

5M

25M

bit/ s

15:00

Alert flow over time

0.04

0.02

#finterval

15:00

SIKARUS

I security software

Q

1E216E0. 210 [tauchpanel] VI VES T 40

18:00 21:00 20. Feb 03:00 06:00 08:00 12:00

[on oFF | q

@ riskverylow @ risklow @ risk medium @ risk high @ risk very high

18:00 21:00 20. Feb 03.00 06:00 09:00 12:00

3 entp, STplus

19216611 230 [ansiblel
dfs

e
e, 192 1668.99.40
Y

e

192166811 254 (OPNoensa|

© 2024 IKARUS Security Software GmbH. All rights reserved. 12



Presenter-Notizen
Präsentationsnotizen
Visibility, Graph


IDS: Anomaly & Threat Detection YIKARUS

o Incident Suspicious Activity [c5163943-1aff-457¢-b486-55048e13b2bb)]

(%) INCIDENTSUSRICIOUS-ACTIVITY

W"
o Alert Malware detection [Trojan] [2fc57d2e-6977-4381-bded-7ce67abb76ac]

What happened Possible cause Suggested solution

Suspicious transfer of malware named Trojan' was detected through a STIX indicator A potentially malicious payload has been transferred. Perform an investigation and cleanup the victim, and block or cleanup also the

in a file with hash '(MD35: 7209f2d5270cf295d923d72c72379e67)' from resource attacker.

‘http:/192.168 44166:8000/1May__1.xIs' after a 'GET' operation
Source Communication Destination
Zone Undefined Protocol http Zone Undefined
Label n.a. Transport protocol tcp Label n.a.
P 192168 44164 1P 192.168.44.166
MAC 00:0c29 44 4ab7 MAC 00:0c:29déefd:02
Port 60722 Port 8000
Roles other Roles web_server
Types - Types -
Users o] Users o]

© 20247 IKARUS Security Software GmbH. All rights reserved. 13
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Präsentationsnotizen
Threat Intelligence in IDS


Threat Intelligence

Threat Intelligence

Fage 10f 32 780 entries

Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa
Oa

Actions

L2 £ L £ L L O L L L L L O O O P

Enabled

[ON| oFF
|ON | OFF
[OoN] oFF
[ON | oFF
[ON | OFF
[ON | OFF
[ON| oFF
|ON | OFF
[ON] oFF
|ON | OFF
[oN | oFF
[ON | oFF
|ON | OFF
|ON | OFF
[on | oFF

|ON | OFF

CVE-2024-1628/NN-2023-0061
NM-2022-0075
CVE-2024-1628/NN-2023-0060
CVE-2023-48265/NN-2023-0114
CVE-2023-48253/MN-2023-0102
CVE-2023-48265/NN-2023-0114
CVE-2021-20598/NN-2021-0003
CVE-2021-31987/NN-2021-0017
CVE-2020-25173/NN-2020-0001

CVE-2023-48246/NN-2023-0090

SIKARUS

I security software

STIX indicators I Vulnerabilities I
| |

Packet rules I IYara rules I I Sigma rules
| |

Name

Lve ® ([ ) +Add

Source Created at
- LIE R
update_service 2023-09-28
update_service 2023-03-09
update_service 2023-05-29
update_service 2023-08-15

update_service -

® Two phase | Learning

= PROTECTIN Select an option...

s LEARMNIMG: 5
Protecting

update_service 2023-08-15
update_service 2021-02-1
update_service 2021-09-28
update_service 2020-06-24
undate service 2023-07-27
2021-02-29
-
2021-04-21
2023-05-22
2023-00-22
2022-01-26

| Learning

© 2024 IKARUS Security Software GmbH. All rights reserved.

14




8T
B




SIKARUS

I security software

What is a Honeypot?

HONEYPOT

Level der Interaktion | Interaktion mit Host | Interaktion mit Programm | Programm verandern

Low X X
Medium %
High

© 2024 IKARUS Security Software GmbH. All rights reserved. 16



Presenter-Notizen
Präsentationsnotizen
Low … nur offener Port für Service
Medium … Simulation von SPS / Webserver
High … vollumfänglicher Zugang zum echten Betriebssystem


High-Interaction Honeypot @ fhstp SIKARUS

PLCs

HMI

© 2024 IKARUS Security Software GmbH. All rights reserved. 17




Under the hood

i Monitc Jovelr
{ o Arkhangelskoye gt

'. SHODAN Explore Downloads Pricing &

Uy

MeuHNKOBD o g

HKyKOBKa,

oK)

L
22 ® SHODAN Explore

Country

~195

L/ TAGS:  selfsigned

shodan.io

Reutov

|
|

Downloads Pricing &2

Zapdvoort ¢
; Aerdenhout 7
2 ¢ ' Heemstede Vijfhuizen
e E L

N

B Regular View * >_ Raw Data - D History e

Account

“-Yeproe
-

flATNOBKa

n A
& Nyplueso.

2
B

i
=3

VMware vSphere
192.168.10.0/24 - imkerlocal - VLAN 1690

Q Ransdorp

Tldoek. (L4 Sehellingwoude
‘Amsterdamy— &,
a 1 i o

 steigerelland

Mel

@ General Information

AsH

vps34948nLhyperhost.name

Netherlands

Amsterdam

Hyperhost LTD

ITLLLC

AS21100

552 Open Ports

80 443 3389

// 80/ TCP

Apache htipd

© 2024 IKARUS Security Software GmbH. All rights reserved.
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Attack surface CIKARUS

< INTERNET >

Hylropover

Webserver 19216 %.0.0/24

Water Supf)hf Faci[?'by
19216 %.50.0/24

192,16 %.99.0/24

TCP 2404 TCP 33%¢9

scANS (1)

e

AL ]
<~

P

|
|
|
|
|
|
I
|

SQL injection !

¥ | =
| r Vc«riosblen
RDP credertials I | : Veriablen
I - o
S e e — —JI°L —
H:SSible impact to OT i :
) | '

© 2024 IKARUS Security Software GmbH. All rights reserved. 19




Look & feel CHKARUS

security software

T8, Siemens _OX

Totally Integrated Automation

. DORTAL
TIA Portal V15.1

Erreichbare

LICEN
adVIA

Typ der PGIPCSchnittstelle:  @_PLIE
Automation License

L]
Manager
TI'A' Erreichbare Teilnehmer der ausgewshlten Schnitstelle:
£imin
TIA Administrator Gerat Gerdtetyp Schnittstellentyp | Adresse MAC-Adresse
C‘lln‘elltlv l hmi pumpwerk SIMATIC-HM PI/IE 192.168.99.40 EQ-DC-A0-10-AD-62
o

Al steuerung dsta CPU 1214C ACID. PHIE 1921689942 28-63-36-80-B2-0A
PLE’ ] steuerung hochbehdlter  CPU 1214CACID.. PNIE 192.168.99.43 00-1B-1B-71-78-0B

Sign Out o E&=

i [| LED blinken
B

ST-PLCSIM V5.1

Suche starten
C 0 n n Online-Statusinformation: [] Nur Fehlermeldungen anzeigen

1. Gefundenes erreichbares Gerdt hmi pumpwerk
€ suche beendet. 3 Teilnehmer gefunden
2 Gerateinformationen werden eingeholt

B4 scanund Informatiensabfrage abgeschlossen

The follow

Anzeigen Abbrechen

username
— } Projektansicht
SE€rvice

a33rv

r07x1

16:19
£ Suchen \

y £149) DRV |
<

o 16:31
G % ) W DRV o

20




What happened so far? SIKARUS

o ncident Suspicious Activity [c5163943-1a-457c-b486-55048e13b2bb)]

. lkumn
Details o @ INCIDENT:SUSPICIOUS-ACTIVTY
What happened?
Details (at the alert time)
. - KB
) Suspicious activity between 1722416 and 192168.93.3 has been detected.
Status: open KE
) A suspicious packet was sent -- Watersupply: Potential attacker @ Attacker-Client
Note: - 192168993 KB
Created at: 2023-01-27 07:27:41.850(24 days ago) KB
Last update: 1M:09:22.72 (a few seconds ago) Possible cause KB
Source: 1722418 Suspicious activity that can be potentially related to known malware has been KB
- (VPS_VPN-IP) - 00:50:56:bfb6:d2 detected over two nodes.
pestinaton: Suggested solution
192168993
- (PROD-HYDROWS-UH) - 00:50:56:0f:67-7d - SCADA_WaterSupply Investigate on the malware source and infected device.
Protocol: rdp (unknown)
Alerts
Cage10f 8649 43242 cniries Show all alerts '@ Export M T Live '@ L’:j ¥ Count by field. v @ 1lselected ~
ACTIONS .. RISK TIME 1D TYFE ID DESCRIFTION PROTOC... IP SRC IP DT SRC POR... DST POI
see -~ MarM - -7
O -- e ° 0922712 93e45c95 F SIGNPACKET-RULE A suspicious packet was sent -- Watersupply: Potential attacker @ Attacker-Client 192168993 rdp 1722416 192168993 53586 3389
[ ses Bl ° 110725681 5427aa7b & SIGN:PACKET-RULE A suspicious packet was sent -- Watersupply: Potential attacker @ Attacker-Client 192.168.99.3 rdp 1722416 192168993 51746 3389
O -- @l ° 110528904 bff?ze?29 & SIGN:PACKET-RULE A suspicious packet was sent -- Watersupply: Potential attacker @ Attacker-Client 192168.99.3 rdp 1722416 192168993 7879 3389
[ ses R ° 110332103 effezdls  4F SIGNPACKET-RULE A suspicious packet was sent -- Watersupply: Potential attacker @ Attacker-Client 192168993 rdp 1722416 1921682993 6059 3389
O ees @ - 01357196 cllbSleg & SIGNPACKET-RULE A suspicious packet was sent -- Watersupply: Potential attacker @ Attacker-Client 192.168.99.3 rdp 1722416 192168993 62574 33289
4 »
© 2024 IKARUS Security Software GmbH. All rights reserved. 21



Trends: Q1 2023 CIKARUS

Attacker countries

Count of entries

12,000
11,000
10,000
w 9,000
' 8,000 -
Ka 1.58% —~ E ' Count of entries
Switz._. 2.15% 8 7000
United St... 2.49% -
S
Germany 2.76% —/ e S e
S 5000
]
O 4000 110
3,000 100
2,000 a 2
1,000 g 80
0 § 70
2023-01-01 2023-02-01 2023-03-01 % 80
. E 50
@timestamp per day a
(5] 40
30
20
10
0
00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00
@timestamp per 30 minutes
© 2024 IKARUS Security Software GmbH. All rights reserved. 22



Trends: Q1 2023

Attacker: overall IP Addresses

Count of records

40,000

35,000

30,000

176120100183

194187154115

25,000
20,000
15,000
10,000
5,000
0 L] 1

37120175.231

SIKARUS

I security software

Attacker: [EC-104 Fernwirkprotokoll (dport=2404)

Count of records

65
60
55
50
45
40
35
30
25
20

103.14.224.216

Attacker: Modbus/TCP (dport=502) oog

100
90
a0
70
60

107170.227.23 107170.2389
40

Count of records

Top valu
30

20
) .
0 _ L | | — I e | I | —— I

165.91.208.10 101.68.21.3 104152.52.211 104152.52.89 10717019218 Other

Top values of attacker.keyword

© 2024 IKARUS Security Software GmbH. All rights reserved. 23




Trends: 01/2024 CIKARUS

> VPS von Niederlanden zu Russland

Attacker countri inttacker countries i§3

7.9

Ka.. 1.58% —
Switz... 2.15%
UrtdSt . 2.49%

eeeee yz?ﬁ%

© 2024 IKARUS Security Software GmbH. All rights reserved. 24



Factor time IKARUS

elastic

= . Dashboard Editing Overview -~ Options  Share Saveas  Switch to view mode 5]

®  + Add filter

T 2 All types v = Add from library

{8} | Count of entries

* - ROP

* - Webserver

Count of records

* - Fernwirkprotokoll

* - Modbus TCP

* - 57 Protokoll

® ¢ & @ @

400,000 600,000 800,000 1,000,000 1,200,000 1,400,000

oF
X

.749,

Est_ 08s% — VA - A &
sin. 122% — .}af £
_/ i (@]

Indone... 1.4%

5

> Jan 15, 2823 @ 16:85:47.868 @timestamp: Jan 15, 2023 @ 16:85:47.800 @version: 1 attacker: 193.242.178.70 attacker_ip: attacker facility: @ facility_label: kernel geoip.continent_cede: EU geoip.country_code2: RU
geoip.country_code3: RU geoip.country_name: Russia geoip.ip: 193.242.179.78 geoip.latitude: 55.739 geoip.location.lat: 55.739 geoip.location.lon: 37.687 geoip.longitude: 37.687
geoip.timezone: Europe/Moscow host: 172.24.1.6 logsource: vps34948nl message: [2076613.259994] RDP EngineeringPC: (3389) IN=venet® OUT= MAC= SRC=193.242.178.70 DST=195.54.162.64 LEN=52 T0S=8x82
PREC=8x88 TTL=118 ID=23637 DF PROTO=TCP SPT=53982 DPT=3389 WINDOW=54248 RES=0x88 CWR ECE SYN URGP=8 priority: 7 program: kernel severity: 7 severity_label: Debug timestamp: Jan 15 15:85:47

type: vps_log _id: kAP3tYUBFZK5gXPoGOyz _index: vps_log _score: - _type: _doc




Trends: 2023 = 2024 SIKARUS

I security software

Protocol

Country

© 2024 IKARUS Security Software GmbH. All rights reserved.
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Data - Information = Intelligence

Operational Data Information Intelligence
Environment

| |I I|

1 | f

1 |

\ |

\ H\/

Collection Processing Analysis
and and
Exploitation Production

M. E. Dempsey, Joint Intelligence, 2013

© 2024 IKARUS Security Software GmbH. All rights reserved.
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Presenter-Notizen
Präsentationsnotizen
Rohdaten relativ begrenzte Nützlichkeit. Daten von Sensor erfasst und verständliche Form vorhanden  Informationen (z.B. Ohm zu Grad Celsius). Informationen können nützlich sein, aber in Bezug zu anderen Informationen über die operative Umgebung stehen und in Bezug zur Vergangenheit betrachtet werden, entsteht ein neues Verständnis der Informationen, das als Intelligence bezeichnet werden kann. 
Der Prozess zur Erzeugung von Intelligenz basiert darauf, dass Analysten Informationen in Beziehung setzen oder mit anderen Informationen oder einer Datenbank vergleichen und daraus Schlussfolgerungen ziehen. Die Beziehung zwischen Daten, Informationen und Intelligenz ist in Abbildung 22 graphisch dargestellt. 
Mithilfe präziser und relevanter Intelligence gewinnen Kommandanten in der operativen Umgebung einen Vorteil, indem sie den Entscheidungszyklus eines Gegners verstehen und möglicherweise geplante Operationen vorhersagen und kontern können 
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Connecting the Dots YIKARUS

Wie gewonnene Informationen weiterverwendet werden konnen.

« IDS/IPS / Firewall etc.

« Security Operations Center
o (SOC)

= » Incident Response (IR)
Vulnerability Management

» Produktionsleitung

« CISO

|

© 2024 IKARUS Security Software GmbH. All rights reserved. 29



IKARUS Security Software in a nutshell $1KARUS
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! security software
Austrian cybersecurity manufacturer with in-house development, virus lab and customer support. YOU ARE
Certified system integrator, platinum partner & MSSP (Managed Security Service Provider) of international technology partners.
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Leading cyber actors Market-leading solution Leading endpoint Global Leading Cyber Global Leading OT/loT
hunting technologies for mobile threat defence protection solutions Threat Intelligence for IT Security Technology
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Dipl.-Ing. Martin Strommer
Team Lead OT Security
strommer.m@ikarus.at
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You‘ve heard from us.

B \We want to hear
b from you.

+43 1 58995 - 500

sales@ikarus.at

https://www.ikarussecurity.com/
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