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SMTP Smuggling Revisited
Still Smuggling Emails Worldwide?!
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SMTP What?

SMTP Smuggling – A (once) novel technique for spoofing e-mails
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PortSwigger Top 10 Web Hacking Techniques of 2023
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The Basics
SMTP Infrastructure
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outlook.com IN TXT "v=spf1 ip4:1.2.3.4 -all"



SMTP Smuggling Theory
From HTTP to SMTP
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SMTP Smuggling Theory
HTTP Request Smuggling
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Content-Length! Transfer-Encoding!



SMTP Smuggling Theory
SMTP Protocol
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End-of-data sequence
<CR><LF>.<CR><LF>



SMTP Smuggling Theory
SMTP Smuggling?
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end-of-data sequence?

end-of-data sequence!

end-of-data sequence!

end-of-data sequence!



SMTP Smuggling
<CR><LF>.<CR><LF> is a lie?

Server responses:
250 End data with <CR><LF>.<CR><LF>
250 Start mail input; end with <CRLF>.<CRLF>
250 Send data ending with <CRLF>.<CRLF>
Enter message, ending with "." on a line by itself
Enter mail, end with "." on a line by itself

ITSECX

DOS/Windows Unix/Linux

<CR><LF>.<CR><LF> <LF>.<LF>



SMTP Smuggling
SMTP Smuggling?
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Fake EOD
allowed?
\n.\n
\n.\r\n
\r.\r
\n.\r
…

Fake EOD
accepted?
\n.\n
\n.\r\n
\r.\r
\n.\r
…



SMTP Smuggling
Smuggling from GMX to Fastmail (Success)
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SMTP Smuggling
Cross-Domain Smuggling web.de Fastmail
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SMTP Smuggling
Cross-Domain Smuggling web.de Fastmail
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1,6 million instances



Remote server returned '550 5.6.11 SMTPSEND.BareLinefeedsAreIllegal; message 
contains bare linefeeds, which cannot be sent via DATA and receiving system does 
not support BDAT'

<LF>.<CR><LF> still works!

SMTP Smuggling
Smuggling from outlook.com
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SMTP Smuggling
Smuggling from outlook.com (sanity check)
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SMTP Smuggling
Smuggling Phishing E-Mails from outlook.com
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SMTP Smuggling
Exchange Online?

spf.protection.outlook.com

And many, MANY, more...

PRASEC 17



SMTP Smuggling
Exchange Online
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SMTP Smuggling
Inbound SMTP Smuggling?
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Outbound SMTP Smuggling
Insufficient filtering

Inbound SMTP Smuggling
Interpreting weird end-of-data sequence

19



SMTP Smuggling
Cisco Secure Email (Cloud) Gateway
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smtpsmuggling.com

The Website
Affected Software, Updates, References, ...
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Bug Bounties!
Bug Bounties?
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SMTP Smuggling Conclusion?
THERE'S MORE!
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Presenter-Notizen
Präsentationsnotizen
That was legacy SMTP smuggling, and now we get to 2024 and my follow-up research.



SMTP Smuggling Reloaded?
Encoding Confusion
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Interpreted as UTF-8 Interpreted as ASCII



SMTP Smuggling Reloaded?
BDAT to DATA, DATA to BDAT, BDAT to BDAT
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BDAT

end-of-data sequence?

DATA

end-of-data sequence!



SMTP Smuggling Reloaded?
Line Length Breakout
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998×"A"
998×"A"

Injected!



SMTP Smuggling Reloaded?
SMTP Analysis in a Nutshell
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From Header Spoofing!
From Header Spoofing?
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Presenter-Notizen
Präsentationsnotizen
So, when I went back to the drawing board I realized that I don't necessarily have to break out of the data section to spoof the sender address.



From Header Spoofing! @slonser_
From Header Spoofing via Alias
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From: Alias Name <user@sender>



From Header Spoofing! @slonser_
From Header Spoofing via Alias
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Sending as user Receiving as admin

From: <admin@gmail.com> "spoofed" <user@gmail.com>



From Header Spoofing! @slonser_
From Header Spoofing via "Grouping"
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Sending as user
Receiving as admin

From: "Spoofed" <user@outlook.com>: <admin@outlook.com>



From Header Spoofing! @slonser_
From Header Spoofing via "Grouping"
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From Header Spoofing! @slonser_
Statement
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"This is not an exhaustive list; [...] I am deeply 
saddened that this topic is not highlighted in the 
information security community. During my 
research, I did not find a single mail provider that 
correctly parses the "From" field according to RFC 
standards."
2024, blog.slonser.info/posts/email-attacks/

Presenter-Notizen
Präsentationsnotizen
Slonser is also of the opinion that SMTP implementations are a battle field of RFC non compliance



From Header Spoofing!
My Vulns…
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Presenter-Notizen
Präsentationsnotizen
As of now it's a big fat nothing burger.



CHECK YOUR SERVERS!

MORE TO COME!

DO NOT BLINDLY TRUST E-MAILS!

Conclusion
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Thank you!
Questions?
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