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Image: Remote Car Hacking, Miller, Valasek (2015), p.8

tcp/6667

V850

OMAP

Uconnect 8.4AN/RA 

3G write updates 
via SPI bus

injection of 
CAN packets



9
SBA Research



Containers
isolate all the things
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E/E Architectures in Transition
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https://www.techdesignforums.com/blog/2021/11/17/balancing-the-requirements-of-e-e-architectures-for-automotive-design/
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Container, VM, Hypervisor, Process, ...
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Container Internals

SBA Research

separate file system

(mount namespace)

processes view
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routing  

(network namespace)

limit resources 

(control groups)
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Capabilities
"Starting with kernel 2.2, Linux divides the privileges

traditionally associated with superuser into distinct units,

known as capabilities, which can be independently

enabled and disabled."

SBA Research 

http://man7.org/linux/man-pages/man7/capabilities.7.html

• Break down root into (32) smaller pieces. 

• Ability to acquire or drop capabilities at runtime

CAP_CHOWN

CAP_DAC_OVERRIDE

CAP_MKNOD

CAP_NET_ADMIN

CAP_NET_BIND_SERVICE

CAP_NET_RAW

CAP_SYS_ADMIN

CAP_SYS_BOOT

CAP_SYS_CHROOT

(...)
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Demo: create a container with runc



Securing the Bus
everybody listens
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Example: Flash chip with SPI
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SPI topology and signals
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Images: https://en.wikipedia.org/wiki/Serial_Peripheral_Interface

spi (Linux Kernel): https://www.kernel.org/doc/Documentation/spi/spi-summary 

Spidev: https://www.kernel.org/doc/Documentation/spi/spidev

Python Library (py-spidev): https://pypi.org/project/spidev/ 

/dev/spidev1.2

https://en.wikipedia.org/wiki/Serial_Peripheral_Interface
https://www.kernel.org/doc/Documentation/spi/spi-summary
https://www.kernel.org/doc/Documentation/spi/spidev
https://pypi.org/project/spidev/
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Capabilities

CAP_MKNOD, CAP_DAC_OVERRIDE, ...

Filesystem permissions (DAC) for /dev/spidevX.Y 
(read/write for owner, group, others)

Control Group, eBPF program (device control)

read (r), write (w), mknod (m)

device type, major number, minor number

Mandatory Access Control (MAC) and eBPF

additional Kernel protections 
(LSM/SeLinux/AppArmor/eBPF)

Kernel

SBA Research

User space

spi cani2c

system call 

(open, write)

process
<root>

spidev1.2
major
minor

open
write

Hardware

Container Security Mechanisms

digital I/O



SBA Research



30

eBPF recap on one slide
eBPF code runs in a virutal machine in 

the Kernel. 

The code contains functions that can be 

attached to a trigger (e.g. syscall, trace 

event, network).

1. load BPF code into the Kernel

2. attach function

3. Kernel runs the program if a trigger 

is hit

4. The eBPF program can produce data 

and store it in maps/queues

5. consume data from userspace

SBA Research

C/Go/ Rust/... eBPF (ELF)
compile
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Trace points and Probes

• kprobes (scoped to a cgroup)

• cgroup/dev

• perf events

• syscall

• socket buffer (SK SKB)

• XDP

• tracepoints

• raw_tracepoints

• (...)

SBA Research

https://docs.kernel.org/bpf/libbpf/program_types.html
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Demo: Control Group in Systemd
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Demo: device protection of eBPF
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Demo: disable ebpf for control group
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demo: block spi with eBPF
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eBPF for in-vehicle networks
you CAN
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Image: https://www.jeepcherokeeclub.com/threads/upgrading-radio.19169/
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eBPF for CAN networks (Linux)

Kernel

SBA Research

Container

canspi

process

can0

PCB (hardware)

CAN transceiver
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Demo: eBPF on XDP for CAN – trace and filter
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Offensive eBPF
the Kernel turns against you!
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Demo: eBPF rootkit to manipulate CAN traffic
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Conclusion

SBA Research
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Lessons learned from the Clouds

• software-defined protections: code instead of 

dedicated devices.

• flexible architecture: development at runtime 

without starting from scratch.

• mutation and fast evolution: rolling updates 

are key to react to attack patterns.

You don‘t know how the next attack will be!

SBA Research
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Limitations and further research

• induced latency: does the eBPF code induce 

unwanted side effects for real-time applications?

• E/E architecture: does the benefit of software-

defined belance the cost to create this 

infrastructure?

• maintainability: who defines the rules?

• observability and action: who reacts how?

SBA Research
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Applied Research and Consulting

Security Requirements

Crypto Designs

Threat Modelling

Static Code Analysis

Security Test Case Generation

Defense in Depth (DiD)

Fuzz Testing

Black- and Grey-box Testing

Proof of Concept Validation
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SBA Meetup // ASRG Vienna // eBPF Vienna  // embedded Austria
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Reinhard Kugler

MATRIS Research Lab

SBA Research

Floragasse 7, 1040 Vienna

rkugler@sba-research.org

https://matris.sba-research.org/marc/ 

mailto:rkugler@sba-research.org
https://matris.sba-research.org/marc/
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