


The Private Cloud within Your Car
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... is this safe?
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Image original: https://www.researchgate.net/figure/One-subset-of-a-modern-vehicles-network-architecture-showing-the-trend-toward_fig1_2955571
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Example: AutoSAR, Platform, Chip, Software
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Image: Specification of CAN Interface AUTOSAR CP Release 4.3.1, p11

between 70 and 100 ECUs being installed in every 
modern vehicle
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Electronic Control Units (opened)

JTAG access on the PCB CAN access + on-board console via UART
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How to maintain/update/configure hundrets 
of ECUs?
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The road to AV approval - A Cybersecurity Perspective, Abid, Budke, Tüv Süd
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Functions in application containers
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Sample Architecture
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CAN and Containers, Automotive Grade Linux
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https://wiki.automotivelinux.org/_media/agl-distro/agl2018-socketcan.pdf
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Routing and Network namespaces (ethernet)
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container A container B

vxcanA vxcanB

vxcan0vxcan0

cangw
vxcan1-A vxcan1-B

physical
vcanbr0
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Image: https://kubernetes.io/docs/concepts/overview/components/

runc / crun

network setup script
(OCI CNI)
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https://github.com/containernetworking/cni
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Is this safe?
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Image: https://kubernetes.io/docs/concepts/overview/components/

runc / crun

network setup script
(OCI CNI)

first steps
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Vulnerabilities (CVE+user config)

SBA Research

• CVE-2014-???: Symlink docker 

cp

• CVE-2015-

{3627,3629,3630,3631}: docker 

config, Volume is insane

• CVE-2016-9962: File descriptor 

open in the root filesystem, 

/proc/$pid/fd/$n

• CVE-2018-15664: Path senitasation, 

RENAME_EXCHANGE, LXD does it 

wierdly but good, Double check via proc

• CVE-2019-5736 18:00: /proc/self/exe, 

Reopen (O_RDONLY)

• CVE-2019-19921: Symlink exchange 

via VOLUME
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Sample Architecture
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Future of Containers in Automotive („EDGE“)

• safety certified platforms

• software updates for fleets (for real)

• „zero-touch“ (over the air)

o centralized configuration (pay-as-you-go)

o centralized maintenance/updates

• DevOps for automotive applications

SBA Research
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