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o Software Bill of Behavior
o How do you detect tampering?
o Who writes runtime rules?
o Who should write runtime rules?
o Can we transfer runtimes rules from A -> B?
o Alerting vs Enforcing
o Attack Surface Shrinking
o Integration into the ecosystem
o What you can do today to benefit & help!

(S)BoB as a new standard - SBOM for runtime



observe: get some data out

analyze: was this stuff bad?

How do you detect tampering?

k8sstormcenter

http://github.com/k8sstormcenter
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Currently: you the user

.

Who writes these rules?

k8sstormcenter

http://github.com/k8sstormcenter


Receive and modify the rules: you the user

Create and maintain the rules: the vendor or supplier

Who should write these rules?

k8sstormcenter

http://github.com/k8sstormcenter
http://github.com/k8sstormcenter


it works on my cluster

BUT: will it work on your cluster

Transferability??!

k8sstormcenter

http://github.com/k8sstormcenter


attach a Bill of Behavior to software

to “supply” benign runtime rules

Idea of the year

k8sstormcenter

http://github.com/k8sstormcenter


Vendor produces a BoB
in spdx spec!

http://github.com/k8sstormcenter


with each updateUser receives the BoB



BoBctl translates between systems
In order to allow for vendor neutrality:

Packaging systems:
- Helm

RunTime Engines:
- Kubescape 4.0 (Oct 2025)
- NeuVector (possible)
- AppArmor (planned)

Kubernetes:
- K8s: GKE, Vanilla, Talos, k3s, k0s
- Kind, Minikube
- Openshift, SAP … (planned)

https://github.com/k8sstormcenter/bobctl

https://github.com/k8sstormcenter/bobctl


How much does it reduce the attack surface?

CNCF Pixie provides real-time observability and debugging (based on eBPF)
pem = Pixie edge module (the agent that handles the tracing)



Enforcing vs Alerting

Enforcing for:
- {Capabilities,  Executables} tuples

RunTime Engines:
- AppArmor (roadmap)

Anomaly Alerting for:
- Network Endpoints, RunTimeRules
- File Opens and SysCalls

RunTime Engines:
- Kubescape 4.0 (Q4 2025)



Practically: how is it done? 



Practically: how is it done? 
https://github.com/k8sstormcenter/bobctl/actions/runs/17190024510



Convince that it works
TECHNICAL PART 



Live demo
User receives the BoB
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Live demo
User receives the BoB



Tracing has been possible since the dawn of time: but

Instead of everyone recording profiles (potentially incl attacker behavior)

Explicit positives! Makes a DB look like a DB (and a debug pkg like a debug pkg)

Explicit negatives! If negative tests are supplied, users can verify their incident response

some room: to make it transfer well and allow good UX

SBoB makes behavior 
prescriptive

Ask your primary care engineer 
in case of unexpected side-channels

http://github.com/k8sstormcenter
http://github.com/k8sstormcenter


needs YOU !

k8sstormcenter

http://github.com/k8sstormcenter
http://github.com/k8sstormcenter


Edge cases, caveats
Roadmap

Research funding requested for
● Additivity (e.g. various Sidecars like istio) 
● Large Parameter Studies  
● UX Evaluation and Implementation
● Optimal Granularity

(Performance vs Alert Fatigue)
● Integration into cloudnative ecosystem
● Maintenance

http://github.com/k8sstormcenter


Ecosystem Integration Harbor

- SBOB integration into Harbor
- Attaching SBOB information alongside the OCI artefact
- Extending Harbor interface to 3rd party scanners 

- UI and reporting
- Interfaces and API

- SBOM, SBOB, etc to represent different aspect of an application (see
Open Component Model OCM)

- Implementation as part of the LFX mentorship program



Don’t believe it … try out the lab
How you can benefit today

https://labs.iximiuz.com/courses/bill-of-behaviour-c070da3a
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BoB: Software Bill of Behavior

What? generalized runtime profile encoding benign syscalls, paths, network, capas, execs

Who? Vendors attach to software at “the factory”

Why? Allows users to inherit maintained, up-to-date rules for anomaly detection

so that: Users stop play catch-up

Summary

Ask your primary care engineer 
in case of unexpected effects

https://github.com/k8sstormcenter/bobctl made with eBPF 

http://github.com/k8sstormcenter
http://github.com/k8sstormcenter
https://github.com/k8sstormcenter/bobctl


https://cloudnativecompass.dev
https://www.letsboot.ch

Thank you !!
S
SBoB would not have been possible without: Matthias, Ben, Thomas, Norman, Stefan, Peter, 
Markus, David, Pepijn, Mario, Ivan, Markus, Stephie, Andi, Ernst, Michi, Reini and Alois 

Star it if you want it 
https://github.com/k8sstormcenter/bobctlhttps://kubescape.io

https://cloudnativecompass.dev/
https://www.letsboot.ch/
https://github.com/k8sstormcenter/bobctl
https://github.com/k8sstormcenter/bobctl
https://github.com/k8sstormcenter/bobctl
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