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Li nke dI n
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Imagine an attacker infiltrated your network …
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You’re  the  attacker. Where should we go firs t?
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~/
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/ r un/ s e c r e t s /
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/ r un/ s e c r e t s / kube r ne t e s . i o/ s e r vi c e a c c ount /
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/ r un/ s e c r e t s / . a ws /
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What is  Cyber Deception?

Attacks  s tart with
reconnais sance

Sophis ticated adversaries  will eventually
find a way to infiltrate your network

[1] Mandiant, “APT1: Expos ing One of China’s  Cyber Espionage Units ,” 2013. [Online].

[1]

We can place honeytokens ,
ins tall fake endpoints , and
inject deceptive content to …

• s low-down attackers  by
expending their “energy”

• ass is t defenders  with
s trong indicators  of
compromise

~/ . a ws / c r e de nt i a l s
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Honeypots  and Honeytokens

[1] Mandiant, “APT1: Expos ing One of China’s  Cyber Espionage Units ,” 2013. [Online].

‘Class ic’ honeypots  are 
isolated fake applications , 
reachable over the network
(e.g., to collect threat intel)

Honeytokens  & application 
layer deception techniques  
are traps  embedded into 
applications  & sys tems

Let’s  place some
fake bikes  then

Thieves  shall not
s teal your bike

Talk Focus

[1]
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Creating
Effective
Traps

Deploying 
Traps



Gi t Hub

The Honeyques t Study [2]

Deceptive Element 
Traps  injected by us

Ris ky Element
e.g., a  true indicator of 
vulnerability CVE-1999-0067

Neutral Elements

number of marks  placed by participants  (n=47)

Wh a t  is  yo u r  
n e xt  s t e p ?

12
[2] M. Kahlhofer, S. Achleitner, S. Rass , and R. Mayrhofer, “Honeyques t: Rapidly Measuring the Enticingness  of Cyber Deception 
Techniques  with Code-based Ques tionnaires ,” in RAID ’24. Padua, Ita ly: ACM, 2024, pp. 317– 336. doi: 10.1145/3678890.3678897.

github.com/dynatrace-
oss/honeyquest

https://doi.org/10.1145/3678890.3678897
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Which trap is  better?

pa s s wor ds . t x t c onf i g . i n i



c onf i g . i n i
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Which trap is  better?

pa s s wor ds . t x t c onf i g . i n i

fallen
for trap

detected
trap

placed 
marks

elsewhere
placed

no marks
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Which trap is  better?

pr i va t e - ke y. pe m ba c kup. t a r . gz
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Which trap is  better?

pr i va t e - ke y. pe m ba c kup. t a r . gz

fallen
for trap

detected
trap

placed 
marks

elsewhere
placed

no marks
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Which trap is  better?

X- De vToke n:
e yJ hbGc i I U. z I 1Ni I . .

Se t - Cooki e :
DATA=YWRt a W49Zm2U%3D
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Which trap is  better?

X- De vToke n:
e yJ hbGc i I U. z I 1Ni I . .

Se t - Cooki e :
DATA=YWRt a W49Zm2U%3D

fallen
for trap

detected
trap

placed 
marks

elsewhere
placed

no marks
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Which trap is  better?

GET
ht t ps : / / g i t hub. c om
/ owne r / my_r e po
/ s e t t i ngs / s e c r e t s
/ 58975/ r e a d
200 OK

GET
ht t ps : / / g i t hub. c om
/ r e s t / us e r / l ogi n
? us e r =j ohns on
&pa s s wor d=c a r r ot 13
200 OK
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Which trap is  better?

GET
ht t ps : / / g i t hub. c om
/ owne r / my_r e po
/ s e t t i ngs / s e c r e t s
/ 58975/ r e a d
200 OK

GET
ht t ps : / / g i t hub. c om
/ r e s t / us e r / l ogi n
? us e r =j ohns on
&pa s s wor d=c a r r ot 13
200 OK

fallen
for trap

detected
trap

placed 
marks

elsewhere
placed

no marks



The Honeyques t Study [2]
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More res earch res ults  and
s ugges tions  for des igning

       “enticing” traps .

Res earch findings  on placing traps  
that reduce the ris k of exploiting 

genuine s ecurity weaknes s es .

BEFORE AFTER

Gi t Hub

github.com/dynatrace-
oss/honeyquest

[2] M. Kahlhofer, S. Achleitner, S. Rass , and R. Mayrhofer, “Honeyques t: Rapidly Measuring the Enticingness  of Cyber Deception 
Techniques  with Code-based Ques tionnaires ,” in RAID ’24. Padua, Ita ly: ACM, 2024, pp. 317– 336. doi: 10.1145/3678890.3678897.

https://doi.org/10.1145/3678890.3678897
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Creating
Effective
Traps

Deploying 
Traps



… ins tead of manually deciphering techniques  from academic papers .
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“Deception-As -Code” with Koney [3]

Gi t Hub

[3] M. Kahlhofer, M. Golinelli, and S. Rass , “Koney: A Cyber Deception Orches tration Framework for Kubernetes ,” 
in EuroS&PW ’25. Venice, Ita ly: IEEE, 2025, pp. 690– 702. doi: 10.1109/EuroSPW67616.2025.00084.

[3]

github.com/dynatrace-
oss/koney

https://doi.org/10.1109/EuroSPW67616.2025.00084
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Cyber Deception Policy Documents

Trap-s pecific parameters

Criteria  for s electing the Kubernetes  workloads
(e.g., containers ) in which to deploy the traps

Decoy. [4] Stra tegy to deploy the trap its elf

Captor. [4] Stra tegy for monitoring the trap

[4] W. Fan, Z. Du, D. Fernández, and V. A. Villagrá, “Enabling an Anatomic View to Inves tigate Honeypot Sys tems : A Survey,” 
IEEE Sys . J ., vol. 12, no. 4, pp. 3906– 3919, 2018, doi: 10.1109/ jsys t.2017.2762161.

https://doi.org/10.1109/jsyst.2017.2762161
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Placing Honeytokens  by Executing Shell Commands
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File  Acces s  Monitoring with eBPF

“eBPF makes  the kernel programmable.” –  We hook the kprobe 
s ecurity_file_permis s ions  to detect honeytoken acces s  a ttempts .

Koney us es
Tetragon, which 
s implifies  deploying 
eBPF programs  in 
Kubernetes .
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Koney Alert Example
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Beyond Honeypots

Enticing Traps
“backup.tar.gz”, not “pas s words .txt”.

Imitate true s ys tem components .

“Deception-As-Code”
Formalize traps  with
policy documents .

Deceive. Tes t. Repeat.
Deploy s mall traps .

Share ins ights .

Application Layer Cyber Deception
Place honeytokens .

Add deceptive HTTP endpoints .
Modify HTTP headers  and bodies .

28





CLOUD DONE RIGHT
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APPENDIX
Adding Fake Routes  to Web Applications
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APPENDIX
File  Acces s  Monitoring with eBPF via Tetragon

Tetragon is  a  Kubernetes  Operator
that s implifies  the creation of
“tracing policies ” in K8s  clus ters .

Falco and Tracee are popular a lternatives .

[5] K. Kourtis  and A. Papagiannis , “File Monitoring with eBPF and Tetragon (Part 1),” Isovalent Blog. Accessed: 
Feb. 2025. [Online]. Available: https :/ / isovalent.com/blog/pos t/ file-monitoring-with-ebpf-and-tetragon-part-1/

[5]
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APPENDIX
Related Projects

[6] T. Taylor, F. Araujo, A. Kohlbrenner, and M. Ph. Stoecklin, “Hidden in Plain Sight: Filesys tem View Separation for Data Integrity and 
Deception,” in Detection of Intrus ions and Malware, and Vulnerability Assessment, C. Giuffrida, S. Bardin, and G. Blanc, Eds ., in DIMVA 
’18. Saclay, France: Springer International Publishing, J un. 2018, pp. 256– 278. doi: 10.1007/978-3-319-93411-2_12.
[7] D. Fraunholz, D. Reti, S. Duque Anton, and H. D. Schotten, “Cloxy: A Context-aware Deception-as -a-Service Reverse Proxy for Web 
Services ,” in Proceedings  of the 5th ACM Workshop on Moving Target Defense, in MTD ’18. Toronto, Canada: Association for 
Computing Machinery, J an. 2018, pp. 40– 47. doi: 10.1145/3268966.3268973.

[6] DcyFS

[7] Cloxy
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