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Imagine an attacker infiltrated your network ...

access to file sys’cem

? intrudes

Attacker




You’re the attacker. Where should we go first?

A k9s

rootakoney-demo-deployment-57c9b68df6-fx6q8:/# ls -1
total 64

LTrwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-TWXI'-XI'-X
drwxr-xr-x
drwxr-xr-x
LTrwxrwxrwx
lrwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x

root root 7 Sep 8 00:00 bin — usr/bin
root root 4096 Aug 24 16:05 boot

root root 360 Sep 29 10:50 dev

root root 4096 Sep 8 21:14 docker-entrypoint.d
root root 1620 Sep 8 21:13 docker-entrypoint.sh
root root 4096 Sep 29 10:50 etc

root root 4096 Aug 24 16:05 home

root root 7 Sep 00:00 lib — usr/lib
root root 9 Sep 00:00 1ib64 — usr/lib64
root root 4096 Sep 00:00 media

root root 4096 Sep 00:00 mnt

root root 4096 Sep 00:00 opt

root root 0 Sep 10:50 proc

root root 4096 Sep 11:09 root

root root 4096 Sep 10:50 run

root root 8 Sep 00:00 sbin — usr/sbin
root root 4096 Sep 00:00 srv

root root @ Sep 10:50 sys

drwxrwxrwt root root 4096 Sep 00:00 tmp

drwxr-xr-x root root 4096 Sep 00:00 usr

drwxr-xr-x 1 root root 4096 Sep 00:00 var
rootgkoney-demo-deployment-57c9b68df6-fx6q8:/#
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A k9s

rootakoney-demo-deployment-57c9b68df6-fx6q8:~# 1ls -la

total 20
root
root
root
-rw-r--r—-- 1 root
-rw-r--r-- 1 root

root
root
root
root
root

4096 Sep 29 11:09
4096 Sep 29 10:50 ..

114 Sep 29 11:50 .bash_history
571 Apr 10 2021 .bashrc

161 Jul 9 2019 .profile

rootgkoney-demo-deployment-57c9b68df6-fx6G8: ~# |




/run/ secrets/

A k9s

rootakoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# ls -la
total 16

drwxr-xr-x root root 4096 Sep 29 11:50

drwxr-xr-x root root 4096 Sep 29 10:50 ..

drwxr-xr-x root root 4096 Sep 29 11:50 .aws

drwxr-xr-x root root 4096 Sep 29 10:50 kubernetes.1o
root@koney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# |




/run/secrets/ kubernetes.10/serviceaccount/

A k9s

rootakoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# ls -la

total 16

drwxr-xr-x root root 4096 Sep 29 11:50

drwxr-xr-x root root 4096 Sep 29 10:50 ..

drwxr-xr-x root root 4096 Sep 29 11:50 .aws

drwxr-xr-x root root 4096 Sep 29 10:50 kubernetes.1o
rootgkoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# ls -1 kubernetes.io/serviceaccount/

total @

lrwxrwxrwx 1 root root 13 Sep 29 10:50 ca.crt — ..data/ca.crt

lrwxrwxrwx 1 root root 16 Sep 29 10:50 namespace — ..data/namespace

lrwxrwxrwx 1 root root 12 Sep 29 10:50 token — ..data/token
rootakoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# cat kubernetes.io/serviceaccount/token
eyJhbGc101JSUzIINIIsImtpZCI6IkdCMLFYbGN3cFhHUECcYbUFfQ@IPbXBjX1ZySTFWN1hsdTdwYk1CQjlWRHcifQ.eyJhdwQiOls
1aHROCHM6LY9rdwIlcm51ldGVZLmRLZmF1bHQUC3Z jLmNSdXNOZXIubG9 JYWwiXSwiZXhwIjoxNzkwNjgxOTESLCIpYXQ10JE3NTkxN
DUSMTksImlzcyI6Imh@dHBz018va3ViZXJuZXRlcy5kZWZhdwx@LnN2Yy5jbHVzdGVyLmxvY2FsIiwianRpIjoiNDY@ODY10TgtOTU
2Y100M2FhLTg4MDItOWI4NzhhZTEZZTg2I1wia3ViZXJuZXRlcySpbyI6eyJuYW1llc3BhY2U101Jrb251leS1kZWlvIiwibm9kZSI6e
yJuYW1lIjoibWluawWtlYmU1LCJ1aWQ101JIkNmZkY2MzZCOWOTE@LTQyZmUtODQ3Ny11YmNhYzg4ZDU4ZGU1fSw1cG9kIjp7ImShbwu
101Jrb251eS1kZwWivLWR1lcGxveWllbnQtNTdjOWI20GRmMN11meDZX0CIsInVpZCI6IJQSNTY30TEXLWZiINJMENDEYYY@4ZmUILTM2M
TNJODVJNDYzN1J9LCIzZXI2aWNLYWNJb3VudCI6eyJuYW1lIjo1ZGVmYXVsdCIsInVpZCI6IJBmMNTZhYJA1LWE3MDUtNDhmNC@4ZDF
hLWM3ZWMwWMThINTAIMYyJ9LCI3YXIJUYWZOZXI10JE3NTKXNDKIMIZ9LCIuYmY10jE3NTKXNDUSMTksSInN1Y1I6InNS5c3R1lbTpzZXJ2a
WNLYWNJjb3VudDprb25leS1kZwWlvOmR1lZmF1bHQ1fQ.Eo5HIeHpLz2c7al_oadgiFJHINm1riwldAJ1q57LPUT1gfmi-XpcDQPUqQVMC
tbKssfXXEykIA18uVW-7Fui_x1AIcFY9@WOR1hP81lasmYW1zT85NdgINw11zUEsa@ZGr7HOCrtzNGFUNUKCpvkFUACINZY_dc3w9V3
CLCA3fQSfZIOT8hHtsvr36p4ulSRNdINF6rBVbh4L5D5vHKUbB8zrrsy4MLldm_NfhSNRACaUESTAOlg-xCInTgKxqiXLtglkhL6CA
BA_M5e6pE8CzJhVTHgVUvplS_poSPoWexjCTbFFG_Bfr0oC64vzgHBz fWK34ZWk6M@ncg-rMNuFMSkArootakoney-demo-deployme
nt-57c9b68df6-fx6q8:/run/secrets# |

Q
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/run/secrets/.aws/

A k9s

rootakoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# ls -la
total 16

drwxr-xr-x 4 root root 4096 Sep 29 11:50

drwxr-xr-x 1 root root 4096 Sep 29 10:50 ..

drwxr-xr-x 2 root root 4096 Sep 29 11:50 .aws

drwxr-xr-x 3 root root 4096 Sep 29 10:50 kubernetes.io
rootgkoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# 1ls -1 .aws
total 4

-r--r--r-- 1 root root 371 Sep 29 11:50 credentials
rootakoney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# cat .aws/credentials
[default]

aws_access_key_1d = FZWGQYZRVMVQKCWXWJ

aws_secret_access_key = ToDNS2V5wkEuPmfocmNDHiVBspaywo

region = us-east-1

[staging]

aws_access_key_1d = BPDHLBUJTYMKRVBMNB
aws_secret_access_key = JIf4mTvTG5zbLksf464nYwWEVYyDKkbjdp
region = eu-central-1

[prod]

aws_access_key_id = GQRMYWAXADTVUPFMZJ
aws_secret_access_key = gUFQzyJwWISkMkWpay4Umxzg4oFkkju
region = us-east-1
root@koney-demo-deployment-57c9b68df6-fx6q8:/run/secrets# |




What 1s Cyber Deception?

Attacks start with

reconnaissance find a way to infiltrate your network

Sophisticated adversaries will eventually

Move
Laterally

R R

.- ; ) Internal
Initial Initial Establish Escalate Recon Complete
Recon Compromise Foothold Privileges Mission

~/.aws/credentials

ﬁﬁﬁ [1]Mandiant, “APT1: Exposing One of China’s Cyber Espionage Units,”2013. [Online].

[1]

We can place honeytokens,
install fake endpoints, and
inject deceptive content to ...

* slow-down attackers by
expending their ‘energy”

« assist defenders with
strong indicators of
compromise



Honeypots and Honeytokens

Thieves shall not Let’s place some
steal your bike fake bikes then

)
Initial Initial Establish Escalate
Recon Compromise Foothold Privileges

Move

Laterally

Internal
Recon

Complete
Mission

ﬁﬁﬁ [1]Mandiant, “APT1: Exposing One of China’s Cyber Espionage Units,”2013. [Online].

[1]

A

‘Classic’honeypots are
isolated fake applications,
reachable over the network
(e.g.,to collect threat intel)

% Talk Focus

Honeytokens &application
layer deception techniques
are traps embedded into
applications &systems



Creating
Effective
Traps

P

O

Deploying
Traps
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The Honeyquest Study [2] 0 oss/honeyquest

github.com/dynatrace-

0 0 HTTP/1.1 200 OK
© 0 Date: Tue, 02 May 2025 04:32:14 GMT
0 Server: Apache/1.0.3 (Debian)
Set-Cookie: PHPSESSID=hLAGcA9qClz36k0r71sSgw; path=/

F

© O Pragma: no-cache

0 O Vary: Accept-Encoding

1 0 Transfer-Encoding: chunked

1 X-Kube-ApiServer: /hko/api

0 0 Content-Type: text/html

> O

o M .

2= What is your
S S

next step? -

number of marks placed by participants (n=47)

Neutral Elements

Risky Element

€.g.,a true indicator of
vulnerability CVE-1999-0067

Traps injected by us

[2]M. Kahlhofer, S. Achleitner, S. Rass, and R. Mayrhofer, ‘Honeyquest: Rapidly Measuring the Enticingness of Cyber Deception
Techniques with Code-based Questionnaires,”’in RAID 24. Padua, Italy: ACM, 2024, pp.317-336.d0i: 10.1145/3678890.3678897.



https://doi.org/10.1145/3678890.3678897

Which trap 1s better?

passwords. t xt config.1ni

Y |



placed
I fallen l detected marks placed
for trap trap elsewhere no marks

Which trap i1s better?

26% | 25% | 25% | 25%

IS
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X
=
passwords. t xt conf1g.1ni
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Which trap 1s better?

private-key. pem backup.tar. gz

A4 = BIRE



placed
I fallen l detected marks placed
for trap trap elsewhere no marks

Which trap i1s better?

26% | 25% | 25% | 25%

22%
24%

66%
61%

private-key. pem backup.tar. gz



Which trap 1s better?

</> </>
X- DevToken: Set - Cookie:
eyJhbGeiIU zI INI. . DATA=YWRt aW97Znm2 %3 D



placed
I fallen l detected marks placed
for trap trap elsewhere no marks

Which trap i1s better?

P5% 25% | 256% | 25%

16%

15%

29%

20%

</>

X-DevToken:
eyJhbGeciIU zIINI. .

</>

Set - Cooki e:
DATA=YWRt aW9/Zm2 %3 D

55%
15%

40%



Which trap 1s better?

T

GET
https://github. com
/owner/my repo
/settings/secrets

/ 58975/ read

200 OK

T

GET
https://github. com
/rest/user/login
?7user=j ohnson

&password=carrot 13
200 OK



Which trap i1s better?

T

GET
https://github. com
/[ owner/ my repo
/settings/secrets

/ 58975/ read

200 OK

42%

58%

36%

54%

placed
I fallen l detected marks placed
for trap trap elsewhere no marks

26% | 25% | 25% | 25%

T

GET
https://github. com
/rest/user/login
?7user=J ohnson

&password=carrot 13
200 OK



The Honeyquest Study [2]

File System 18 443 422 215 16 139 39%
DF1 private-key.pem 2 32 66% 17 35%
DF2 backup.tar.gz 2 38 61% 24 19 42%
DF3 keys.json 3 86 523 37 51%
DF4 card3rz_reg_details.html [75] 2 43 51% 19 15 47%
DF5s passwords.txt 2 41 467 12 25%
DFé customer_list_2010.html [75] 2 53 8% 25 17 29%
DF7 config.ini 2 45 38% Q% 20 15 33%
DFs SPAM_list.pdf [75] 2 58 7% It 7 14%
DF9 Rowe et al. [83, 82] 1 47 0 0 -
-htaccess Files 5 128 5% 14 36%
DH1 Admin Redirect 5 128 4 14 36%
HTTP Responses 23 456 36% 30 22 103 24%
pr1 Developer Token 7 137 557 5 46 33%
ppz Cookie [54, 87, 88] 2 48 0% 2% 16 13 38%
pr3 API Server 7 134 30% 30 0 21 5%
DP4 Proxy Referer 7 137 2% [ 2 23 17%
HTTP Requests 25 534 307% 229 y 57 53%
ps1 IDOR Secrets [87] 1 12 8% 2 2 -
Ds2 Clear-Text Pass. [88] 1 28 54% 12 67%
Ds3 SESSID Param. [54] 2 58 0% 2 8 10 70%
Ds4 Path Traversal [88] 5 122 304 2: 2 10 40%
Ds5 Admin Param. [54, 77] 2 49 37 2 6 50%
pse Unescaped JS [88] 2 21 3% 0 -
Ds7 System Param. [54, 88] 1 28 4 -
pss Developer Endpoint 4 80 2 6 6 33%
Ds9 Unespaced JSON [88] 2 22 7 3 -
DS10 Mass Assignment 2 44 3 2 -
psii Log Endpoint 3 70 i 2 -

More research results and
suggestions for designing

w “enticing’ traps.

O github.com/dynatrace-
oss/honeyquest

3

BEFORE AFTER

Research findings on placing traps
that reduce the risk of exploiting
genuine security weaknesses.

ﬁﬁ [2]M. Kahlhofer, S. Achleitner, S. Rass, and R. Mayrhofer, ‘Honeyquest: Rapidly Measuring the Enticingness of Cyber Deception
Techniques with Code-based Questionnaires,”’in RAID 24. Padua, Italy: ACM, 2024, pp.317-336.d0i: 10.1145/3678890.3678897.



https://doi.org/10.1145/3678890.3678897

Creating Deploying
Effective Traps
Traps
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. . ithub. /dynat -
“Deception-As-Code” with Koney [3] | Lopocomdimatrace

.instead of manually deciphering techniques from academic papers.

Cyber M l ' |
Deception - — @ Dm\ra E———

. : eployment

'T‘e,clnmclue, :

Apphca‘ttons
running N
Kubernetes

3]
Autow\atec‘
Cybe.r Deception | __ = |
Policy Documents — Deployment

[3]M. Kahlhofer, M. Golinelli,and S. Rass, ‘Koney: A Cyber Deception Orchestration Framework for Kubernetes,”
in EuroS&PW 25. Venice, Italy: IEEE, 2025, pp. 690—702. doi: 10.1109/EuroSPW67616.2025.00084.



https://doi.org/10.1109/EuroSPW67616.2025.00084

Cyber Deception Policy Documents

honeytoken.yaml

apiVersion: koney.io/vlalphal
kind: DeceptionPolicy
spec:
traps:
- filesystemHoneytoken: Trap -SpceC ific param eters
filePath: /run/secrets/token
fileContent: "secret"

match: Criteria for selecting the Kubernetes workloads
<l (e.g.,contamers) in which to deploy the traps

- resources:
selector:
matchLabels:
op/honeytoken: true
decoyDeployment: Decoy. [4] Strategy to deploy the trap itself
strategy: containerExec
captorDeployment: Captor. [4] Strategy for monitoring the trap

strategy: tetragon

ﬁﬁ [41W. Fan,Z. Du,D. Fernandez,and V. A. Villagra, “Enabling an Anatomic View to Investigate Honeypot Systems: A Survey,” z a | o4
[EEE Sys.J.,vol. 12,n0.4,pp.3906-3919,2018,d0i: 10.1109/jsyst.2017.2762161. I



https://doi.org/10.1109/jsyst.2017.2762161

Placing Honeytokens by Executing Shell Commands

k apply -£ \
.yaml h token.yaml
Kubernetes Cluster honeytoken. yam e s e

apiVersion: koney.io/vlalphal
kind: DeceptionPolicy

spec:

Deception
Policy

traps:

- filesystemHoneytoken:

filePath: /run/secrets/token
fileContent: "secret"

: match:
Reconciliation @ : any:

- Xesourxrces.
@ k exec -- cat "token" \
> /run/secrets/token

selector:
matchLabels:
op/honeytoken: true
decoyDeployment:
strategy: containerExec
captoxDeployment:
strategy: tetragon




File Access Monitoring with e BPF

“eBPF makes the kernel programmable.”— We hook the kprobe

security file permissions to detect honeytoken access attempts.

.............................................................................

V kprobe

kerne_[ 1/ security_file_permissions

code | Kernel Space

H elper
@ eBPF
BPF Maps
Program

Koneyuses
Tetragon, which
simplifies deploying
eBPF programs in
Kubernetes.



Koney Alert Example

alert.json JSON

"timestamp": "2025-06-02T11:17:02Z2",
"deception_policy_name": "deceptionpolicy-servicetoken",
"trap_type": "filesystem_honeytoken",
"metadata": 3 "file_path": "/run/secrets/koney/service_token" %,
"pod": 1
"name": "koney-demo-deployment-5bcbd78875-45¢qpn",
"namespace": "koney-demo",
"containexr": §
"id": "docker://el19c1827e255ce7a5c5fd74eb4ee861388£83a16410effd65e30d3b051cd815f",
"name": "nginx"
§
[
"process": {
"pid": 148373, "uid": 0, "cwd": "/", "binaxry": "/usr/bin/cat",
"arguments": "/run/secrets/koney/service_token"




il

Beyond Honeypots

Application Layer Cyber Deception

Place honeytokens.
Add deceptive HTTP endpoints.
Modify HTTP headers and bodies.

</> “Deception-As-Code”
Formalize traps with
policy documents.

Enticing Traps

“packup.tar.gz”, not “‘passwords.txt”.
Imitate true system components.

Deceive. Test. Repeat. @

Deploy small traps.
Share insights.




What is Cyber Deception?

Attacks start with
reconnaissance

Sophisticated adversaries will eventually
find a way to infiltrate your network

~/.aws/credentials

We can place honeytokens,
install fake endpoints, and

0 github.com/dynatrace-oss/honeyquest

The Honeyquest Study |2]

Neutral Elements

© 0 HTTP/1.1 200 OK <

0 0 Date: Tue, 02 May 2025 04:32:14 GMT
0 Server: Apache/1.0.3 (Debian) <
E ‘Set-Cookie: PHPSESSID=hLAGcA9qC1z36k0r71sSgw; path=/

Risky Element
e.g., a true indicator of
vulnerability CVE-1999-0067

Pragma: no-cache
Vary: Accept-Encoding

0 0
0 0
ﬁ‘ / injeot deceptive content to ... 1 0 Transfer-Encoding: chunked
- / 1 X-Kube-ApiServer: /hko/api
« slow-down attackers by O 0 Content-Type: text/html Traps mjected by us
w & A o) expgnding their"en‘ergy” B R What is your
Initial Initial Establish Escalate memal Complete + assist defenders with ® o next Step?
compromise
[1]
number of marks placed by participants (n=47)
iﬁﬁ [11Ma t, “APT1: Exposing One of China’s Cyber Espionage Units,” 2013. [Online] ! f‘ | o nﬁﬁ [TQJ f Ko 7‘_\ Ll,: :t‘ iﬂ‘f, “1:\—‘[117‘*:1:.,1 {—:' :_1\‘\\7; E 7’:?\1 ‘w;‘\ w»ii‘j \: E: ¥ f, | 12
"Deception-As-code" with Koney [3] O github.com/dynatrace-oss/koney Beyond Honeypots
.. instead of manually deciphering techniques from academic papers.
-------------------- Place honeytokens.
Cyber . . “backup.tar.gz”, not “passwords.txt”.
DF-CZP'G"W‘ = & QMT " 5 Add deceptive HTTP endpoints, Imitatpe truf:l s'stempcom onents
Technique eployment Modify HTTP headers and bodies. v . '
""""""""""""" APFIIcations
ruvming "
Kubernetes
3]
. Automated . .
Pizl;erbiiﬁs;:: @I — DZPE‘/‘: ;\t Formalize traps with Deploy s_malll traps.
! [] policy documents. Share insights.
e D & Vemon, tay IEEE, 3055, b, €00~ 703. 6% 10/ 1100/F SPETE 6 POP 000, XY i
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APPENDIX
Adding Fake Routes to Web Applications

aws-credentials.yaml

apiVersion: koney.io/vlalphal
kind: DeceptionPolicy
spec:
traps:
- httpResponse:
request:
match: /.aws/credentials$
method: GET
response:
status: 200
headezrs:
Content-Type: text/plain
body: |
aws_access_key_id = ASLPVFCMPNXCFEX
aws_secret_access_key = h8aQcFM64
match:
any:
- resources:
ports: [80, 8080]
selector:
matchLabels:
op/aws-credentials: true

disallow-injection.yaml YAML

apiVersion: koney.io/vlalphal
kind: DeceptionPolicy
spec:
traps:
- httpBodyMutation:
request:
match: ~/robots.txt$
method: GET
response:
matchHeadezrs:
Content-Type: text/html
bodyMutations:
- engine: regex
match: (?s)(.x)
replace: "$1\nDisallow: /.aws/credentials"
match:
any:
- resources:
selector:
matchLabels:
op/disallow-injection: true



APPENDIX

File Access Monitoring with e BPF via Tetragon

policy.yaml

apiVersion: cilium.io/vlalphal
kind: TracingPolicy
metadata:
name: monitor-honeytoken
spec:
kprobes:
- call: security_file_permission
syscall: false
return: true
args:
- index: O
type: file
index: 1
type: int
returnArg:
index: 0O
type: int
returnArgAction: Post
selectors:
- matchAxrgs:

- index: 0O
operator: Prefix
values:

- /run/secrets/token

4

Tetragon 1s a Kubernetes Operator
that simplifies the creation of
“tracing policies” in K8s clusters.

Falco and Tracee are popular alternatives.

[5]K. Kourtis and A. Papagiannis, ‘File Monitoring with eBPF and Tetragon (Part 1),”Isovalent Blog. Accessed:

Feb.2025. [Online]. Available: https /isovalent.com/blog/post/file-monitoring-with-ebpf-and-tetragon-part-1/

A eBPF
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APPENDIX
Related Projects

patrickpichler/
beesting )

A1 ©o w7 ¥0 O

Contributor Issues Stars Forks

utkusen/baitroute

A web honeypot library to create vulnerable-looking
endpoints to detect and mislead attackers

A2 ©2 w404 %17 O

Contributors Issues Stars Forks

[6]T. Taylor, F. Araujo, A. Kohlbrenner, and M. Ph. Stoecklin, “Hidden in Plain Sight: Filesystem View Separation for Data Integrity and
Deception,”’in Detection of Intrusions and Malware,and Vulnerability Assessment, C. Giuffrida, S. Bardin, and G. Blanc, Eds.,
"18. Saclay, France: Springer International Publishing, Jun. 2018, pp. 256—278.doi: 10.1007/978-3-319-93411-2 12.

[7]1D. Fraunholz, D. Reti, S. Duque Anton,and H. D. Schotten, ‘Cloxy: A Context-aware Deception-as-a-Service Reverse Proxy for Web
Services,”’in Proceedings of the 5th ACM Workshop on Moving Target Defense, in MTD °18. Toronto, Canada: Association for

San7o/hive-
operator

Kubernetes operator for kernel tracing of inode
accesses with eBPF programs

A1 ®o w5 %0

Contributor Issues Stars Forks

DataDog/HASH

HASH (HTTP Agnostic Software Honeypot)

A6 @2 w140 ¥ 8
Contributors Used by Stars Forks

Computing Machinery,Jan. 2018, pp.40-47.doi: 10.1145/3268966.3268973.

and Deception

and Marc Ph. Stoecklin?

1 IBM Research, Yorktown Heights, NY 10598, USA

Hidden in Plain Sight: Filesystem View
Separation for Data Integrity

Teryl Taylor!(®) | Frederico Aranjo!®™), Anne Kohlbrenner?,

Sd4oq [9]
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hitps:/

Session 2: Novel MTD Frameworks and Techniques

MTD'1E, October 15, 2018, Toranto, ON, Canada

Cloxy: A Context-aware Deception-as-a-Service
Reverse Proxy for Web Services

Daniel Fraunholz, Daniel Reti, Simon Duque Anton and Hans Dieter Schotten
German Rescarch Center for Artificial Intelligence
Kaiscrslantern, Germany
{danicl danicl, simon, hans_dicter) {fraunholz, reti, dugue_anton, schottenj@dfki.de

ABSTRACT

1 INTRODUCTION

Legacy software, outdated applications and ing technalo-
gies pose a serious threat to information security. Several domains,
such as longlife industrial cantrol systems and Infernet of Things
devices, suffer from it. In many cases, system updates and new
acquisitions ate not an option. In this paper, a famework: that

! ime i of activity for
In total monetary gain, it exceeds the global income generated by
drug traffic [16], cansing losses quantified to $1,070, 000, 000 [17]
in the United States of America. On a global scale, this amount is ex-
pected toreach $2.1 trillion by by 2019 [25]. Web services and their
most frequently commu-

combines a reverse proxy with based defense
mechanisms is presented. 1t is designed to autonomonsly provide
deception methods to web applications. Context-awareniess and
minimal configuration overhead make it perfectly suited to work
a3 a service. The framewark is built modularly to provide flexibility
and adaptability to the npph:mon use case. It is evaluated with

nicatian in the Internet, and therefore a target frequently exploited
by criminals. This is not only true for common services, such as
news, banking and entertainment, but also for industrial control

and other critical infrastructures. Legacy applications are
fmquenlly not protected properly as no updates are available or

common web- d h as content sys-
tems and several frequent attack vectors against them. Furthermore,
the security and performance implicatians of the additional security
layer are quantified and discussed. It is found that, given sound
implementation, no further attack vectors are introduced to the
web spplication. The performance of the protatypical framework
increases the delay of communication with the underlying web
application. This delay is within tolerable boundaries and can be
further reduced by a more efficient implementation.
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is no longer active. Misconfigurations, weak cre-
dzmmlr. and code injection vulnerabilities such as SQL injections
are exploited as well. Deception-based security methods can add
an additional layer of security, thus increasing; the security level of
systems that would be considered as insecure otherwise.

This work is structured s folows: First, the problem is defincd
and for the p din sec-
tion 2. The background of this research is intraduced and defense
deception methods are reviewed in section 3. After that, camman
clements in web communication are elaborated in the context of the
previously introduced deception methods. In section 4, the system
design is explained in detail from a software engineering as well
as a networking perspective. The system is evaluated in respeet to
security aspects and performance in section 5. A canclusion of the
proposed system is given in section 6.

2 PROBLEM STATEMENT

Frequent updates and application level firewalls aid security, but
ahsalute security is not achievable. Particularly weh services are
available for a defined user group, often for the public. This makes
them susceptible to attacks by default. This work aims at increas-
ing the security of an application server on the application layer,
independent of the application and its security mechanics. The pro-
posed approach employs the security method of deception in order
to mitigate common web attacks, while still providing satisfactory
user experience. This motivates the following requirements:

1 Eachweh is relayed. Bypassing
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the proxy server must l.e,.mmui

Requirement 2 HTTP/HTTPS is fully supported. No functional
restrictions are introduced, thus not degrading service avail-
ability.
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