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256Bit → 128Bit [1]

[1] Dr. Dilip Kumar Yadav Sandeep Kumar Rao Dindayal Mahto, „The AES-256 Cryptosystem Resists Quantum Attacks“, International Journal of Advanced Research 
in Computer Science, Jg. 8, Nr. 3, S. 404–408, Apr. 2017. DOI: 10 . 26483 / ijarcs . v8i3 . 3025. 10
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Reziproke Kanaleigenschaften:
• Signalstärke
• Phasenwinkel
• Reflektionen / Multipath Propagation
• Laufzeit
• Uvm. 

Dynamik:
• Satellitenumlauf
• Antennenbewegung
• Reflektoränderung
• Fortbewegung (gehen, fahren, fliegen)

• Fortbewegung (in einem Publikum herumreichen)
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Signalstärke
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Signalstärke
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Messdaten

Schlüsselerzeugung
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Schlüsselerzeugung
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Cascade Error Correction
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Cascade Error Correction
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https://cascade-
python.readthedo
cs.io/en/latest/pr

otocol.html
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Messdaten

Schlüsselerzeugung

Fehlerkorrektur

Privacy Amplification
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Messdaten

Schlüsselerzeugung

Fehlerkorrektur

Privacy Amplification

Geheimer Schlüssel

Alice 7→¦
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Privacy Amplification
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Privacy Amplification
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Alice
0 1 0 0 1 1 0 0

Eve

0 1 ? 0 ? 1 ? ?

Leftover Hash Lemma:

𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 𝑋𝑋
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵 = 𝑛𝑛 = 1024 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿𝐿 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵 = 𝑡𝑡 = 500 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = �= 128 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 𝑛𝑛 − 𝑡𝑡 − �= 396 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
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Privacy Amplification
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Random Seed

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵 = 𝑛𝑛 = 1024 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 𝑠𝑠 = 396 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵

1 1 0
1 1 1
1 1 1

396

1024



• Ï τ ×→σ ×¾¾©ك

Wie

10/16/2025

Privacy Amplification
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Random Seed

𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵 = 𝑛𝑛 = 1024 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵
𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 = 𝑠𝑠 = 396 𝐵𝐵𝐵𝐵𝐵𝐵𝐵𝐵

1 1 0
1 1 1
1 1 1

1 0 1 … × = 0 1 …
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Wie Gehäuse

https://www.google.com/imgres?q=fiverr%20logo&imgurl=https%3A%2F%2Fupload.wikimedia.org%2Fwikipedia%2Fcommons%2Fthumb%2F1%2F18%2FFiverr_Logo_09.2020.svg%2F1024px-Fiverr_Logo_09.2020.svg.png&imgrefurl=https%3A%2F%2Fcommons.wikimedia.org%2Fwiki%2FFile%3AFiverr_Logo_09.2020.svg&docid=ospmdi6nsMBb2M&tbnid=wTolnTcE7o48LM&vet=12ahUKEwjmgpvMtPOPAxWXwAIHHa2wPcUQM3oECCEQAA..i&w=1024&h=311&hcb=2&ved=2ahUKEwjmgpvMtPOPAxWXwAIHHa2wPcUQM3oECCEQAA
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Live Demo



Wofür
Umfeld mit 
unvermeidbarer 
Dynamik
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