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||/| ANAPUR AG

 Founded 2001

« Offices in Mannheim and Vienna

* OT-Security & GxP - Services & Consulting
Assessments, Projects, Operation Support, Trainings
Chemical, Pharma, Food, Energy, Train, Healthcare
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anapur AG
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have Perhaps you are busy lo
files, but don't waste your time.

decryption service.

ing for a way to recover your
Nobody can recover your files without our

He guarantee that you can recover all your files safely and easily. All you
need to do is submit the payment and purchase the decryption key.
Please follow the instructions:

- |

. dend $368 worth of Bitcoin to following address:

1Mz7153HMuxXTuRZ2R1t 78nGSdzaft NbBHX

. Send your Bitcoin wallet ID and personal installation key to e-mail
wowsnithlZ23456@posteo.net. Your personal installation key:

GkAUJt-wiSgx-yy jksH-bbNT jE-Es9ceF-Knftg j-L jn2De-XP17qz-UBNU2T-znxh9L

If you already purchased your key, please enter it below.
Key: _
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Foto: Petracek, anapur AG
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Threats

Human error

Overload
Virus

Espionage

Hacker-Attack

Protection

Consequences

Damage of Health
or Environment

Data
Production Downtime

Mitigation

Organisations

Loss of Image /
Reputation / Trust

Data Loss
Quiality / Compliance

System Environment

Damage Extent
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“/I DETERMINING RISK (RISK GRAPH VDI 2180)

ROMCRIOR

No SIF required,
A \ J BPCS-function

SIL1 SIL1

SIL2 SIL1!sIL1

SIL2 SIL2 SIL1|

SIL3 SIL2 SIL 2|

-------------

SIL3 SIL3 SIL2 Legend:

SIL4* SIL3 SIL3 S...Severity

o NN - A...Exposure in hazardous zone

G...Possibility of avoiding
W...Probability of unwanted occurance

Source: IEC61511-3
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Lapur AG
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Risk = E(D) x P(D)

PFD SIL

10 E-2...10E-1 | SIL 1
10 E-3...10E-2 | SIL 2
10 E-4...10E-3 | SIL 3
10 E-5...10E-4 | SIL4

LIC

Risk = PFD x (E(D) x P(D))

E(D)...Extend of damage
P(D)...Probability of damage
PFD...Probability of Failure on Demand



||/ |  LAYERS OF PROTECTION PRINCIPLE (LOPA)
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Physical Safety



||/ |  LAYERS OF PROTECTION PRINCIPLE (LOPA)
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Mechanical Safety

Functional Safety

Process Control




“/I DIVERSITY AND INDEPENDENCE

Process Control

') _ Functional Safety

Hazards
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Mechanical Safety /\
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Losses

Source: Doveroftke / CC BY-SA (https://creativecommons.org/licenses/by-sa/4.0)



"/I WHY SECURITY 4 SAFETY?

Cyberattacks on SIS possible & happend

We are ,forced” to by EU, nation states, ...

We want it, because we want to produce

We know how to do it (Guidelines, e.g. NAMUR NA163)
NAMUR Arbeitsblatt NA 163 - anapur



https://anapur.de/portfolio/fokusthemen/namur-arbeitsblatt-na-163
https://anapur.de/portfolio/fokusthemen/namur-arbeitsblatt-na-163
https://anapur.de/portfolio/fokusthemen/namur-arbeitsblatt-na-163

||/ |  sEcurITY conTROLS

1. Hardening

2. Patching

3. Segregation

4. Authentication

5. Authorization

6. Netw. Monitoring
7. Event Monitoring

8. Incident Mgmnt.

PROTECT

3. Firewall 4. Key 5. User

1. Hardening Management Management Management

2. Patch
Management

8. Incident 7. Log

6. Monitoring /
Management Management IDS

RECOVER DETECT
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IM| 2026

19. Mai 2026
Mafinex Mannheim

Beitrage 25:
BASF
DaimlerTrucks
ExxonMobil
Evonik
NATO
YARA
Staatliches Gewerbeaufsichtsamt Hildesheim (Niedersachsen)
Landesamt fur Natur, Umwelt und Klima Nordrhein Westfahlen

www.it-meets-industry.de



http://www.it-meets-industry.de/
http://www.it-meets-industry.de/
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OT-/IT-SECURITY
GET-TOGETHER

06. November 2025
Novotel Wien Hauptbahnhof

Beitrage u.a.:
OBB
Octapharma
Waterfall Security

www.it-meets-industry.de
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Lapur AG

DANKE!
FUR IHR INTERESSE AN SICHERHEIT!

Harald Gattermeyer

anapur AG Region Wien

+43 (0)664 9277614
h.gattermeyer@anapur.de
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