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About the Speakers

e Rainer Poisel

» Embedded Systems DevSecOps
= Embedded Systems CI/CT/CD

o Stefan Riegler
= SW/ Embedded / lloT Security

= Reverse Engineering / Forensics

Process Automation, Security Testing
(IEC 62443, CRA)
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Introduction

e Original-Title:
Secure by Design: Wie Kl und DevSecOps die
Embedded Systems-Entwicklung verandern
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The Scenario:
A Zero-Day That Almost Shipped

e Discovery: Buffer overflow inside the network stack
e Context: 24 hours before customer deployment

e Scope: 10,000+ devices already in field
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Enter Al-DevSecOps

LLM + MCP + pytest + labgrid

o Automated vulnerability analysis
 Intelligent test generation

e Distributed hardware testing
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The Traditional Response

e Manual code audit
e Manual test creation
e 3-week validation cycle

Business impact:

e $500K penalty clause

e Customer relationship at risk
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Al-DevSecOps in Action (1/2)

 Automated Vulnerability Analysis

= LLM scans code, generates vectors & regression suite
in 2h (vs. 2w)

e Intelligent Test Generation
» Prompted fuzzing for tcp_packet_handler()

= pytest suite with edge cases & 95% coverage
(vs. 60% manual)
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Al-DevSecOps in Action (2/2)

o Distributed Testing Pipeline

= |abgrid provisions 40+ devices, fast, parallel test
execution

= Results/Logs aggregated with Al-powered analysis
(RAG)

e Technical Outcome
= Vulnerability identified, patched, tested in 4h
= Regression suite integrated into CI/CD

= Zero customer impact
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Large Language Models (LLMs)

e Most used type of a probabilistic generative model

e Can understand & generate natural language, code, and
structured data

o Key enabler for automation in DevSecOps
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Model Context Protocol (MCP)
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other desktop app)
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Figure 1: MCP Overview (Addy Osmani - MCP: What It Is and Why It Matters)
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https://addyo.substack.com/p/mcp-what-it-is-and-why-it-matters

Model Context Protocol (MCP)

e Open protocol to connect LLMs with tools, data &
workflows

e Think of it as “IPC for Al systems”™
e Ensures reproducibility, interoperability, and integration
into pipelines

Note: Still a long way to go in comparison to IPC
(authorization, versioning, etc.)
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Retrieval-Augmented Generation
(RAG)

e Technique to ground LLMs with domain-specific
knowledge

e Reduces hallucinations, improves accuracy

 |deal for security & testing contexts
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What We Demonstrate Today

« MCP: generates test cases automatically from GitLab
commits/PRs

o pytest: automated testing framework

e labgrid: hardware device management for embedded
testing

Together: Al-driven DevSecOps pipeline that scales,
integrates, and hardens security testing
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Motivation

e Product Certification Process
= |[EC 62443
= CRA/EUCC

e Automate “Boring Stuff”

e |[ncrease Efficiency

e Faster Adaption

e Developers vs. Test Engineers
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Test Framework
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pytest

e Python-based
e 13.1k Stars on GitHub
e Well-known to LLMs

e Easy to use
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ytest
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labgrid (l)

e Local/Distributed Infrastructure
e Pytest Integration

e CLI/Library Usage

e Drivers

o Strategies

 Virtualization Support

SR LAB
GRID

honeytree
IT-SECX 2025 / FH St. Pélten | honeytreeLabs.com | Revision: ec75cad | Classification: public QI/ e




labgrid (ll)

Electrical Power— Control l
! |

—> SD-Card

- SSH DUT

Serial

Console
|

labgrid
Test Code Fackage

Figure 2: Labgrid Local Architecture

Labs

honeytree
IT-SECX 2025 / FH St. Pdlten | honeytreeLabs.com | Revision: ec75cad | Classification: public T



labgrid (lll)

—Electrical Power—— FowEr
Control
|
—> SD-Card
labgrid
—SSH—> Place 1
> DUT
Test Code Package SSH
Serial
Console
|
Exporter Place 2
_ > DUT
oo, —ssn
Test Code 9
Place n > DUT
dedicated

Figure 3: Labgrid Distributed Architecture
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labgrid: Example (I)

Task: Check that uname -s returns the string Linux

from labgrid.util.ssh import SSHConnection

def test _uname(ssh_cmd: SSHConnection) —> None:
stdout = ssh_cmd.run_check("uname -s")
assert stdout == "Linux"

Figure 4: Simple pytest/labgrid sample

Labs
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labgrid: Example (i)
Not in the code:

e Power on

e Pass bootloader

o Wait for login

o Wait for shell

e Configure DHCP client (if required)

e Determine IP
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Automatic Testcase
Generation
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Components

Issue Tracker

=]

WebHook
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Test Generation Sequence

[ Issue Tracker | | Test Generator |

WebHook |

—

| LLM I | Code Repository | [CI/CD |

Generate Test

format/lint code

<« ]

|
|
I
Create MR/PR I
|
|
|
|
|

MR Info

Update Issue

Issue Tracker | | Test Generator |

Trigger Build
igg ui >
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Prepared Command Prompt (l)

Generate a pytest from the following description in markdown format:
" “markdown

{description}

Terminology:

<Ill >

Important:

< E B >

Code Guidelines:

Figure 8: Prepared Command Prompt
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Prepared Command Prompt (ll)

 Terminology: Abbreviations

e Important:

» High-Level Test Code Requirements

= General Structure of generated Code

e Code Guidelines:

Description of the test infrastructure

_ibraries/Techniques to follow/avoid
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Large Language Model

e Open-Source Models

» Self-Hosted: Privacy

» Hosted: Low computing resources available
e Models evaluated:

= meta/meta-1lama-3.1-405b—-instruct

m meta/meta-1llama-3-70b—-1nstruct
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Software Engineering and
Architecture Roles

o System/Software Architect
e Security Architect

o Software Developer

e Quality Assurance:

= Framework/Library Developer

= Test Developer
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Demo: The Test Case

e Determine Listening TCP Ports

» Expected Listening Ports: [22, 80, 443]
e Determine Listening UDP Ports

» Expected Listening Ports: []
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Demo: Workflow

(=) & curious-devs / labgrid-ger X + A
« & O 8 &= qgitlab w ¥ L @ @ 0w 5 =
U 0O + 3 r labgrid-qemu-sample
o i &
L labgrid-gemu-sample & Qv | trsar | o ¥Fok 0 i
Q, Search or go to...
Project ¥ main v labgrid-gemu-sample + v Find file Edit v~ m Project information
) B
I L labgrid-gemu-sample b T I
chore: update OpenWrt from 23.05.4 to 24.10. = e
# Pinned w g Rainer Pci?el; p— d 1 day ago © 48184134 | I3 i o M4 Commits
(o B ¥ 2 Branches
Merge requests 8 Name Last commit Last update & 0 Tags
i : . & 13.4 MiB Project Storage
Pipelines B3 .github/workflows fix: add missing "--force-recreat month ago
fis Manage > B artifacts chore: update OpenWrt from 23 1day ago [} README
B Plan > B cli feat: implement stateful QEMU d S 55 BSD 2-Clause "Simplified” License
7 CI/CD configuration
<[> Cod & Clf
i ’ B3 config chore: update OpenWrt from 23 1day ago ~
& Build + Add CHANGELOG
ur >
v BEaimg locs: add architecture diagram 4 months ago + Add CONTRIBUTING
Secure »
Batests refactor: use U er eeks ago + Add Kubernetes cluster
@ Deploy > S - )
t . - . . + Add Wiki
® Operate . B3 util refactor: make QMP port configu 2 weeks ago
+ Configure Integrations
Lz Monitor » .env.dist chore: update .env file to reflect 1 month ago
Created on
It Analyze > o di hores add erviranment Glee dic N e
.envrc.dist chore: add environment files (dis onth ago October 05, 2024
@ Settings % 4 .gitignore README 4 mor ago
& .gitlab-ci.yml chore: re-enable openvpn test 1 month ago
(@) Help
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MCP: Use-Cases
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MCP Labgrid Server: Use-Cases
(1)

Examples:

e Autonomous Regression Selector

= LM picks relevant test packs from PR changes

= Runs related tests on DUTs
e Firmware Bisect Bot
= Given a failing test

= Agent auto-bisects changes to identify the first bad
commit
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MCP Labgrid Server: Use-Cases
(1)

Further examples:

e No-Code Security
» Inspired by “No-Code Development”
= Security Audits and System Analyses w/o Coding
= Empowering non-technical Stakeholders
» Proactive Security Culture
 Reverse Logistics

= Automatic diagnosis of customer problem reports
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MCP Labgrid Server: Components

DUT DUT

i— VS Code labgrid
MCP Server

User Copilot Chat (7 - labgrid L
Extension @ FastMCP | labgrid Exporter/Coordinator DuT DUT
Model Context

Protocol

DUT DUT

@ LLM
(OpenAl API)

DUT DUT

Figure 9: Components Diagram
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MCP Labgrid Server: Sequence

DUT DUT

i— VS Code labgrid
MCP Server

User Copilot Chat (7 - labgrid L
Extension @ FastMCP | labgrid Exporter/Coordinator DUT DUT
Model Context

Protocol

DUT DUT

@ LLM
(OpenAl API)

DUT DUT

Figure 10: Components Diagram with Sequence
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MCP Labgrid Server: Demo

1Y -
*eat*<0> x o+
Connected to localhost.
root@ ~# ]

(%

Build with agent mode.

@ Add Context... {} mcpjson +

Agent ¥  GPT4.1 v ® B

¥ main* ® ®O0AO0 GitGraph Spaces:4 UTF-8 LF {} JSONwith Comments & 0

Labs
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Al-based
Logfile Analysis
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Retrieval Augmented Generation

Use-Case: Talk to your log files.

1. Retrieve: Find relevant log entries
2. Augment: Add context to prompt

3. Generate: Use LLM to generate human-readable
answer

honeytree
Labs
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Retrieval Augmented Generation

[
y T embeddings retrieve context
B S ... AE \ectordatabase from relevant
documents documents
find relevant
documents b
User query Y ts by Context
embedding comparing ChunkS
embeddings
Augmented
query e.g.
Answer the above,
based on:
<chunk 1>,
<chunk 2>,
<chunk 3>,

l

LLM
generation
Response

Figure 11: RAG Concept (Wikimedia Commons)
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Pattern Matching:
Supervised Learning

Use-Case:
Classify test run log files by known error conditions.

1. Collect: Log files from previous test runs
2. Classify and Learn: Determine causes of failures

3. Apply: Classify new log files

honeytree
Labs
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Pattern Matching:
Unsupervised Learning

Use-Case:
Discover novel, unknown error patterns

1. Convert logs into embeddings
2. Clustering similar log events together.

3. Outlier clusters represent potential anomalies.

Outcome:
Engineers only analyze anomalous clusters
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Future Vision
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(Still) Limited Practical Suitability

e Simple Complexity
e Limits of Prompt Engineering
 Hosted LLMs Used
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Agent Client Protocol (ACP)

e Standardizes communication between Al agents and
clients

e Complements MCP by focusing on agent orchestration &
iInteroperability

e Enables multi-agent, multi-stage DevSecOps workflows
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Test Generation: Feedback Loop

WebHook

Issue Tracker

5 ©

O)
REST API
(Feedback Loop)

LLM-based
Test Generator

=]

REST API

Code Repository gl

©

Test Results
Feedback Service
utilizing ACP

=]

HTTP API
O

\[/

CI/CD Execution gl
Environment

Figure 12: Components with Feedback Loop
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Call to Action

e Say Hi U

e Connect on LinkedIn:
= in/rainer-poisel

= in/stefan-riegler-oe3sha
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Addendum
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References

pytest
https://pytest.org

labgrid
https://pengutronix.de/en/software/labgrid.html

labgrid QEMU Sample
https://github.com/Embedded-Focus/labgrid-gemu-
sample
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Our Services

« Embedded CI/CD e Automation

o Software Development e Modernization

e DevSecOps Trainings o Supply Chain Security
e Security Audits

« Reverse Engineering ElEl

» Forensics T
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