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TeachamantoPhish...

1: Copy Target Site 2: Send out Phishing

Mails

Microsoft account unusual sign-in activity

° support <info_support@iives-msn.com>
Sun $/24/2020 533 A3

Your Microsoft account is about to
expire due to inactivity

& Microsoft Wie want ta inform you that the expiration date of your Microsoft e-mail account will be May 23, 2020.
Sign in When the expiration date has elapsed, the fallowing services will be disabled: o
Xxx@test.com - sending and recelving messages

@test.cor

Web applicatians that have bes unt

linked o your

simply click here and login into your Microsoft account and let us know that you are currently using this e mail, ‘
s ith a security
Thanks,
Microsaft Corporation, Gne Microsoft Way, Redmond, WA 98052-6399, USA 2020 Microsoft Corporation, All
-~
y 4 1

Tights reserved




TeachamantoPhish...

We use phishing in a number of assessments, mainly
« dedicated Social Engineering assessments

* Initial Access Assessments

 Red Team Projects




TeachamantoPhish...

We run into certain problems with that approach in more recent time ...

When the hacker phishes your
password...

P L aL N\
.BUT YOU HAVE MFA ENABLED.
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MFAEnters the Chat

Multi-Factor Authentication (MFA) Adoption Rate

100%
90% 87%
80%
70%
60%

50%

40% 34%

27%

30%
20%
10%
0%
Larger companies Medium-size firms Smaller businesses
(> 10.000 employees) (26-100 employees) (up to 25 employees)

Source: https://jumpcloud.com/blog/multi-factor-authentication-statistics
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MFAEnters the Ghat

« Username and Password alone not
sufficient anymore

* More interaction by the user needed

« Additional persistence techniques
required

« Simple phishing-templates don‘t work
anymore

BF Microsoft

Approve sign in request

Open your Authenticator app, and enter the
number shown to sign in.

30

No numbers in your app? Make sure to upgrade to
the latest version.

I can't use my Microsoft Authenticator app right now

More information




.andimmediately overdoesit

SMS/Call

TOTP

Azure MFA (proprietary)
Passkey*

Other third party (DUO/PingID)
Hardware Second Factor

V'ALL GOTANY MORE

imgfiip.com



What did that mean for us?

We needed a solution for assessments that

m © 2025 KPMG Advisory GmbH, eine Osterreichische Gesellschaft mit beschrankter Haftung und ein Mitglied der globalen KPMG Organisation unabhangiger Mitgliedsfirmen, die KPMG International Limite

Can handle MFA during phishing campaigns
Does not (immediatelly) trigger defense mechanisms

Can handle a large number of logins at the
same time/in short time

Is (somewhat) autonomous

Can be reused

Allows us to keep logging in (Persistence)
... has a cool (Al generated) name

einer private English company limited by guarantee, angeschlossen sind. Alle Rechte vorbehalten. KPMG und das KPMG-Logo sind eingetragene Markenzeichen von KPMG International.
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Introducing MFAngler

MFA Phishing-Toolkit for Microsoft Azure Login Workflow

Features:

* Multi-Threaded browser emulation through Selenium

« Automated setup parameterized to customize behaviour and design
« Multiple MFA options for login

* Dockerized

EHZE | 10



MFAngler Architecture

i

Victim

MFA-Code

MFAnNgler Docker Setup

PHP-Webserver with M365-Login Replica

TCP-Socket

MFA-Code

Multithreaded

Selenium Client Chrome-Session

M365 Login Portal




Initial Access

1: Victim visits our fake login
page and enters their
credentials

2: Credentials are submitted 3: Credentials are entered into
to our Selenium backend the legitimate login portal

O
SN

Python Selenium

PHP-Webserver M365 Login Portal

Client

A

Victim

6: Victim enters the retrieved
code into his Authenticator
app and confirms the login

attempt

5: The MFA-code is being sent
to the PHP-Server and shown
on the fake login page

4: The MFA-code is retrieved
from the login portal

7: Session cookies are
extracted and the session is
transferred to the attackers

browser




DEMO: Using MFAngler to gainaccess to an M365 Portal

192.168.20.21
< lu] X

@ Bei lhrem Konto anmelden X +

<« > C 25 mfangler.f4software.com/authorize.php?user=otietz@godevsuite367.onmicrosoft.com p* g D .i, - :

BT Microsoft

& otietz@godevsuite367.onmicrosoft.com
Enter Password

Password

Reset Password
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But wait, there Is more...

= My Sign-Ins | Security Info | M

c 23

#3¥ My Sign-ins

R

&

—

Q

=

&

S,

\

Overview

Security info

Devices

Password

Organizations

Settings & Privacy

Recent activity

X +

mysignins.microsoft.com/security-info

RS

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification
-+ Add sign-in method

E] Password Last updated:

a year ago

= Microsoft Authenticator
@

S iPhone SE (3rd generation)

Push multi-factor authentication (MFA)

Lost device? Sign out everywhere

& ? or)

Change



But wait, there Is more...

Selenium is logged in to the
victim account after the initial
phishing has succeeded

Python Selenium Client

Using some python scripting we can navigate
through the Ul and add our own second factor
automatically!

M365 Login Portal

EHZE | 16



Introducing MFAngler

MFA Phishing-Toolkit for Microsoft Azure Login Workflow

Features:

Multi-Threaded browser emulation through Selenium

Automated setup parameterized to customize behaviour and design
Multiple MFA options for login and for persistence

Dockerized

Persistence through adding MFA to account



DEMO: Automated Persistence with MFAngler

192.168.20.21
e Bei Ihrem Konto anmelden X +

<« > C 25 mfangler.f4software.com/authorize.php?user=otietz@godevsuite367.onmicrosoft.com

BT Microsoft

&« otietz@godevsuite367.onmicrosoft.com
Enter Password

Password

Reset Password
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Field test

The timeline:
* 1 minute after sending, the first account was fully compromised

* 15 minutes later we saw reaction: E-Mails withdrawn from inboxes, URL
and IPs blocked

= 3 PHHE

75% 10% 0%

of people who input passwords

had additional MFA added changed password removed the added MFA

EHZE | 19



Butwait...

Evilginx exists???

* a proxy between victim and legitimate login site
 taking requests and forwarding them directly to the login sites

* has it's own problems with detections (i.e. check window.location)

Comparison
* Proxy vs. Emulation
* Redirect vs. Cloning

Source: https://evilginx.com/

EHZE | 20



Limitations Future Development

* Only for Microsoft Azure Login -+ Include Passkey Authentication

Portal « Decouple emulation code and
* Only applicable for M365 native phishing frontend further
login workflow (non federated) « Refactor emulation code #vibecoding
+ Updates in the Ul flow by N mvennmom
Microsoft -> Manual adjustment Y |
needed 84 i
» Device-based Conditional Access it o B
« Hardware Tokens ~ 3 THAT IS WHAT VIBE

\i' CODING MEANS RIGHT?
(v

o3
e



Future Development - Passkeys

H Sign in to your acoount ® ar

& 23 login.microsoft.com/059% 0-466b-b91c-e6f0a0d59d38/fido/get?uiflavor=Web & Il & Incegnite (2) New Chrome available +

== Windows Security

iPhone, iPad, or Android device

Scan this QR code with the device that has the passkey for
"login.microsoft.com”.

B® Microsoft

This request comes from the app "chrome.exe” by "Google LLC".

Face, fingerprint, PIN or security
key

Your device will open a security window. Follow the
instructions there to sign in.

Back

Cancel

Terms of use  Privacy 8 cookies



Conclusion

« Used MFANgler successfully in multiple engagements since last year

« Worked with several different Microsoft tenants across multiple countries
within the KPMG network

 No additional detection evasion needed

* Not every “phishing resistant MFA” is safe from every form of phishing
attack

* Phishing is dead, long live phishing!

EHZE | 23



Teachamanto #/4Phish...
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MS Authentication Types

Authentication method combination MFA strength Passwordless MFA strength Phishing-resistant MFA strength
FIDQO2 security key = v

Windows Hello for Business = =

Certificate-based authentication (Multi-Factor) [ /]

Microsoft Authenticator (Phone Sign-in) [

Temporary Access Pass (One-time use AND Multi-use)
Password + something you have’

Federated single-factor + something you have'

(< I < I < DN < B < NN < B < I < |

Federated Multi-Factor

Certificate-based authentication (single-factor)
SMS sign-in

Password

Federated single-factor

Source: https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strengths ?source=recommendations

EHZE | 26



PasswordManager Passkey Support

Password Manager Landscape: Passkey Support

: A Linux . . : Browser
Password Manager 22 Windows & macO0S (out of scope) % ios & iPadOS # Android Ertancions
® b4
1Password Mac >=14 ==17 >=14
U X
Bitwarden
oasiusne x
Mac >=14 >=17 >=14
@ X X b4 X x X
=7 (Not
Samsung Pass (samsung Devices) Needed)
X/ X
O " (via chrome) (via chrome) (via chrome) (via chrome) (via chrome) (default on (Chrome only
Google Password Manager requires TPM >= 129 >=129 =17 >=7 Android) uniessusedag
>=Chrome 132 >= Chrome 132 Native Store)
™ NordPass' X
>=17 >=14
(® «eEePER X
>=17 >=14
9 3%
Enpass >=17 =14
X
Proton (Web) (Web) >=17 >=14
(Y) X X X X X
(3rd-Party (3rd-Party Safari (3rd-
KeePassXC Apps) Apps) Party)

https://www.corbado.com/blog/passkey-implementation-password-managers#3-the-password-manager-landscape-for-passkeys

KPMG
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