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SMTP Smuggling Revisited
Still Smuggling Emails Worldwide?!

Timo Longin e an Eviden business



SMTP What?

SMTP Smuggling - A (once) novel technique for spoofing e-mails
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The Basics
SMTP Infrastructure

Outlook outbound SMTP server
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SMTP Smuggling Theory
From HTTP to SMTP
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SMTP Smuggling Theory

HTTP Request Smuggling

[Front-end server]
h d

[ Back-end server ]

h d

| o o |

Content-Length!

4

GET /admin HTTP/1.1
Foo: X

| OOl

Transfer-Encoding!

7

Foo:

X

GET /admin HTTP/1.1 |




SMTP Smuggling Theory
SMTP Protocol

ehlo sender.example
mail FROM:<user(@sender.example>

rcpt TO:<user(@receiver.example>
data

SMTP commands
Message data

End-of-data sequence
<CR><LF>.<CR><LF>

ITSECX



SMTP Smuggling Theory
SMTP Smuggling?

[Outbound SMTP server]

oo |

[

ce o]
data

Py

end-of-data sequence?

=

end-of-data sequence!

oo |

ITSECX

[Inbound SMTP server]

o o |

[

ce]
data

4/I end-of-data sequence!

mail FROM:<admin@sender>
rcpt TO:<target@receiver>
data

4/I end-of-data sequence!
|

o o |




SMTP Smuggling

<CR><LF>.<CR><LF>is a lie?

Server responses:
250 End data with <CR><LF><CR><LF>
250 Start mail input; end with <CRLF><CRLF>
250 Send data ending with <CRLF>.<CRLF>

Enter message, ending with "." on a line by itself
Enter mail, end with "." on a line by itself

DOS/Windows Unix/Linux

<CR><LF>.<CR><LF> <LF>.<LF>



SMTP Smuggling
SMTP Smuggling?

[Outbound SMTP server] [Inbound SMTP server]
- 4 A
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SMTP Smuggling

Smuggling from GMX to Fastmail (Success)

(<) Fastmail

admin@gmx.net Message #2
I'm the admin now!

user@gmx.net Message #1
lorem ipsum
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SMTP Smuggling

Cross-Domain Smuggling web.de Fastmail

(<) Fastmail

admin <admin@web.de>

to target@fastmail.com ¥

I'm the admin now!

\\\\\\



SMTP Smuggling

Cross-Domain Smuggling web.de Fastmail
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sendmail.org

1,6 million instances




SMTP Smuggling

Smuggling from outlook.com

Mi 05.07.2023 14:49

admin@outlook.com

Mew Qutlook Admin

yal, message
contains bare li g system does

Remote server r
not support BDA

Hello there,

I'm the new Outlook admin now!
Mext time we meet, tell me your password!

Best regards,
Timo Lo{n)gin




SMTP Smuggling

Smuggling from outlook.com (sanity check)




SMTP Smuggling

Smuggling Phishing E-Mails from outlook.com

Mo 10.07.2023 22:48
no-reply@outiook.com
®

Microsoft account unusual sign-in activity

Microsoft Account
Unusual sign-in activity
We detected something unusual about a recent sign-in to the Microsoft account target@sec-consult.com.

Sign-in details
Country/region: United States
IP address: 95.243.220.30
Date: 15.09.2023 23:12 (CET)

Platform: Windows

Browser: Chrome



SMTP Smuggling

Exchange Online?

‘ spf.protection.outlook.com w
mastercard

And many, MANY, more...
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SMTP Smuggling

Exchange Online

Mi 05.07.2023 15:50

ceo@sec-consult.com

Give Timo a raise

Dear HR,

Please give Timo a raise for his SMTP smuggling
research!

Best regards,
CEO

ITSECX




SMTP Smuggling
Inbound SMTP Smuggling?

[Outbound SMTP server]

oo |

R

[Inbound SMTP server]

I o o |

R |

Insufficient filtering

Outbound SMTP Smuggling

Inbound SMTP Smuggling

Interpreting weird end-of-data sequence

[~ |

E mail FROM:<admin@sender>

rcpt TO:<target@receiver>
data

19



SMTP Smuggling

Cisco Secure Email (Cloud) Gateway

Mi 05.07.2023 18:09

admin@icloud.com
ID10T Error Detected

Dear user,

Please give your apple device to Timo Longin. He'll
take good care of it.

Yours,
Tim Apple

ITSECX



The Website

Affected Software, Updates, References, ...

POSTFIX

sendmail.org

(<) Fastmail

NIy
CISCO.




Bug Bounties!
Bug Bounties?




SMTP Smuggling Conclusion?
THERE'S MORE!
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Presenter-Notizen
Präsentationsnotizen
That was legacy SMTP smuggling, and now we get to 2024 and my follow-up research.


SMTP Smuggling Reloaded?

Encoding Confusion

Outbound SMTP server]

data

Interpreted as UTF-8

~

Inbound SMTP server ]

.

oo |
[...
data

Interpreted as ASCII

mail FROM:<admin@sender>
rcpt TO:<target@receiver>
data

o o |




SMTP Smuggling Reloaded?
BDAT to DATA, DATA to BDAT, BDAT to BDAT

[Outbound SMTP server] [ Inbound SMTP server ]
. v
| o o | | SATA o o |
'BDAT .. 27
[...‘(/I data |
bdat 223 last

end-of-data sequence!

end-of-data sequence? /

mail FROM:<admin@sender>
rcpt TO:<target@receiver>
data

ﬁl




SMTP Smuggling Reloaded?
Line Length Breakout

[Outbound SMTP server] [ Inbound SMTP server ]
. v
| o o | I o o |
[...]
é . ] 998 %" A data 998x"A"
ata xll 11 /

/ |

| = = ‘

mail OM:<admin(@sender>
rc . receiver>
1a4 Injected! |@ =




SMTP Smuggling Reloaded?

SMTP Analysis in a Nutshell




From Header Spoofing!
From Header Spoofing?

ehlo sender.example
[SMTP commands mail FROM:<admin@icloud.com>

rcpt TO:<user@receiver.example>
data

[Message data]—4

- e i 1 o ey T | 3, THCT
r'-.'1| I.||5|I.|I II ||"_I.|I|"__I -Ii.:l:l.lll:'

admin@icloud.com

® ID10T Error Detected

Dear user,


Presenter-Notizen
Präsentationsnotizen
So, when I went back to the drawing board I realized that I don't necessarily have to break out of the data section to spoof the sender address.


From Header Spoofing! @slonser_
From Header Spoofing via Alias

Message #1 inbox

From: Alias Name <user@sender>
v K (OT11Tc ¥

lorem ipsum




From Header Spoofing! @slonser_
From Header Spoofing via Alias

[Outbound Gmail SMTP server] [Inbound Outlook SMTP server]

®

| ool‘ | o o |

" | From: <admin@gmail.com> "spoofed" <user@gmail.com> _‘

[...] » [...] LRecelvmg as admin
mail FroM: | Sending as user mail FROM: user@gmircom

rcpt TO: ta : rcpt TO: target@W.com

data _E data




From Header Spoofing! @slonser_
From Header Spoofing via "Grouping"

[ Outbound Outlook SMTP server ] [Inbound Gmail SMTP server]

®

| ool‘ | o o |

From: "Spoofed" <user@outlook.com>: <admin@outlook.com>

o . o |
mail FroM: | Sending as user mail FROM: u

rcpt TO: ta.W. rcpt TO: tarq Receiving as admin




From Header Spoofing! @slonser_
From Header Spoofing via "Grouping"

McxonHoe coobuieHne

WpeHtucpukatop cooblieHus <PAXPR02MB7599BC26B0A4FE6434B7CC25E3112@PAXPR02MB7599.eurprd02.prod.outlook.com>
CoapaHo: 23 anpensa 2024 . B 18:44 (nocTtaeneHo 4yepes 2 cekyHabl)

or: "Spoofed <slonser.bugbounty@outlook.com=>:" <spoofed@outlook.com>

Komy: sevakokorin80@gmail.com

Tema: Abobus

SPF: PASS c IP-agpecom 2a01:111:f403:2e08:0:0:0:801. lMNMogpobHee. ..

DKIM: 'PASS’, gomeH outlook.com [MogpobHee...

DMARC: 'PASS' lMoppobHee...




From Header Spoofing! @slonser_

Statement

"This is not an exhaustive list; [...] | am deeply
saddened that this topic is not highlighted in the
information security community. During my
research, I did not find a single mail provider that
correctly parses the "From" field according to RFC
standards."”

2024, blog.slonser.info/posts/email-attacks/


Presenter-Notizen
Präsentationsnotizen
Slonser is also of the opinion that SMTP implementations are a battle field of RFC non compliance


&4

Message ID
Created at:
From:

To:

Subject:

SPF:

e

Mon, May 20, 2024 at 5:17 PM (Delivered after 0 seconds)

admin@

@gmail.com
From-Address Spoofing
PASS with IP Learn more

'PASS' with domain Learn more

'PASS' Learn more



Presenter-Notizen
Präsentationsnotizen
As of now it's a big fat nothing burger.


Conclusion

CHECK YOUR SERVERS!

MORE TO COME!

DO NOT BLINDLY TRUST E-MAILS!




Thank you!

Questions?

ITSECX
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