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well, that's bad for hannes.
maybe playing around and

replacing or changing the ssh
keys was a bad 1dea. We will

look, but whatever happened, |
was fun. not.
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ivanti Cisco Fortinet lvanti Cisco
CVE-2023-46805 CVE-2020-3259 CVE-2022-42475 CVE-2024-22024 CVE-2024-20353

CVE-2024-2035%

CVE-2024-21887 CVE-2023-27997

Jan 16 Jan 31 Feb 8 Apr12 May 28
Jan 10 Jan 29 Feb 7 Feb 9 Apr 24

Citrix Ivanti Fortinet Palo Alto Check

CVE-2023-6548 cve-2024-21893 | | cve-z02a-21762 | | Networks Point
CVE-2023-6549 CVE-2024-3400 | | CVE-2024-24919

https://www.hackmageddon.com/2024/04/22/cves-targeting-remote-access-technologies/
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Bild: https://www.fenster-sofort.at
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Drucker & LDAP__S_

Frame 1645: 98 bytes on wire (728 bits), 99 bytes captured (728 bits)

Ethernet II, Src: HewlettP_ | (28:ba:4: ) . v=t: I
Internet Protocol Version 4, Src: 172.16.J. 0=t: 172N

Transmission Control Protocol, Src Port: [, Dst Port: 389, Seq: 1, Ack: 1, Len: 36
v Lightweight Directory Access Protocol

v LDAPMessage bindRequest(l) " ldap” simple
messagelD: 1
v protocolOp: bindRequest (@)
“¥ bindRequest
version: 3

LDAP

name: [ 1dap

“¥ authentication: simple (8)




Integrators (krit.)
&
Standardpassworter

name: [ ldap

authentication: simple (@)
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Abbrechen




Fixes”?

Physical Security?

Uben, Uben, Uben!11!
Greifbare Notfallinfos!
Integrators: Pwds Reuse!
Colnstaller deaktivieren
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System Center Configuration Manager

Server




System Center Configuration Manager

Server Client
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System C2 Manager

Server Client
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ntlmrelayx> socks .

[

Protocol Target Username AdminStatus
SMB TRUE
SMB 'TRUE
SMB _TRUE




Fixes”
- Netzwerk Segmentierung
- SMB Sighing
- Monitoring
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Alice.pfx Bob.pfx
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Alice.pfx  Admin.pfx Bob.pfx




File Action

a2

allsalilE 3

Als Alice:

&4 certmgr - [Certificates - Current User\Personal\Certificates]

View Help

il Certificates - Current User

b

| Personal

| EEI,.I.:.E:__J.__
| Trusted
| Enterpr

| Interme
| Active [
| Trusted
| Untrust
| Third-P
Trusted reopie

All Tasks

View

Refresh

Export List...

Help

[

Request New Certificate...

Advanced Operations




Antragstellername:
Typ:
Allgemeiner Name

Wert:

Alternativer Name:
Typ:
Benutzerprinzipalname

Wert:

Als Alice:

Hinzufugen >

CN=Administrator

I administratu




Als Alice:

Admin.plx



[*]
[*]
[*]
[*]
[*]
[*]

Using principal: administratnr_

Trying to get TGT...

Got TGT

Saved credential cache to 'administrator.ccache’
Trying to retrieve NT hash for 'administrator'

Got NT hash for 'administrato_‘




Fixes?
Konfiguration anpassen

Client Authentication
Enroll Rechte einschranken

ESC n
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