DNS

i

Melting the DNS Iceberg

SEC Consult

Taking over your infrastructure Kaminsky style

Title: SEC Consult // Melting the DNS Iceberg — Taking over your infrastructure Kaminsky style | Responsible: T. Longin | Version / Date: V1.0/2022-10 | Confidentiality Class: public

© 2022 SEC Consult | All ights reserve d an atos company



Intro

'@ James Kettle

Using oldschool DNS attacks to pwn password resets.

It's amazing that this still works - awesome finding by
!

Forgot password? Taking over user accounts Kaminsky style
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https://sec-consult.com/blog/detail/forgot-password-taking-over-user-accounts-kaminsky-style/
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$whoami

«  Security Consultant @ SEC Consult since 2018

- QOffensive Security Researcher, aka. broken stuff enthusiast

* Not a DNS (Security) Expert

Timo Longin
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DNS (Security) Recap
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DNS (Security) Recap
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The DNS Iceberg? — Analyzing the DNS Name Resolution of Web Applications?
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The DNS Iceberg? — Analyzing Web Applications

2 out of 146 DNS
Resolvers vulnerable
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The DNS Iceberg? — Open and Closed Resolvers

Internet Intranet

Closed resolver
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The DNS Iceberg? — The DNS Iceberg
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Melting the DNS Iceberg! — Reaching Closed Resolvers Method
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Scheffler, Sarah, et al. "The unintended consequences of email spam prevention." International Conference on Passive and Active Network Measurement. Springer, Cham, 2018.
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Melting the DNS Iceberg! — Testing Procedure

Logs!

50k e-mails
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Melting the DNS Iceberg! — A Kaminsky Detour (Post-Kaminsky)
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Melting the DNS Iceberg! — A Kaminsky Detour (Pre-Kaminsky)

ADNS "gmail.com.“ O'Blt{)Ort + 16-7”: ID ~= 65k
P77

I’/’/II‘

Source p
ort:
—d, ID: 3215 DNS resolver

-
. S
Oestination Imr?o ;
+ 102

4, Ip:

Correct ID!

Attacker \

Correct Port!

SEC Consult

an atos company

Title: SEC Consult // Melting the DNS Iceberg — Taking over your infrastructure Kaminsky style | Responsible: T. Longin | Version / Date: V1.0/2022-10 | Confidentiality Class: public
© 2022 SEC Consult | All rights reserved



Melting the DNS Iceberg! —log_analyzer.ntml

Source ports by domain
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Melting the DNS Iceberg! —log_analyzer.ntml
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Melting the DNS Iceberg! —log_analyzer.ntml

Source ports by domain
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Melting the DNS Iceberg! — Tooling!

Analysis Server

\ Log Analyzer

https://github.com/The-Login/DNS-Analysis-Server

/ AN

Utility Tools DNS Triggers
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https://github.com/The-Login/DNS-Analysis-Server

Melting the DNS Iceberg! — Going down the Rabbit Hole #1 m uEm
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Melting the DNS Iceberg! — Going down the Rabbit Hole #2 m uEm
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The Bottom of the Iceberg — The (in)security of closed DNS Resolvers IIEIQ-

« |nitial Set: 50k domains
We are here!

* Analyzed Set: 7k domains
* Open Resolvers: ~35%
* Closed Resolvers: ~65%

Open

*  Vulnerable Resolvers (Kaminsky): 25
*  Open Resolvers: 2
* Closed Resolvers: 23

Closed

 Vulnerable Domains: 1000+

- Affected: Websites and external Infrastructure
- Corporate Infrastructure
- Government Services
- Political Campaigns
«  Small-Business Websites
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The Bottom of the Iceberg — The (in)security of closed DNS Resolvers ﬂQ-
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The Bottom of the Iceberg — Now what?
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The Bottom of the Iceberg — Leveraging DNS o uEm

"admin" or Email Address

Password
Fully patched?
‘ No problem!

() Remember Me

Lost your password?

Let's reset!
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The Bottom of the Iceberg — Leveraging DNS

TIIEBB
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The Bottom of the Iceberg — Leveraging DNS

Welcome to the
Control Panel

LOGIN

Fargot your password?

Let‘s reset them all!
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The Bottom of the Iceberg — Leveraging DNS

"Give me the SPF
record for gmail.com”
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Conclusion — What‘s next?

Many more DNS Triggers

Many more DNS Attack Vectors

Many more DNS Icebergs

Many more Bug Bounties

Get creative!

s [
TO LOOK'AT.DNS
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