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Wir wollen einen Honeypot betreiben...

% Als  Honigtopf,  Honigtopfchen  oder  auch
) englisch honeypot wird eine Einrichtung bezeichnet,
die einen Angreifer oder Feind vom eigentlichen Ziel
ablenken soll oder in einen Bereich hineinziehen soll,
der ihn sonst nicht interessiert hdtte — z. B. in Form
eines Scheinzieles. https://de.wikipedia.org/wiki/Honeypot
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Unser Honigtopf: “MXB System”

sysmon

B Server Manager
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Unser Honigtopf: “MXB System”

sysmon

B Server Manager
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Key Logger

@00 [ El = & github.com & i ] "
O Why GitHub? Enterprise Explore Marketplace Pricing Sign in ‘ Sign up ‘
ajayrandhawa / Keylogger ®@watch 9  YFork 51
+» Code Issues 4 Pull requests 0 Actions Projects 0 Security Insights
E’Ij Join GitHub today Stk

GitHub is home to over 40 million developers working together to host
and review code, manage projects, and build software together.

Keylogger is 100% invisible keylogger not only for users, but also undetectable by antivirus software. Blackcat keylogger Monitors all
keystokes, Mouse clicks. It has a seperate process which continues capture system screenshot and send to ftp server in given time.

client visual c-plus-plus stealth hidden exploit keylogger system keylogger-screenshot advanced ftp-client

bypass-antivirus simple wins winlo wing blackcat
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Unser Honigtopf: “MXB System”

sysmon

PS Logging

B Server Manager
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Blackcat 1,3
Keylogger &=

Unser Honigtopf: “MXB System”

sysmon
2 | -
PS Logging Teams Notifications

s Server Manager




Unser Honigtopf: “MXB System”

PS Logging

B Server Manager

=

Fake Content
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Teams Notifications



Fake Content
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This PC Nmap -
Zenmap GUI

¢ B

Recycle Bin TODO

&5 .

lrch)

oD

Google
Chrome

A

This PC

__E

File Edit Fo

MXB -New
admin : ad

VPN
Server: 83

User: srv_mi:Ieery:o
Password:

Mail

Server: 83 *s
User: srv_|
Password: “*ﬁm

This PC

2

 Favorites
B Desktop
4 Downloads

| Recent places
1% This PC

*‘H Metwork

Recycle Bin

£9

Firefox

oD

Google
Chrome

B

Notepad++

> « 4l

{ Favorites
B Desktop
# Downloads

L Recent places
1% This PC

€l Network

View

Name

administrator

bin

cache

chi
components
images
includes
installation
language
layouts
libraries
media
modules
plugins
templates
tmp
htaccess

index.php

| LICENSE
| README

» ThisPC » Data (\\MXB-System) (F) » Customers » DBInc »

Date modified

DB Inc

Text Document
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Blackear %J
Keylogger £
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Unser Honigtopf: “MXB System”

. Teams Notifications
PS Logging

ﬁ'h % FFmpeg

Fake Content Screen Recording

B Server Manager
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Screen Recording

This PC

Share View

<« Program Files » MXB

. , Nam
{ Favorites e

Recycle Bin Bl Desktop vdata
& Downloads vhelper
1| Recent places vhelper2 € - 1 ‘ « Program Files » MXB » vdata

** 1 niremd v -
o 8 This PC 7 niremde ¢ Favorites s

Firefox &4 notify B Desktop screenCapture_Fri_03062020_ 55456_41

€ Network ® | SendSignal & Downloads screenCapture_Fri_03062020_173508_54

5 startMBX | Recent places screenCapture_Fri_03062020_174145_32

35 stopMBX screenCapture_Fri_03062020_205437 43

q &y watchdog M This PC screenCapture_Fri_03132020_104427_50

a 2| Watchdog screenCapture_Fri_03132020_104646_03

screenCapture_Fri_03132020_105413_36

screenCapture_Fri_03202020_194049_89
screenCapture_Mon_03162020_123221_69
screenCapture_Mon_03162020_210022_74

screenCapture_Sat_02082020_93833_51

screenCapture_Sat_02082020_93934_13

screenCapture_Sat_03142020_134932_03

screenCapture Sun 03082020 84836 18
]

vdata

Share View

= [£=-

]

-t
.

(=]

Google
Chrome

B

Notepad++

€ Network

= == =~ B=- 0= =~ 0= 0= 0>

50 items

1S Windo
Server
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Screen Recording

Problem #1: Login != Login

Ein RDP Login ist kein “lokaler Login“. Ein RDP Reconnect ist Giberhaupt etwas
GGGAAAANNNZZZ anderes...

Problem #2: Kaputte Videofiles...

Manchmal wird der Aufnahmeprozess nicht richtig beendet. Dies fuhrt dazu, dass
die Videodateien nicht mehr abgespielt werden kdnnen.

Problem #3: Cryptolocker zerstort unsere Videos

[] @I Wir wollen wissen wie die Kriminellen arbeiten -> Leider verschlisselt der
Cryptolocker aber dann auch unsere Videodateien.
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BeeHoney Screen Recording

c Watchdog

Uberwacht
Aufnahme

®_\>

Startup Script <
P P Starten Aufnahme / FF Schreibt 10 Sekunden
mpeg Nideo Junks

@ ¥ screen Recording

RDP Reconnect
Scheduled Task

Append-Only Ordner



&» BEE ITSECURITY

nu22222222222un
uuzzzzzzzzzzzzzzzzzuu
uzzzzzzzzzzzzzzzzzzzzzu
22222222282y
22222222282
222228%»
222222y

weeeeee Z
w3282 ney w228
2220 nen w222
22%n 2220 1222
2229082282 E
rster Akt:
[ |

T
w222200%22
w22222%2 2222220
n2222222U2222222»
2
nuy

22820 222020 2222
22828200 322222282 »n22222
2228232220000 o uuzzzzzzzzzzz» u
O L L A& e e n I a I AI

~222~-~322222222nn
2222822282

nn-zuu >y
uuuzzzzzzzzzz-- BULY
222uuu22222222222*- unzzzzzzzzznuuzzzu
"22322232222** "'*'2228222222
w2 PP onn w2228%%
2222 yan yHa 2239 w222




3

This PC

v

Recycle Bin

Motepad ++

115 4in dowes
Senver

TODO




é Btk ITSECURITY
Wir wollen keinen Identitatsdiebstahl!

c Watchdog

Uberwacht
Aufnahme

®_\>

Startup Script -
P P Starten Aufnahme / FF Schreibt 10 Sekunden
mpeg ‘\/ideo Junks

@ ¥ screen Recording

RDP Reconnect
Scheduled Task

Append-Only Ordner



é BEE ITSECURITY
Wir wollen keinen Identitatsdiebstahl! @

A ‘ ! Watchdog

~—__ 9V o
Uberwacht
Aufnahme

@‘\

Startup Script -
P P Starten Aufnahme / FF Schreibt 10 Sekunden
mpeg Nideo Junks

@ ¥  Screen Recording

RDP Reconnect
Scheduled Task

Append-Only Ordner
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| [ o o o bééhoney1.eastus.cléudapp.azure.com o o o o |

File Edit Search View Encoding Language Settings Tools Macro Run Plugins Window 7 X
cDEER LA snhoenyg 2z BRI [ERERe BED BB
Ewatd‘ndogpﬂﬂ
1 SErrorActionPreference = "SilentlyContinue” o~
2
3 SgooseCount=(Get-Process "GooseDesktop”) .Length
4
5 if ($gooseCount -1t 2) {
6 write-host "starting another Goose"
7 Start-Process "C:\Program Files\Desktop Goose v0.21\GooseDesktop.exe"
8 }
9
10 Sbrowser=S8False
11
12 SieCount=(Get-Process "iexplore™) .Length
13 if (SieCount -gt 0) { g
14 taskkill /im iexplore.exe /f
15 Shrowser=§True
16 }
17
18 SffCount=(Get-Process "firefox") .Length
19 if ($ffCount -gt 0) {
20 taskkill /im firefox.exe /£
21 Sbrowser=8True
22 }
23
24 $chCount=(Get-Process "chrome") .Length |
25 if (S$ffCount -gt 0) {
26 T taskkill /im chrome.exe /[/f




&» BEE ITSECURITY

nu22222222222un
uuzzzzzzzzzzzzzzzzzuu
uzzzzzzzzzzzzzzzzzzzzzu
22222222282y
22222222282
222228%»
222222y

weeeeee Z
w3282 ney w228
2220 nen w222
22%n 2220 1222
233013282" Z =
weiter Akt:
|

y
w222200%22%
w22222%2 2222222~

nzzzzzzzuzzzzzzz»
2

nuy

22820 222020 2222
22828200 322222282 »n22222 ‘ ‘ -
2228232220000 o uuzzzzzzzzzzzu

O L L A& e I C a s s o , ,

~222~-~322222222nn
2222822282

nn-zuu >y
uuuzzzzzzzzzz-- BULY
222uuu22222222222*- unzzzzzzzzznuuzzzu
"22322232222** "'*'2228222222
w2 PP onn w2228%%
2222 yan yHa 2239 w222




Server Manager

« Dashboard

WELCOME TO SERVER MANAGER

WHAT'S NEW

LEARN MORE
1S Windd
Server

ROLES AND SERVER GROUPS

B__locol Cooar
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Server Manager * Dashboard

WHAT'S NEW

LEARN MORE

E File and Storage

@ Manageability

/ices
Performance

BPA results

Server Manager

©® s

@ Manageability
Events
Services
Performance

BPA results

Manage

Tools

=

Bm Windows Server 2012 R2

11:09 AM

2/15/2020
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ibmsystems@tutanota.com

Startup
Don't worry,you can return all y . ' ® = | C-TV_new
If you want to restore them, fol “ Home  Share View
If you have not been answered

€ - 1 <« Shares » Data » Customers » C-TV_new »

{ Favorites

« Do not rename encrypted fi M This PC e

« Do not try to decrypt your is

« Decryption of your files with €l Network libraries
locale
setup
sql
templates
themes
ajax.php.id-08669747.[ibmsystems@tutanota.com].ROGER
browse_foreigners.php.id-08669747.[ibmsystems@tutanota.com].ROGER
Changelog.id-08669747.[ibmsystems@tutanota.com].ROGER
changelog.php.id-08669747.[ibmsystems@tutanota.com].ROGER
chk_rel.php.id-08669747.[ibmsystems@tutanota.com].ROGER

| CODE_OF_CONDUCT.md.id-08669747.[ibmsystems@tutanota.com].ROGER
composer.json.id-08669747.[ibmsystems@tutanota.com].ROGER
composer.lock.id-08669747.[ibmsystems@tutanota.com].ROGER
config.sample.inc.php.id-08669747.[ibmsystems@tutanota.com].ROGER
CONTRIBUTING.md.id-08669747.[ibmsystems@tutanota.com].ROGER

db_central_columns.php.id-08669747.[ibmsystems@tutanota.com].ROGER

M da a1 OOCCATATLL - . 1nAcen
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) beehoney1.eastus.cloudapp.azure.com
14
-

Recycle Bin ibmsystems@tutanota.com

YOUR FILES ARE ENCRYPTED

ENCRYPTED

Notepad+...

FILES Attention!
ENCRYPTED

Don't worry,you can return all your files!
If you want to restore them, follow this link: email ibmsystems@tutanota.com YOUR ID
If you have not been answered via the link within 12 hours, write to us by e-mail: nmode@protonmail.com

« Do not rename encrypted files.
« Do not try to decrypt your data using third party software, t may cause permanent data loss.
« Decryption of your fles with the help of third parties may cause increased price (they add their fee to our) or you can become a victim of a scam.
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One More Thing... @ o

New BeeShell client connected!

| < | Tools - b X & Reply
Start Freigeben Ansicht - o
I:| H [ Extra groBe Symbaole ||E| GroBe Symbole _.I P ]
MittelgroBe Symbole Kleine Symbaole -
Mavigationsbereich E . - . _  Aktuelle Ein-/ Optionen
- EE Liste E“ Details T Ansicht~ ausblenden— -
Eereiche Layout
w 0 "Tools" durchsuchen o

= ~ 4 » Tools

=)

MXE Password Missing Library
Store

.-"'-'_\-\"‘\. . . . .
|[ ]I Required dependencies missing. Please run passwaord
i manager on a fully patched system.

1 Element
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® © ® @ Beeshell C&C Interface x  +

& C @& beeshell.eastus.cloudapp.azure.com/beeshell/admin/ui/ w* M O® & ¥ 0 = ® @

see

0OS: Windows 10 Pro

C:\ \Administrator\Desktop> Get-Screenshot-And-Upload Shortcodes
WIN- - Screenshot successfully taken and uploaded. The following list all you to run
E = el T ‘ SR PRy complex commands with a single
MVVVR3ATJ11\Administrator@WIN- click
MVVVR3ATJ11
State: Online . One Click Launcher
Last pingback: 1 second(s) Create a one click
OS: Windows Server 2012 R2 launcher for the client
Standard
Screenshot
-PC\Administrator@-PC ] Takes a screenshot of the '@'
State: Offline E = target system
Last pingback: 10 day(s)
0S: Windows Server 2012 R2
Standard IEX WebClient Runner
Downloads PS code from
and url an runs it
DESKTOP- ] 3
2:33’,:5?0'“@“3 al = ' Install LNK Persistence
State: Offline Persists the client by '@'
Last pingback: 41 day(s) placing a LNK file in the
08: Windows 10 Enterprise StartUp folder
C:\Users\Administrator\Desktop> ls
DESKTOP-ROMDTS2\Florianf—] | | Directory: C:\Users\Administrator\Desktop Remove LNK
2,,"‘.’,.'.‘;'{3“5“"" o Romoves tho LNK fle
State: Offline Mode LastWriteTime Length Name from the startup folder
Last pingback: 26 day(s) —_— —
0OS: Windows 10 Enterprise d---- 8.1.2020 r. 0:03 1lnstrument Download
d==== 25.3.2020 r. 19:55 data to sell Downloads a file into the '@'
d==== 30.10.2019 r. 11:54 gmer i
RTHRQB- current directory
d=--- 22.12.2019 r. 18:29 KPortScan3
;g‘::_"g;:?RTHRQB'PC da--- 19.11.2019 r. 0:02 Masscan GUI
Last pingback: 24 day(s) da--- 12.3.2020 r. 12:15 masscan GUI2020 Upload @
0s: \',)Vin%m 10 Pm" d--—- 26.10.2019 r. 21:14 mimikatz Uploads a file from the
: d——— 14.8.2019 r. 2:42 mimikatz-2.2.0-20190813 client to the C&C server
d 29.12.2019 r. 21:15 New folder
SUNAND\admin@WIN- d---- 12.2.2020 r. 10:28 nl Show Uploads
GH48A405RSJ E! d--—- 15.11.2019 r. 15:36 nl - Copy Shows a'ﬁ the uploaded
State: Offline Q=== 30.10.2019 r. 11:41 PCHunter_free file for a client
Last pingback: 24 day(s) d==== 24.10.2019 r. 11:59 ProxAllium
0OS: Windows Server 2012 R2 d-——= 24.10.2019 r. 11:46 RDP Brute
Standard d--—- 21.11.2019 r. 12:23 RDP Brute - Copy Show Command Queue
d-—-= 28.2.2020 r. 18:12 RDP Brute - Copy (2) Shows the command
| Aemem 74.00.200Q 0 113 RPP. FORCRR 1 & of th t
DOUCHBAGS\Fred@CL14 : oyatem "
State: Offline = C:\Users\Administrator\Desktop> N

Last pingback: 113 day(s) .

’m
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@ BeeShell C&C Interface X +

@ beeshell.eastus.cloudapp.azure.com/beeshell/admin/ui/

»/ XING [ Linkedin

B FARK.com [ Exploit DBs

«» BEE [TSECURITY

(t) 185.51.8.0/22-bg.. 4 Strategies to Mitiga...

w MO @

4 0 > ©®8 @O0

» [ Other Bookmarks

© BEE

Length Name

Instrument
gmer
KPortScan3
Masscan GUI
masscan GU
mimikatz
mimikatz-2.2.0-20190813
New folder
nl
nl - Copy
PCHunter free
ProxAllium
RDP Brute
RDP Brute - Copy
RDP Brute - Copy (2)
RDP FORCER 1.4
RDP Recognizer (Update, need change files)
rdp-password-recovery
roundcubemail-1.4.0
Tor Browser
Windows SMTP Bruteforce Scanner 2015 - Ar3s
WinSCP
B
nepebpath
TpOH

292 .cf ljvfirf 28.11Result.txt

| OS: Windows 10 Pro | o
2:\Users\Administrator\Desktop> 1s
dJirectory: C:\Users\Administrator\Desktop
MBB-Control-PC\MBB- -
Control@MBB-CONTROL- [irm
PC dode LastWriteTime
State: Offline —_——
Last pingback: 68 day(s) S 8.1.2020 r. 0:03
OS: Windows 7 Professional i———- 30.10.2019 r. 11:54
=== 22.12.2019 r. 18:29
la-—- 19.11.2019 r. 0:02
a! ja-—- 14.2.2020 r. 21:39
1-=— 26.10.2019 r. 21:14
DOUCHBAGS\Andreas@CL12 [ P—— 14.8.2019 r. 2:42
State: Offline S 29.12.2019 r. 21:15
Last pingback: 72 day(s) S 12.2.2020 r. 10:28
OS: Windows 10 Pro  E— 15.11.2019 r. 15:36
1-=— 30.10.2019 r. 11:41
DOUCHBAGS\Peter@CL10 | | 177~ Z i L)
State: Offline - i-—-- 24.10.2019 r. 11:46
Last pingback: 72 day(s) 1=—— 21.11.2019 r. 12:23
OS:Windows 10 PFO i——— 21.11.2019 r. 18:44
1-=— 24.10.2019 r. 11:36
i 24.10.2019 r. 13:51
- 1-——- 30.10.2019 r. 11:44
E = 1-——- 21.11.2019 r. 11:59
DOUCHBAGS\Sophie@CL13 f=—= 24.10.2019 r. 19:05
State: ofﬂine == 25.11.2019 r. 21:31
Last pingback: 72 day(s) ja--- 24.10.2019 r. 11:59
0S: Windows 10 Pro i———- 24.10.2019 r. 19:59
i 24.10.2019 r. 11:59
i-——- 24.10.2019 r. 11:37
WIN- ] e 28.11.2019 r. 13:17
E = —a——— 12.1.2020 r. 18:50

159 12.1 valid germanyResult.txt

. & m e e  Sem

Shortcodes

' The following list allows you to run
complex commands with a single

click

One Click Launcher
Create a one click
launcher for the client

Screenshot
Takes a screenshot of the ‘@'
target system

IEX WebClient Runner
Downloads PS code from
and url an runs it

Install LNK Persistence
Persists the client by '@'
placing a LNK file in the
StartUp folder

Remove LNK
Persistence
Removes the LNK file
from the startup folder

Download
Downloads a file into the

.@.
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mimikatz

mimikatz is a tool I've made to learn C and make somes experiments with Windows security.

It's now well known to extract plaintexts passwords, hash, PIN code and kerberos tickets from memory. mimikatz can also
perform pass-the-hash, pass-the-ticket or build Golden tickets.

. mimikatz 2.0 alpha (x86) release "Kiwi en C" (Apr 6 2014 22:02:03)
HHED
## / \ ##  /x x x
## \ / ## Benjamin DELPY “gentilkiwi® ( benjamin@gentilkiwi.com )
"## v ' http://blog.gentilkiwi.com/mimikatz (oe.eo)
R with 13 modules *x *x *x/

mimikatz # privilege::debug
Privilege '20' 0K
mimikatz # sekurlsa::logonpasswords

Authentication Id : @ ; 515764 (00000000:0007deb4)

Session : Interactive from 2

User Name : Gentil Kiwi

Domain i vm-w7-ult-x

SID : S-1-5-21-1982681256-1210654043-1600862990-1000
msv :

[00000003]1 Primary
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® ® @ BeeShell C&C Interface X @ https://beeshell.eastus.cloudap: X New Tab X +

& cC O @ beeshell.eastus.cloudapp.azure.com/beeshell/admin/ui/ g ® @ ®H 0O = @ 13‘ :

’) Google Maps li Facebook ¥ XING m' LinkedIn F FARK.com [E5 Exploit DBs ® 185.51.8.0/22 - bg... ## Strategies to Mitiga... B Microsoft SHA1T Ha... ﬂ DNSdumpster.com... 5 Video 2 View » [ Other Bookmarks
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e
DOUCHBAGS\Sophie@CL13
State: Offline

Last pingback: 90 day(s)

OS: Windows 10 Pro

State: Offline E!
Last pingback: 1 day(s)
0OS: Windows 10 Pro

WIN- E,-

MVVVR3ATJ11\Administrator@WIN
MVVVR3ATJ11

State: Online

Last pingback: 1 second(s)

OS: Windows Server 2012 R2
Standard

DESKTOP- ]
6600ACF\Olph@DESKTOP- E =
6600ACF

State: Offline

Last pingback: 18 day(s)

OS: Windows 10 Enterprise

DESKTOP-ROMDTS2\Florian ]
Bogner@DESKTOP- =
ROMDTS2

State: Offline

Last pingback: 3 day(s)

0OS: Windows 10 Enterprise

RTHRQB-
PC\rtHRQb@RTHRQB-PC
State: Offline

Last pingback: 1 day(s)

OS: Windows 10 Pro

msv :
tspkg :
wdigest :

* Username :

* Domain

* Password :

kerberos :
ssp : KO
credman :

Authentication Id :
Session
User Name
Domain
Logon Server
Logon Time
SID
msv :
[00010000]
* NTLM
* SHAL
[00000003]

* Username :

* Domain

* NTLM

* SHAL
tspkg :
wdigest :

* Username :

* Domain

* Password :

kerberos :

* Username :

* Domain

* Password :

ssp : KO
credman :

Authentication Id :
Session

User Name
Domain

Logon Server
Logon Time

T o=1=-0=-90=3

WIN-MVVVR3ATJ11$
: WORKGROUP
(null)

0 ; 83486283 (00000000:04f9e64b)

: RemoteInteractive from 3

: mister skills

: WIN-MVVVR3ATJ1l1

: WIN-MVVVR3ATJ1l1

: 5.3.2020 . 20:36:42

: S-1-5-21-3643506560-2893581787-4040577678-1001

CredentialKeys

: bel3d8d632272792385025a70bbc685£

: 70d£21£182ac22£659341a37109d9182470b041d
Primary

mister_skills

: WIN-MVVVR3ATJ11

: bel3d8d632272792385025a70bbc685E

: 70d£21£182ac22£659341a37109d9182470b041d

mister_skills
: WIN-MVVVR3ATJ11l
sdf1jkRIJQPWisd;1kj;1234324kljsdfoi

mister_skills

: WIN-MVVVR3ATJ11
(null)

0 ; 83481715 (00000000:04£9d473)

: Interactive from 3
: DWM-3
: Window Manager

(null)

: 5.3.2020 . 20:36:42

Shortcodes

The following list allows you to run
complex commands with a single
click

One Click Launcher
Create a one click
launcher for the client

Screenshot
Takes a screenshot of the '@'

target system

IEX WebClient Runner
Downloads PS code from
and url an runs it

Install LNK Persistence
Persists the client by '@'
placing a LNK file in the
StartUp folder

Remove LNK
Persistence
Removes the LNK file
from the startup folder

Download
Downloads a file into the '@'

current directory

Upload
Uploads a file from the '@‘
client to the C&C server

Show Uploads
Shows all the uploaded '@‘
file for a client
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Recycle Bin

lexluter.bt Turkey.bt  thejkoertt  Australia.txt United hero12.txt

Kingdom.txt

yauyayay.txt Italy.txt Canada.txt

RDPLoader...

2@ Windows Server 2012R2

PMBO30Z S o
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Ein paar Zahlen

A~ Uber drei Monate beobachtet
Uber diesen Zeitraum konnten wir die Aktionen der Kriminellen beobachten.

=
% Mehr als 4GB analyisiert
L_J Um die Ablaufe zu verstehen, wurden mehr als 4GB an Daten durchforstet.

Jenseits von 2.000 Screenshots
—r Fur einen interaktiven Einblick wurden uUber zweitausende Screenshots erzeugt.
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Mein Russisch ist richtig schlecht: Yandex Image Translate

®  ® P Translate text from photos from = X =+

& - C (O @ translate.yandex.com/ocr * MO® & 8 0 > @ O l‘ :
JAIUCA 11d11DIULC freAT o eniE [ Pvvument ey imave -y ey
@ = Lines RUSSIAN *  ENGLISH Open in Yandex.Translate ®

| AR, KaK OHIM NOAGMPAIOT N3P0 Ha KOLL, C4a NOCTORHHO KAMEHTI
& KaNyoTCR, WO y Hinx GaBkin YroHRIOT AW NBITAOTCR

N\

GAMH, Hy Ha KOW KaK NPABUNO CAOXHBIE BCE NaChl CTABAT Xe

GpyTRT KOWeAM 1 NOAGHPAIOT Naponn 8

£CM HETY NPUBRIOK TO CYNTa BCE NMIAeL

Mr. hiesenberg
$adn rotos?

v
NOHAN. ChyLalt, Hy 8 OBLIEM Nepeexari NoKa He NOMYUNOCk, ©
MHETOM TaKXe 6e/1a, eCAM FOPWT, MOTY 3aHATECA $3ANOM, Hy HYAHO

KOHEUHO NONYYIETCR

OUEHE HYXHO

OK, 3aHUMaIOCE

Mobile version ~ Developers  UserAgreement  Help

Cookie files
Yandex uses technical, analytical, marketing and other cookies. These files are necessary to ensure smooth ope

© 2011-2020 «Yandex»

dex sites and services and help us

o%e @ Translate text from photos from = X 0 Yandex.Translate - dictionary ar X +

C (0 & translate.yandex.com/?lang=ru-en&text=nna%2C%20kak%200H1%20noabmp... w M & @ & 0 =» @ & [‘ H

—e
Yande)( Tran5|ate TEXT @ site [ pocumeNT [ IMAGE @ &  Hiegin
® & A RUSSIAN ENGLISH ] o 9
NN, KaK OHW NoAGKMPAaKOT Naponk Ha KoL, C4a NOCTOAHHO plya, as they pick up the password on Kosh, NSA constantly
KIMHWEHTBI clients
KanylTcs, WO Y HUX Babku YroHAKT WK NbITalTCA complain, sho they have grandmas steal or try to

18:45 18: 45

BpyTAT KowWenu 1 NnoabuparT naponu brutalize purses and pick up passwords

©CINU HEeTY NPUBA30K TO cunTai BCé nuanel 18:48 if there are no bindings then consider everything fucked up 18:48
BNWH, HY Ha KOLL KaK NPaB1rno CMNOXHLIE BCE Nackl CTABAT Xe hi,, Ah on Kosh typically complex all passes place same

C BM HEMHOXKO TPyAHe# yrHaTe 18:49 with a VM, it's a little harder to steal 18: 49

CTaBAT NOBTOPHbLIA UMK NOCTENeHHbIA NoAG0p CUMBOMNBHLIA put the re-selection or gradual character

18:49 18: 49

Mr. hiesenberg Mr. heisenberg
dhaiin rotos? is the file ready?
18:51 18: 51

MOHAN. CNyLwan, Hy B obwem nepeexarb Noka He NONy4Yvnock,

553 / 10000

Mobile version Developers User Agreement Help © 2011-2020 «Yandex»




Wie bricht man in RDP Server ein?

Masscan

Findet offentliche RDP Server

@ MasscanGul [ =10 NG|

103.69.204.0/22
103.73.252.0/22
103.79.76.0/22
103.82.0.0122
103.82.64.0/23
103.82.128.0122
103.84.112.0122
103.89.132.0122
103.101.176.0/22
103.105.48.0/22
103.116.111.0724
103.124.186.0124
103.141.6.0/23
103.141.24.0123

101 141 20 N

8113

Info

[] Mutti Country (add)

Excude: [ 255255255255 v]

AFGHANISTAN (AF) ~
ALBANIA (AL)

ALGERIA (D2)
AMERICAN SAMOA (AS)
ANDORRA (AD)

ARMENIA (AM)
ARUBA (AW)
AUSTRALIA (AU)
AUSTRIA (AT)
AUSTRIA (AT)
AZERBANAN (AZ)
BAHAMAS (BS)

BARBADOS (BB)
BELARUS (BY)
BELGIUM (BE)

(BJ)

BERMUDA (BM)

BHUTAN (BT)

BOLIVIA (BO)

BOSNIA AND HERZEGOVINA (BA)

BOTSWANA (BW)

BRAZIL (BR)

BRITISH INDIAN OCEAN TERRITORY (10) v
1047@explot jm

live : symboss9ls

T @: 1

Lander IP Ranges

inklusive

RDP Brute (Coded by 7668) Version: 1.9.9.8 (Supported MultiPort)

Brute to IP list (Async)

Load logins

Load passwords (for reco too)

RDP Brute

«» BEE ITSECURITY

RDP Bruteforce / Dictionary Attack Tool

Load Login:Pass

Load IP\reco list

Settings
Concurre
Timeout
RDP Port: 3389 |2
/| Enable NLA Domains
list Full force
< altemate alg Shuffle

ound-Robin

Error:

:
E— ——

Time (cthim):

Progress

RDP Brute beinhaltet
auch einen
,Checker” um einmal
gefundene Logins zu
testen
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Wie bricht man in RDP Server ein?

mygood.txt Free Mode
I “wploads/mygood.txt . . W

wl@ USA New York He cpabotano AB 69.122.175.161:3391;kkxkkxkkkkk

w7 USA Missouri kpunt (agMuHka) 69.30.230.202: 1167 ;xkkkkkkokskk

2016 USA Texas KpunT 69.5.199.98:3389; kkxxkokkokkk

w7 USA California MOM KPUMT 69.71.197.66:3389;xkkkkskokkkk

wl@ USA North Carolina AOMWHKA He cpaboTano AB 71.1.208.4:3389;xkkkkkkkkk

52008 USA Texas kpunT 71.164.154.10:3389; kkxkkkkkkkok

wl@ USA New York kpunt AOMUHKA 74.108.148.181:3389; kk¥kkkkkkk

s2016 USA N/A He cpabortano AB 74.208.165.231:3389;xkkkkkkkkk

2012 USA New Jersey KpunT 75.127.234.226:5631; %kskkkkkkk

wl@ USA Florida He cpaboTtano AB 75.44.245.83:3389;xkkkikxxkkk

w7 USA California kpunt (apmuHka) 76.251.97.48:3389;kkkkkkkokkk

s2016 USA Colorado kpunt 96.69.142.77:3389; kkkkkkiokxkk

s2012 USA Florida kpunt 96.71.44.85:3389;%kkkkkkkkk

s2016 USA Pennsylvania He cpaboTano AB 96.89.176.153:3389; kkkkkkkkokk

wl@ USA Florida He cpabotano AB 97.76.130.42:33333; xkkkkkkokkk

w7 USA Michigan He konupyetcs Ha PB 97.87.30.244:3389; xxxxkkkkkk

s2016 USA Wisconsin He cpab6oTano AB 97.91.74.26:3389; kkkkkkkkk

wl@ USA California AOMUHKA 99.39.71.135:3389; %kkkkkkkkk

s2008 USA New York Moit kpunT 107.175.147.146:3389;%kkkkkkkkk

w7 USA Washington kpunt (agMuHka, aybnb) 13.66.223.34:3389; kkkkkkkkokk

w7 USA Florida He konupyetcs Ha PE 140.82.24.164:3389;%kkkkkkkkk

wl@ USA North Carolina AOMWHKA Mo# KpunT 67.76.96.234:3389; kkkkkkkkkk

w7 USA New Jersey Mon KpunT 140.82.46.189:3389; kkickkkkokkk

s2012 USA New York apMuHka Moi KpunT 172.245.179.202:3389; xkkkkkkkokk

s2012 USA California apMuHka Moi KpunT 192.3.2.11:3389;%kkkkkkkkk

s2012 USA New York agMuHka Mot kpunT 192.3.207.116:3389; xkkkkkkkkk

w7 USA Indiana agMuHKa MoW KpunT Xup 23.125.155.25:3389; kkkdokkkkkok

w7 USA California apMuHka Mol KpunT 67.100.248.203:3389;kkkkkkkkkk

s2008 USA Nebraska apgMuHka Moit kKpunT xup 199.36.118.17:3389;kkkkkkkkkk

52019 USA Ohio apgMuHka MoW KpunT 3.17.145.165:3389; xkkkkkkkokck

2012 USA Virginia kpunT agMuHKa 54.209.89.39:3389; kkkkkktkkk

wl@ USA North Carolina kpunt 192.34.128.23:3394; %kkkkkkkokk

wl@ USA North Carolina kpunt 192.34.128.23:3394;xkkkkkkkkk

wl@ USA California agpmuHka He cpaboTano AB 2 y4é€TkKM OCHOBHas npopaHa! 66.42.101.63:3389;xkkkkkkkkk
w7 USA California apMuHka He obpaboTaHo 108.61.216.40:3389;kkkkkkkkkk

w7 USA Utah He cpabotano AB 50.198.186.204:3389; xkkxkkkkkkk

s2012 USA Texas He cpaboTtano AB 64.185.57.15:3389@BRHAS\admin ; skkkkkkkoksk

s2019 USA Ohio He cpaboTtano AB agMuHKa 3.20.155.41:3389@EC2AMAZ-3P2JFJ7\tech;kickkkkkkkk
s2016 USA Texas He cpabotano AB xup 74.213.18.44:3389@BEVERLYNEWMAN\Scanner ;kkikikskkkk
$2012 USA auMwHKa MO KpunT 156 2325°7.199: 3389@YISU 5E34D9E360\adm1nlstrator,**********
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Nachster Schritt: manuelle Analyse

Der Angreifer verbindet sich per mstsc.exe auf eines der gehakten Systeme

il Computer

Computes Search Computer

Organize v Systemproperties  Uninstall or change & program  Map netwerk drive  Gpen Control Panel

I Favorites = Hard Disk Drives (3)

B Deskiop 05 (C:) DATAPARTI (D) DakabaseBkUP (F:)
Downloads = =
ol 100168 free of 79.9 GB @/ 35 G free of 100 1B W 246 Tofree of 263 TE
& OneDrive
] Recent Places * Devices with Removable Storage (2)

'}
= Lbraries El BO-ROM Drive (E:) ;@ TG R Drive (H:)

Dacuments
& Music

=] Pictures
BE videos

M Computer
&, o5t
[ DATAPARTL (D:)
(i DatabassBKUP {F:)

i Network

Qb | DATABASEIL Domain: AFSlocal Memory: 8.00 68
| Processor; Inkel{R) Xeon(R) CPU ES-...

N 12i27P
# 6 s [ e 313/200

>

Ol W[ [m[@m[o [
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Nachster Schritt: manuelle Analyse

Installierte Anti Viren Losungen werden per Systemsteuerung oder 10bit Uninstaller entfernt

L) 50.197.226.53:3389 - Remaote Desktop Connection -

i Computer

c‘ il Programs and Features

= @-C)v ﬁ ~ Control Panel - Programs ~ Programs and Features [t23) [ search Programs and Features

Control Panel Home Uninstall or change a program

e To uninstall a pre T —— .
Wiew installed updates Malwarebytes Uninstall [=]

(B Turn Yifindows Features on or off
Organize  Unin  Uninstall Status

Tnstall  program from the netuork Please wait while Malwarebytes is remaved from your computer.

Blladobe icrobat Re Urinstaling Malwarebytes. . 06. 20034
B eroadcom Drivers 3.2

£ cCleaner

Q@ Cisco Webex Mee!
[27 Canstellation Crys
[87 constellation Crys,
[E7crystal Reports i
& Dell GperManage
EBEASELS Partition [
€ Google Chrome 3057132
|£)3ava 5 Update 18 &10.13
D Loghein £

“* Logheln Clisnt
@ Logheln Hamachi
A aslnarebytes ver
[=IMatrox Graphics 5 o

[ Microsoft MET Fre

© Microseft Office 2003 Web Components Microsoft Corporation szs[z017 123 MB
[=IMicrasoft Office File Yalidation Add-In Microsoft Corporation 6/25(2016 10.9MB
3 Microsoft Office Standard 2007 Mictosoft Corporation sf4fz014 12,0,6612,1000
& Micrasoft OneDrive Microsoft Corporation 310fz020 136MB  19.232,1124,0008
§8/Microsoft Report Viewer Redistributable 2008 SP1 Microsoft Corporation sp9fz014

w Micrasoft Sitverlight Wicresoft Corparation 2j26/2019 S97ME  5.1.50918.0

1 Microsoft SQL Server 2008 RZ (64-bit) Microsoft Corporation 5f9/2014

Malwarebytes Product version: 3.7.1.2839 Support link: hittp:fjmalwarebytes.com
Help lik: hittpsmalwarsbytes, com Size: 178 ME

N 1233 A
Gt 3h13fz0e

| >

© o] ] -o0noRE/ N,
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Nachster Schritt: manuelle Analyse

,NS.exe“ sucht nach verwendeten SMB Shares und sucht auch das lokale Netzwerk nach Fileservern ab

L) 50.197.226.53:3389 - Remaote Desktop Connection -

FFound share ~N192,168.172.4Disk Drive NewDomain
[-—Share “\192.168.172.4\Disk Drive NewDomain successfully mounted
[-Found share \\192.168.172.4\D_Drive

e —Share \\192.168.172.4\D_Drive successfully mounted
[ Found share \\192.168.172.4\Fax ~ 23 [ searchx
[-—S8hare “\\192.168.172.4\Fax successfully mounted
[-Found share \\192.168.172.4Filing
[-—Share \\192.168.172.4\Filing uuccessfully mounted
-Found share \\192,168.172. ©\NETLOGON
-—Share \N\192.168.172.4\NETLOGON successfully mounted e modified T
-Found share \\192.168.172.4\Purchasing
—Share \N\192.168.172.4\Purchasing successfully mounted 1012018 2:20 P
[-Found share \\192.168.172.4\Rigron :

—Share “\\192.168.172.4\RAgron successfully mounted
Found share \\192.168.172.4\Scans

—Share \\192.168.172.4\8cans successfully mounted 6/20193:33 M Application 2,215k8
-Found share \\192,168.172.4\Scanstest

-—Share “\\192.168.172.4\8canstest successfully mounted
[-Found share \\192.168.172 . 4Nsupport

-—Share \\192.168.172.4\support successfully mounted
[-Found share \\192,168.172. A\SYSUOL

[-—Share “\\192.168.172.4\8YSUOL successfully mounted
host 192.168.172.61 is up

fhost 192.168.172.62 is up

Windows Batch File

B Computer
a RECOVERY (A1)
8 oty (11192.168.1
&, ostcy
(s DATAPART1 (Dt}
( DatabaseBIUP (F:)
[=® Disk Drive NewDon
5 D_Drive (1192.16¢
8 Fax (il192. 166,17
8 Filing (14192, 168,1
5 NETLOGON (|19,
8 Purchasing (11132
8 RAgron (1192, 168
¥ seans (11192, 168.1
¥ Sranstest (1192, L

NS Date modified: 4/16/2019 3:33 Ar Date created: 3/13/2020 12:39 PM
Application Size: 125 KB

(o] -o0noRE/s T,

m[o[malo [x]




Nachster Schritt: manuelle Analyse

Vorhandene Backups werden manuell geldscht

BEE ITSECURITY

L) 147.0.132.142:3388 - Remote Desktop Connection
— - Process Hacker [DEDICATEDI\Administrator] + \_li‘_l
| | 3 Help
5 Refresh iZ3 Options | #8 Find handles or DLLs %* System information | [] [} 3¢ bac X
Processes | Services | Network | Disk
Name - PD (CPU I/Ototal.. Privateb.. Username Description
EE ( id_bglaunch.ex= 916 001 2642 MB_ DEDICA. Mdministrator _[Drive Background
L Iperivsexe 2872 x s [T 1perius Backup e =
L Iperius.exe 6040 020 b
=7 suchostexe 720 “ Home Home Restore Tools About
v o || R D N —d— 6 = 0600
8 Downlog
Backup job Last start Last resuit Status
Recentpl | Zaaec]
i 8 & Runbackup
-
[l 18 This PC & e
# Deskiop S Delete
Documef B Rename
& Downleg 2 Duplicat=
W Music 8 txport
" =] Pictures £ Showloglist
8 Videos B Configurstion file
a RECOVEI
i os(0)
a DATAPA|
2 sa DATA (F
CPU Usage: 4.08%  Physical memory: 4.57 GB (28.64%) P|
a Element:
€ Network
Bif
1% CHECKO|
1% DEDICAT] ) hepe: . periusbackup.com version 7.0.2
1% DESKTO)
18| DESKTOP-AKC813Q
1% DESKTOP-ASSD04N
Lr 1% DESKTOP-51DBIRC
[ S Arcuran T e
8 items
s
<

- B G Ne

1A

>

<0G EEmE s e

12.3.2020r.




Nachster Schritt: manuelle Analyse

& BEE TSECURITY

Mit dem Advanced Port Scanner werden mogliche Pfade zur Privilege Escalation gesucht

L) 192.227.89.119:3389 - Remote Desktop Connection

(% Advanced Port Scanner

File Actions Settings View

Status P Manufacturer MAC address
192.227.69.1 192227891 Cisco Systems, Inc ECA4476EDDAC
keshmirghawa.com 192227803 Microsoft Corperation 00:15:5D4ADESS
kashmirghaw.com 192227894 Microsoft Corperation 00:15:5DiEE:45:10
kashmirghawa.com 192227895 Microsoft Corperation 00:15:5D:8E:21:1E
WIN-WUBSXZSORMI 192227.897  Microsoft Corporation 00:15:5D:DD:06:22 192.227.69.12
kashmirghaws.com 102.227.808  Microsoft Corporation D0:15:5D:6B:95:A1 MAC: 00:15:5D:32:58:83
kashrmirghawa.com 192.227.899  Microsoft Corporation 00:15:50:CF:08:05 m:t"n';:;;_‘“"e" Microsoft Corporation
kashmirghawa.com 192.227.89.10  Microsoft Corporation 00:15:5DBEGC:ST User:

DESKTOP-H0ZB1LE 192.227.69.11  Microsoft Corporation 00:15:5DBEGCAC Type:
DESKTOP-HOZB1LE 1922278012 Microsoft Corporation 00:15:50:32:58:83 Date:
kashmirghaw.com 1922278013 Microsoft Corperation

DESKTOP-H02B1LB

Status: Alive
Operating system: Windows
IP:

Comments:
WIN-PYCE4EXLUTN 1922278914 Microseft Corporation [ service | Details

WIN-OELM3T62BVU 192.227.89.15 Microsoft Corporation 00:15:50:F4:E5:61

|m |Tunne\ s Microsoft SChannel TLS: unknown service |

kashmirghawa.com 192.227.89.16 Microsoft Corporation 00:15:50:4A:C4:D3
WIN-1ZFI30QTMKW 192.227.89.17 Microsoft Corporation 00:15:50:F9:F6:F2
kashmirghawa.com 192.227.89.18 Microsoft Corporation 00:15:50:D8:5E:8E
'WIN-0SQHCG362RD 192.227.89.19 Microsoft Corporation 00:15:50:21:00:0E
kashmirghawa.com 192.227.89.20 Micresoft Corporation 00:15:30:35:29:9C
ort Scanner kashmirghawa.com 192.227.89.21 Microsoft Corporation 00:15:30:CF:9%:03
WIN-E2XOCUB5Z9A 192.227.89.23 Microsoft Corporation 00:1 4E316
kashmirghawa.com 192.227.89.25 Microsoft Corporation 00:15:5D:4A:F7:0F
WIN-OUMCABIINTB 192.227.89.26 Microsoft Corporation 00:15:50:5C:49:75
kashmirghawa.com 192.227.89.28 Microsoft Corporation 00:15:50:79:4C:08
kashmirghawa.com 192.227.89.30 Microsoft Corporation 00:15:30:4A:F6:01
DESKTOP-H02B1LB 192.227.89.31 Microsoft Corporation 00:15:50:ED:FF:9B
kashmirghawa.com 192.227.89.32 Micresoft Corporation 00:15:50:31:E4:F1

27% Sa alive, 0 dead, 27 unknovn [E—

1236 PM
3/11/2020
>

o ds

08B E/ ﬂ;.:;zsm‘




Nachster Schritt: manuelle Analyse

Um weitere Zugangsdaten dafur zu erhalten wird u.a. mimikatz verwendet

BEE ITSECURITY

Result - Notepad

Edit Format View Help

tspkg

wdigest :
* Username : WIN-FUQ31S572ZK$
* Domain : WORKGROUP
* Password : (null)

kerberos :

ssp

credman :

Authentication Id : @ ; 3186205 (00000000:0038%1d)
Session : Interactive from 3
User Name © DWM-3
: Window Manager

Logon Server ¢ (null)
Logon Time © 3/10/2020 11:40:22 PM
SID © 5-1-5-98-8-3

LB

tspkg

wdigest :

* Username : WIN-FUQ31S572ZK$
10bit * Domain : WORKGROUP
Unlockes * Password : (null)

kerberos :

ssp :

credman :

Authentication Id : @ ; 3184416 (00000000:00309720)
Session : Interactive from 3
User Name : UMFD-3
Domain : Font Driver Host
Logon Server + (null)
Logon Time © 3/18/2020 11:40:22 PM
SID : 5-1-5-96-0-3

LE

tspkg :

wdigest :

* lleapnama  WTN_CINIISETI7HE

Windows (CRLF)

192.227.85.118:3389 - Remote Desktop Connection

mimikatz 2.1.1 x86 (0e.e0) [= | = e

Ln1,Col 1

>

~00osRB s

11.3.2020r.
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Das Finale: Cash-out

Verkauf

Wenige Dateien: Verkauf flr
|dentitatsdiebstahl

Viele Dateien: Verkauf fur weitere
Analysen (u.a. Datendiebstahl)




&» BEE ITSECURITY

@ Buy server X +
C Y @ dedic.top/server-buy/ o % M O® & =W O = ® | = 13‘ :

@DedicTop (primary contact) dedic.top dedic3000@xabber.org 0
dedic.one dedictop@exploit.im tickets/_{ swolfs v

22 Buy server Balance purchase history i sell server & Posts 0/0(Total / New) # Back to site

Buy server

-Sale of servers in our service is fully automated by buying from other users.

-Prodayutsya your own server for white goals, surfing the internet, again, when the task type "spam, brute, hacking 'email provider for clarification.

-When you issue a connection to the server bought (not suitable pass, the server is), create a ticket within the warranty time, the issue will be resolved in due course.
-Many answers to questions about the use and configuration of servers, you will find after reading our https://dedic.top/faq/

ON0N - Seller Reputation of servers sold in the format

- hover over the green icon to get information about the server

- this status means that there is no admin rights on the server, or has not been verified by the seller at all.

Puck Cxop

- Risk Score Server (44-75 - average risk),

75%

@ - click this icon to display the server on the map and find out of the IP.

Dear customer, before buying, please realize that the server is very fragile and unstable product
In the case of non-working product click the "Dispute" and wait for the check.

Provider type is taken from MaxMind. On the same checker taken GEO and Risk. Check the IP themselves before
purchasing.

Do not recommend to buy from sellers Return where more than successful sales. o
Before buying a server is checked "ping" and "data validity" to the server.
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@® @ Buy server X +

C 0 & dedic.top/server-buy/ o % M O® & ¥ 0 = ® = 11‘ :
showby 100 = Adminrights () Atype Any risk Speed Any

Country State / Region oc provider Search

Country State Town operating system Provider / Type Risk | Adminrights | Reputation | Price find the IP BlackList
Missouri kansas City Win2016s Accuserv ] 34 2 $10 find the IP Check

A K
sao Paulo So Paulo Win2019s fazon.com 34 $9 find the IP Check

Rede Nacional de
Federal District Braslia Associao Enfsmo find the IP
an e Pesquisa

(Business)

Corporation

find the IP
Multacom

Hessen Frankfurt am Main no info

. . X Amazon.com
Singapore Singapore no info find the IP

1-Net Singapore

find the IP
Pte

Singapore Singapore no info

Equinix Asia

find the IP
Pacific

Tokyo Tokyo
Mrida Telmex find the IP
Amazon.com

Tokyo find the IP

Sendai no info find the IP
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GlEele|e¢DO|O|EEEN ||@ eje|ele x BIE|>(KO|v|e|e|/|(v|s|r|k| BAlxBEAG| | ~SIFE

Cc B dedictop/server-add/add_type

ip;port;login;password;0%;Price;Admin Rights
ip;port;login;password
ip:port;login;password;35;Price;Admin Rights

ip:port;login;password

IP;Port; - IP 1 Port cepeepa (06a3aTenesHo YKA2LIEATL BCErna)

Login;Password; - norMH M napone cepeepa (06asarensHo yKa3biBaTh BCeraa)

05 (Win10, Win8, Win7, Win2008, Win2012s, Win2016s, Win2019s, Mac0$, Linux, Other, No Info); - o¢c cucTemMbl, NMCcaTh MMEeHHO TaK, {He obA3aTenLHLIA NapameTp)
Price; - (He 06Aa3aTensHLIA NapaMeTp,

Admin Rights (0-No, 1-Yes); - (He o6asaTensHbIW napamerp, )

BeeauTe CNMCOK CepEEpPOB, OAHA CTPOKA - OAMH CepBep.

MakcHMManeHoe KONMMUECTEO CTPOK 25WITYK

Mpumep:
45.7.60.96:1369;Home\Dffice;70197V;Win10;8;1
8.34.26.159:3389;12345;12345

*®
e e e e e e e e e e e e e e G e e e e e e e e g i
34.222.249 19,3389 EC2AMAZ- NUT FQUhadministrator S0 Win20165;5,1 *es
3.223.63.71;3389,EC2AMAZ-S0TGZ4B \administratorF WIN20165:5;1
104.208.218.17:338% CULPEPPER INtern W= Win2016s:4.0
13.89.59.80;3389;1 TO1CORENvan = Win2012s;3;1
40.77.64.99;3389, 1 TOTCORE van;F= TWin20125;8;1
40.122.214.127;3389,1T01CORENivanF Win20125:571
23.86.215.30;3389;0pnotellsjeanPE Win2016s;51
207242 551713389 ACT25ERVICES imecl ook = “Win20085:4.0

186.236.73.71,3389 ¥15U-5E3CDSCFEQVro0t; Win2016s:5.1

J06BaBWTh

2015 @ Developed by dedic.top MNpaewna cepenca  MOAUTUKE KOHPWOEHUMANEHOLTI
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° ;
Conversation Options Send To OTR &

© blofeld@jabb.... x | @ helll1@jabbe... x

® hell11@jabber.org

I'm not here night now

(23:37:48) hell11@jabber.org: canada u have

(23:40:25) hell11@jabber.org: ? ﬂ IcQ o %

(28.3.2020 r. 9:37:43)

akademec@exploit.im/86790809255967542527396100: . . - - . -

yes. how many ca u need? bl Chats %) . Abl_l)la Shiyanbola 55 price A % [
o ® Online o

(10:36:35)

akademec@exploit.im/86790809255967542527396100:

51.79.31.68 Q, Search

64.251,64.156
66.225.147.57
158.69.123.152
207.236.147.130
70.54.79.58 but u dont have broadband rdppls ...
15.223.18.199 2.5 NoKynaTens Kca Mar5 :
206.223.181.69 Wdym?

(11:38:44)
akademec@exploit.im/86790809255967542527396100: i
will be here in a few hours

(13:08:59) hell11@jabber.org: i need

(13:08:59) hell11@jabber.org: all of it

(13:09:11) hell11@jabber.org: 8 pieces

(13:09:12) hell11@jabber.org: send ur btc

(15:15:20)
akademec@exploit.im/86790809255967542527396100:
191tkUjqS90gS99kDdGp1lajBhognBdSxd

(15:17:58)
akademec@exploit.im/86790809255967542527396100:
https://privncte.com/291e5FVX#zMDZHMVLG

(15:18:1g) ollmy rdpis bruted man .
akademec@exploit.im/86790809255967542527396100: :
waiting for payment

(15:27:49) hell11@jabber.org: hi pease wait

(15:29:25) hell11@jabber.org: 8 x 3 - 24 usd

(15:29:35) hell11@jabber.org: 25 usd sent ! +15 bonus buy a 28 w @ @ please wait, i >
mask for corona virus Contacts Chats settings

(20:42:06)
akademec@exploit.im/603219224738862283722408: L
thanks bro) v

Yesterday ollis g{){)d" 2148

Abiola Shiyanbola 55 price

wallet pls yes ...

you welcome ...

Kro? Mar5

€ KAKOT MACKO? do u have broadband ?

2187

?
whot are you meen? _ ..

if you interest
broadbandrdp ...

nazarevAlishenko Mar2 imean hackedrdp ., ..
i have fresh usa o

‘ zmafia Mar2

can you checktoip , foryourbroadband? ,

@Eont ’ dk Insert ‘ @Smile! ‘ @Attention! & Unverified




é BEE ITSECURITY
Das Finale: Cash-out

Verkauf Cryptolocker

Wenige Dateien: Verkauf fr VerschlUsselung von einem / mehreren
|dentitatsdiebstahl Systemen

Viele Dateien: Verkauf fur weitere Wie in unserem Fall
Analysen (u.a. Datendiebstahl)

Forderung: zuerst 3k, dann 5k
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Der Verdienst ist durchaus verlockend

BLOCKCHAIN.COM Products Data Explorer Q Login Sign Up

BTC / Address USD

Addresses are identifiers which you use to send Bitcoin to another person

INVEST WITH AMFEIX
(Best performing fund of 2020) A
@ AM r= IX To invest with AMFEIX you first need Bitcoin which you can buy from us or Online. AM FEIX'COM \ I A

Visit our website for further services. I’ \
Check it now on AMFEIX.com

Address THLUWBOYEGV8q2XkhXo1nZEsDELFeX... B

Format BASE58 (P2PKH)

Transactions 400

Total Received $60,238.62

Total Sent $0,00




NUR EINMAL ANGENOMMEN:
WURDEN WIR VIELLEICHT AUF
DIE BITCOIN WALLET ZUGRIFF
BEKOMMEN?
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MFA ist dein Freund Feind

4= x ¢le|e|TOQERE |cl@HY(c|leleloeleRAE s K BDv|e|lel Vs |l EBAG G ~GE S|E|@ ]| @E HE]s|€] + =12
& (& @ login blockchain.com /#/login or Ty o

BLOCKCHAIN.COM

b lug]

C BozBpawecHuemM!
HoMap Ko WanbKa

3efed12f-chb8d-4da7-beB8-0f78079ace25

AR EHTHRHRELWOHHEIR HomMep Ballero Wallet ModHo HaHTH BHHEY
MABAF G SABKTBOHHOT 0 MM, KOTOROE Mbl BatM KOra-11Ge
OTARABNANK. HY¥HO HanomuHaHWe? OTnpassTe
WASHTHGHKALMOHHEIR HomMe s Mol o Wallet

MNapons
ssssssssssssnass
Kanus CMC

B98¢

MOETORHG GTNEAEMTE ChC

BoiTtun

Bxoj, yepes MoBuaeHOE yoTRolCTBO HysicHa nomowe?

Russian v HaHHble  Qeucteme  EBraor  lMNeoanspxks

~OQTCBRPBE S me 20
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Auto Logout ist dein Freund Feind

eve <[>| m

& support.blockchain.com ¢

=
E
+

5 matches Q~ log (%]

Auto L ogout

After a certain period of inactivity, you will automatically be logged out of your wallet. This is to help
ensure your privacy, especially if you're logging in on a shared computer or network.

By default, auto logout is set to 10 minutes, but you can adjust it to anywhere between 1-999 minutes.
Themes

Choose between five different themes - default, complement, grayscale, inverted, and dark mode - to
personalize your wallet interface.

Themes Default -

Try out different themes for the wallet.

Was this article helpful? b p

85 out of 93 found this helpful
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Tampermonkey To The Rescue

®
e
B
{l

i@ tampermonkey.net &; h ) s

By using this page you agree to our use of cookies to enhance your experience. m

EEC  Soarcntis paoe: BRI A

Tampermonkey®

by Jan Biniok

Support Changes Contribute About

Chrome Microsoft Edge Safari Firefox Opera Next Dolphin Browser UC Browser

Tampermonkey is the most popular userscript manager, with over 10 million users. It's available for Chrome, Microsoft Edge,
Safari, Opera Next, and Firefox.

Tampermonkey makes it very easy to manage your userscripts and provides features like a clear overview over the running scripts, a
built-in editor, ZIP-based import and export, automatic update checks and browser and cloud storage based synchronization.

This extension is installed in just a minute, so give it a try!

DOWNLOAD

Tampermonkey Tampermonkey
Safari 12+ | MacOS 10.13+ Safari 6-12
Multi-Language X Go To Mac App Store Free | Multi-Language X Download
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Tampermonkey To The Rescue

B logout script Free Mode
—_—¢logout script . (no function selected) . 4. « #< R

(function() {

'use strict';

jQuery('body').on('click',"button[data-e2e="'1logoutLink']", function(event) {
event.preventDefault();
event.stopPropagation();

$("body").append('<div id="mylog" style="background-color:rgb(13, 53, 120);display:block;positio
$("button[data-e2e='logoutLink']").parent("div").hide()

Logout Button deaktivieren
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Tampermonkey To The Rescue

B stay signed in Free Mode
- __ ““W(staysignedin. [anonymous]. 4. W. #_. K

(function() {
‘use strict';
window.setInterval(function() {
$("button[data—e2e="'dashboardLink']").click()|
},3%60%x1000)
¥) ()

Auto Logout deaktivieren
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aSic) (e MULECRELR B

Fal
.8

Gl ~EEEel R Bk

£l
L

< eleleleleeTOCEEE | () EeRRRR 4 +

- & @ loginbledichain.com&home

BLOCKCHAIN.COM 4 =ena

[otal Balance

$1383,88 We built our own ex s Got Startod

Instanty access more

M Dashboard

& Se $1 383,88 Bitcoin (BTC) v

SINE[ Toral Cumrent Frice
$5 398,27
© vuspoigital 50,00
Eormav Bitcoin 3102815
fardviars

o Ether “oRs
© .soDidita

L $25755
Bitcoin Cash e

O evne &) stzlar $0,00
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G < eleleleeleTOCGEE | BL EeRRRRESIMEN el vic] X EXBERSEolER [Nl Bole-dzld + =l

—

c

B |oginblodchain.com #hom e

24 Send Bitcoin

Currency Fram

) Bitcain My Bitcain Wallet (0,180

Ta
TEH]HyLwlzggFtasD J2tLPnwu?HEbGzBEBE %ﬁ

Your BTC wallet notw supparts Blpmy Urls Lesth msre ¥

At e
0.0z = Q00000546

Ceserlpzlon O

[ Elaskehaln carm Marmly Faes| 1

Customize Fee

Estirmated confirmation Jime 14 howor

v @
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Wie konnen wir uns schiutzen?

r@" Multi Faktor Authentifizierung verwenden

L\—/4 Benutzername und Passwort reicht heute nicht mehr aus um unsere Konten abzusichern!

RDP gehdrt nicht ins Internet
Es sollte immer eine entsprechende Gateway Losung oder ein VPN vorgeschalten werden.

() Unbedingt Lockout Policies einsetzen
' Mit ,Smart Lockouts” bietet ADFS hier eine gute Losung fur externe Portale.

@ Mitarbeiter schulen
Durch Awareness Trainings lernen die Mitarbeiter wie wichtig sichere Passworter sind

IT Systeme harten (Empfehlung: Purple Teaming)
— Gefahrliche Datentypen deaktivieren; Powershell einschranken, ...







@» Bee IT Security Consulting GmbH
Nibelungenstral3e 37, A-3123 Schweinern

\/

BEE ITSECURITY

Florian Bogner
Information Security Expert

L 143 660 123 9 454
X florian@bee-itsecurity.at
@ https://www.bee-itsecurity.at
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