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Passwort vergessen?

DNS-Schwachstellen in Webapplikationen
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Ubersicht

Es war einmal...

DNS-Schwachstellen in Webapplikationen?

DNS-Schwachstellen und wie diese zu finden sind

DNS-Schwachstellen!

(Andere Angriffsvektoren)
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Es war einmal... — Exploit-Chain zum Domain Admin

PRTG () A,
NETWORK CVE-2018-9276 Putauuetstsyy s

"## v ##' Vincent LE TOUX
MON ITOR " > https://pingca

A
@ |
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Es war einmal... — Passwort vergessen?

PRTG ()
NETWORK
MONITOR

PRTG Network Monitor (DESKTOP-Login)

Login Name

Password

» |Forgot password?|
* Need help?
* Download apps for Windows, mac05, iOS, Android (optional)
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Es war einmal... — Exploit-Chain zum Domain Admin

~)
*  ARP-Spoofing EE}:&’ORK
* Passwort vergessen MONITOR
* Rucksetzungs-URL erhalten PRTG Network Monitor (DESKTOP-Login)

« Admin-Passwort zuruicksetzen
« CVE-2018-9276 — RCE

Login Name
« NTLM-Hash von Domain Admin auslesen
¢ 777 Password
*  Profit
PRTG \’ B ?IFurgﬂt passwnrd‘?l

NETWORK CVE-2018-9276
MONITOR

* Need help?

* Download apps for Windows, mac0S, i05, Android (optional)
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DNS-Schwachstellen in Webapplikationen? — E-Mail-Versand

-> DNS-Resolver:
gmail.com IN MX

1 2 -> DNS:
gmail.com IN MX
4 3

webapplikation DNS-Resolver ~> DNS-Resolver (Cache):
gmail.com IN MX mx.gmail.com

5 mx.gmail.com IN A 1.2.3.4

-> Webapplikation:
gmail.com IN MX mx.gmail.com
mx.gmail.com IN A 1.2.3.4

E-Mail an 1.2.3.4

E-Mail-Server @ @

(Empfanger)
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DNS-Schwachstellen in Webapplikationen? — E-Mail-Versand + Angreifer

1 2

- 5 -4

ikation DNS-Resolver

(6)

- ) —P

B
Angreifer

E-Mall-Server
(Empfanger)

E-Malil-Server
(Angreifer)

Title: SEC Consult // Passwort vergessen? DNS-Schwachstellen in Webapplikationen | Responsible: T. Longin | Version / Date: V1.0/2021-09 | Confidentiality Class: public

-> DNS-Resolver:

gmail.com IN
-> DNS:
gmail.com IN
-> DNS:
gmail.com IN

mx.bad.com IN

-> DNS-Resolver
gmail.com IN
mx.bad.com IN

MX

MX

MX mx.bad.com
A 13.33.33.37

(Cache):
MX mx.bad.com
A 13.33.33.37

-> Webapplikation:

gmail.com IN
mx.bad.com IN

MX mx.bad.com
A 13.33.33.37

E-Mail an 13.33.33.37
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DNS-Schwachstellen in Webapplikationen? — Dan Kaminsky

Dan Kaminsky:
Black Ops 2008: It's The End Of The Cache As We Know It
Kaminsky-Angriff

Email address Email:

Welcome to the Skeleton K&
Key.

PayPal password

ggggggggggggg

Log In

Sbiiibiie™ Mdil address or
password

It’s By Design.

New o FayPal? Sign up.

Log In Sign Up! .‘J Windows Live ID:
). | Are you protected?
./ | Create your sign-in seal.

Passworj® | (Why?)
email: [ [ ot |
password: | Bl Remember me on this comp Yahoo! I
[Oren b p d
B rRemember Me m
Sio free2rhyme@y oom

Forgot your password?

g Password:
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https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kaminsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf
https://www.blackhat.com/presentations/bh-jp-08/bh-jp-08-Kaminsky/BlackHat-Japan-08-Kaminsky-DNS08-BlackOps.pdf

DNS-Schwachstellen und wie diese zu finden sind — Analyse-Server

analyse.example

1—> 2 >
pra— | -—3

Webapplikation DNS-Resolver ADNS
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DNS-Schwachstellen und wie diese zu finden sind — Analyse-Server

analyse.example

Analyse-Server

i 2 > 33—
+—06 <+——5 -4

Webapplikation DNS-Resolver DNS-Proxy ADNS
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DNS-Schwachstellen und wie diese zu finden sind — Testablauf

analyse.example

=P test@01XX000001.analyse.example

Analyse-Server

-

-

!‘

Webapplikation DNS-Resolver DNS-Proxy ADNS
"000001"

I
Log-Datel

E

Tester
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DNS-Schwachstellen und wie diese zu finden sind — Angriffsvoraussetzungen

Aktiv:
IP-Fragmentierung
Bailiwick-Tests
analyse.example Query-LOODS

= test@01XX000001.analyse.example

Analyse-Server N
Passiv:
< - - UDP-Source-Ports
Webﬁpplika:c'ion DNS-Resolver DNS - Proxy ADNS DNSSEC
00000 Log-éatei DNS-Cookies
EDNS-Max-Size
0x20-Enkodierung

Tester TCP
Verwendete IP-Adressen
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DNS-Schwachstellen und wie diese zu finden sind — DNS Reset Checker

DNS-Reset-Checker

Analysis of domain identifier: 001337

General Info

Number of DNS resolver IPs: 3

Public DNS resolvers: Outgoing IP addresses of big public DNS resolvers: 0 / 3
Number of queries received: 62

Active methods probed: ip_fragmentation, edns_removal

EDNS maximum size: Not all DNS requests specified a response size.

DNS cookies: At least one DNS query did not include a DNS cookie.

DMNSSEC: At least one DNS query did not require DNSSEC.

Source Port

Removal of EDNS (OPT): A response with a missing EDNS record was returned by the server and accepted by the resolver.

IP fragmentation: An IP fragmented response was returned by the server but denied by the resolver.
0x20 Encoding: At least one DNS query did not use 0x20 encoding.

© 2021 SEC Consult | All rights reserved
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The-Login Update READMEmd ..

et-Checker

logs.sh
start.sh

stop.sh

an atos company 14 von 23


https://github.com/The-Login/DNS-Reset-Checker

DNS-Schwachstellen und wie diese zu finden sind — Jetzt registrieren!

-

146 Webapplikationen

20h reines Registrieren
A Ty
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DNS-Schwachstellen! — Inkrementelle Source-Ports

60k
50k
40k
30k

20 D GIDEDISEEIEIDOGINNEINGG €D ED Gyt

10k

Source Port

0 100 200 300 400

Request Number
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DNS-Schwachstellen! — Inkrementelle Source-Ports

Erratbare Source-Ports
Kaminsky-Angriff
moglich

60k
50k
40k
30k

Ll ——— L L

10k

Source Port

0 100 200 300 400

Request Number
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DNS-Schwachstellen! — Kaminsky-Angriff

16 Bit Source-Port

16 Bit DNS-ID

~4,294 Mrd. Mdglichkeiten

VS.

O Bit Source-Port
16 Bit DNS-ID
~65000 Maoglichkeiten

Angreifer

Angreifer
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DNS-Schwachstellen! — Statische Source-Ports

60k
50k

40k

30k ....:::o.wuonomwowouano.n. e
20k ".“.

Source Port

01
000' o oo .o"o

10k

0 20 40 60 80 100

Request Number

SEC Consult

Title: SEC Consult // Passwort vergessen? DNS-Schwachstellen in Webapplikationen | Responsible: T. Longin | Version / Date: V1.0/2021-09 | Confidentiality Class: public
© 2021 SEC Consult | All rights reserved an atos company

19 von 23



DNS-Schwachstellen! — Statische Source-Ports

Erratbare Source-Ports
Kaminsky-Angriff
moglich

60k
50k

40k

30kl.......w.....mw.w0"ww“?.w.
20k ....... .......... ... ..... .. ... .. .....‘

Source Port

10k

0] 20 40 60 80 100

Request Number
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DNS-Schwachstellen! — Ergebnisse

Kaminsky-Angriff: 2 von 146

IP-Fragmentierungs-Angriff: 62 von 146
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DNS-Schwachstellen! — Finden und verhindern

Finden von DNS-Schwachstellen:
* DNS Reset Checker
- TBD: Burp Collaborator

Gegenmal3nahmen fur DNS-Angriffe:
- DNSSEC und Best Practices
»  Grol3e DNS-Provider (Google, Cloudflare, Cisco, etc.)

Gegenmal3nahmen flur erfolgreiche DNS-Angriffe:
« TLS ("No need for black chambers: Testing TLS in the e-mail ecosystem at large”)
- 2FA
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https://github.com/The-Login/DNS-Reset-Checker
https://doi.org/10.1109/ARES.2016.11
https://developers.google.com/speed/public-dns/docs/security
https://dnsflagday.net/2020/#action-dns-resolver-operators

Fragen?

'ﬁ James Kettle

Using oldschool DNS attacks to pwn password resets.

It's amazing that this still works - awesome finding by
!

Forgot password? Taking over user accounts Kaminsky style

Log in to Twitter

SEC Consult
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https://sec-consult.com/blog/detail/forgot-password-taking-over-user-accounts-kaminsky-style/

Andere Angriffsvektoren

Alles was das DNS verwendet:
“Passwort vergessen”-Funktion
Domain Validation
NTP

Und vieles mehr!
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https://sec-consult.com/blog/detail/forgot-password-taking-over-user-accounts-kaminsky-style/
https://doi.org/10.1145/3243734.3243790
https://doi.org/10.1109/DSN48063.2020.00043

Andere Angriffsvektoren — Umsetzbarkeit
Amit Klein

Markus Brandt . .
Tlanxiang Dal

Domain Validation++ For MitM-Resilient PKI

Michael Waidner
Haya Shulman
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