The value of (missing) security.
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Q: Who gets hacked?




Everybody!

Image credit: an
excellent twitter thread
[1] on ransomware
“targeting”.

Hat-tip @uuallen

Ransomware Attacks by Industry 2020 and 2021
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0: How do we know how much to spend?




Initial access brokers are
willing to spend up 100k
for access to 100 M dollar
companies in the USA,
averaging around 50k
when doing so[1].

Ransom Sums by Family (USD)

CryptoLocker
$1,223,971,042.45

Qlocker
$663,817,894 .46

Cerber
$79,441,060.73



A decade of BTC ransoms is not an emergency anymore.
This is what ransomware

looks like if you take the
long and log view of a
decade of activity.
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How do they determine
their initial ransom price?
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of fetching bigger

ransoms?




5% of ARR

General trend in negotiating[3]




10-40%

Of the ransomware insurance claim is the ransom.



10-50% of ARR



Q: How frequently are we hit?




Ransom Occurrences by Family

Cerber

Perhaps you don't want to B
talk about old malware,

because it doesn’t help

you sell new products.

CryptoLocker
722986

However, | do...because it
helps me estimate if we're
getting better or worse.

nAck Sodinokibi QLocker
194 2981
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Ransom occurrences from all BTC by day of week with Error Bands (95% confidence)
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2-3%

Of companies are hit annually[4]



1.5% of ARR

Is a good budget for ransomware prevention!



Q: How do we know if we are doing the right things?




Are you patching the right vulnerabilities?

Only 4% of Of those with public
vulnerabilities have exploits, 80% have
public exploits the exploit published

Householder, A.D., Chrabaszcz, J., Novelly, T., Warren, D.

and Spring, J.M., 2020. Historical analysis of exploit (2 3 d ayS) befo re th e

availability timelines. In 13th {USENIX} Workshop on
Cyber Security Experimentation and Test ({CSET} 20). CVE

Chen 2020,
https://unit42.paloaltonetworks.com/state-of-exploit-deve

lopment/



https://unit42.paloaltonetworks.com/state-of-exploit-development/
https://unit42.paloaltonetworks.com/state-of-exploit-development/

This graph is essentially
what | learned as a
penetration tester of
industrial systems and
critical infrastructure over
the 4 years of my youth.
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CVE Seen in Malicious Use Over Time
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count

CVEs with exploits in ExploitDB according to MITRE
11696 total
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Exploit Prediction Scoring System @ FIRST.org

Top rated CVEs from the last ninety days
We selected the 48 highest rated CVEs published in the last 90 days. They are shown here with the CVE and EPSS score.
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Q: How do we know how effective those treatments are?




Using counter factuals to understand impact
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Sometimes you have to invent the scale of the harm first.

REARIMAN Journal of Cyber Policy > Enter keywords, authors, DOI, ORCID ¢
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bandwidth capacity % of protocol contribution
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Q: A short crisis for you, business as usual for criminals?




Weeks between first and last known ransoms
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0: What if we could get ahead of the problems?




Seasonal plot of monthly published CVE to mid-2019
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Q: If we did all that and there’s residual risk, is this

actually a public health problem?




Averages don’t characterise the heavy tails of
ransoms
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So how big is the ransomware industry?




$10,909,589,702



$492,967,698,285



Sum of Ransoms
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Thank you!

@blackswanburst

SOLVING
CYBER RISK

PROTECTING YOUR
COMPANY AND SOCIETY

ANDREW COBURN « EIREANN LEVERETT « GORDON WOO

WILEY
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