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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/09/06075839/H1_2018_ICS_REPORT_v1.0_ENG_05092018.pdf

Good News...?
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https://media.kasperskycontenthub.com/wp-content/uploads/sites/43/2018/09/06075839/H1_2018_ICS_REPORT_v1.0_ENG_05092018.pdf
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https://www.shodan.io/
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https://www.shodan.io/



6

https://www.infosecurity-magazine.com/news/hackers-say-windows-8-10-easiest



7

https://www.theregister.co.uk/2018/06/18/physically_hacking_scada_infosec/
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https://threatpost.com/insecure-scada-systems-blamed-in-rash-of-pipeline-data-network-attacks/130952/
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Purdue Model

§ ISA-99, IEC-62443, RMF 

§ Effective Layered Security Model

§ Aligns to Fortinet Fabric

§ Logical Level Approach  

§ Focused on Business requirements
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Strukturierte Herangehensweise

This publication is available free of charge from:
http://dx.doi.org/10.6028/NIST.SP.800-82r2 T
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§ 4.1 Business Case for Security 
§ 4.1.4 Presenting the Business Case to Leadership 
§ 4.4 Define ICS-specific Security Policies and Procedures
§ 4.5 Implement an ICS Security Risk Management Framework 
§ 4.5.1 Categorize ICS Systems and Networks Assets 
§ 4.5.2 Select ICS Security Controls 
§ 4.5.3 Perform Risk Assessment 
§ 4.5.4 Implement the Security Controls 

Strukturierte Herangehensweise
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https://me.me/i/come-on-guys-its-not-rocket-science-1-3-1016-7-5-
dcb4d82b649b4a788cf1002db5be1478



14

Schritt 1: Finde alle Geräte
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Schritt 2: Erkenne die Kommunikationsbeziehungen

Internet
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Wie alles begann...
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Rapid SCADA Modbus Parser
http://modbus.rapidscada.net/

Wireshark:

FortiGate Logs:
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