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The Five Functions | NIST

Identify

Protect

Detect

Respond

Recover
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How to implement a SOC in an SMB?





SOC Enablers

People

Process

Technology



Consolidate CND Under
One Organization

Monitoring 
and Triage

Incident 
Analysis and 

Response

Threat 
Intelligence 
Collection

SOC System 
Administration

SOC Tool 
Engineering

I



Insourcing
Perform all the activities within 
the SOC from within customer 

environment

Co-sourcing
Outsource certain activities to a 

third party whilst retaining 
critical components within 

customer
Outsourcing

Engage a third party to perform 
SOC activities on behalf of 

customer

Achieve Balance Between
Size and Agility

II



Give the SOC the Authority
to Do Its Job

Mission

Budget

SOC

Authority

III



Do a Few Things Well IV

…
Scanning 

and 
Assessment

Intel and 
Trending

Real-Time 
Analysis

SOC Tool 
Life-Cycle 
Support

Incident 
Analysis and 

Response



Favor Staff Quality
over Quantity

V

With the right tools, one good analyst can do the job of 

100 mediocre ones.

Analyst quality is vastly more important than analyst 

quantity.



Maximize the Value of
Technology Purchases

VI



Exercise Discrimination in
the Data you Gather

VII

Security 
Operations 

Center

Windows 
Event Log

Linux Log 
Files

DNS 
Requests

NetFlow / 
PCAP

Anti-Virus / 
Anti-Spam

Firewall  / 
IPS

Vuln. 
Scanner



Protect the SOC Mission VIII

Never join SOC monitoring infrastructure, sensors, analysis 

workstations, or any other SOC equipment to the general 

constituency’s Windows domain.

Integration
Insulation



Consume Available
Cyber Threat Intelligence

IX



Stop. Think. Respond … Calmly X



SOC Enablers

People

Process

Technology



JUST DO IT.


