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Internet of Dongs
a long way to a vibrant future
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…a long way to a thesis…
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Internet of Things
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Internet of Dildos

Ted Nelson…

Coined…

• Transclusion

• Virtuality

• Intertwingularity

• Teledildonics
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ComputerLib Dream Machines
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ComputerLib Dream Machines
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ComputerLib Dream Machines
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Test Devices
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Test Devices
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Vibtratissimo Panty Buster
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Vibtratissimo Panty Buster
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• Remote Control via Bluetooth and Web

• Social Media Like Functionality

• Chats

• Group Chats

• Image Galeries

• Video/Sound Control
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Panty Buster - Analysis
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Panty Buster - Analysis
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• Software

• Hardware

• Transportlayer
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Information Disclosure
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• .DS_STORE[1] file in webroot

• Side-Channel Directory listing

• Decode with Python [2]

[1] https://wiki.mozilla.org/DS_Store_File_Format

[2] https://pypi.org/project/ds_store/

https://wiki.mozilla.org/DS_Store_File_Format
https://pypi.org/project/ds_store/
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.DS_STORE File Contents

__MACOSX

products

Include

images

imprint.html

faq_.html

chat

gchat

IP2Location.php

de

confirmDeletion.php

databases
pictureManager.php

081114NutzungsbedingungenAPPEnglisch.pdf

Classes

ld.zip

081114WiderrufsbelehrungAPPDeutsch.pdf

index.html

en

gchat5001
guserManager.php

mail_images

example.php
oldpage

fonts

impressum.html

assets

Config
agb.php

agb_status.php

mail.php

C7141BB3A2502BB2445236E683F0E5F8.txt

phpmailer
app_version.ini

agb_confirmation.php

docs

js

css

081114NutzungsbedingungenAPPDeutsch.pdf

.DS_Store
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GET /config/config.php.inc

;;;;;;;;;;;; ;;; Database configuration file ;;;Vibratissimo Server ;;;;;;;;;;;;;;;;;;;;;;;

db_host="localhost„

db_name="vibratissimo" 

db_user=" redacted"

db_pass=„redacted"
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Customer Database Credential Disclosure
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;;;;;;;;;;;; ;;; Database configuration file ;;;Vibratissimo Server ;;;;;;;;;;;;;;;;;;;;;;;

db_host="localhost„

db_name="vibratissimo" 

db_user=" redacted"

db_pass=„redacted"
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Customer Database Credential Disclosure
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Exposed Admin. Interfaces
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nmap vibratissimo.com -p-

Stats: 0:00:59 elapsed; 0 hosts completed (1 up), 1 undergoing Connect Scan

Connect Scan Timing: About 95.26% done; ETC: 09:05 (0:00:02 remaining)

Nmap scan report for vibratissimo.com (188.40.117.72)

Host is up (0.048s latency).

Not shown: 65519 closed ports

PORT     STATE    SERVICE

21/tcp open     ftp

22/tcp open     ssh

25/tcp open     smtp

53/tcp open     domain

80/tcp open     http

110/tcp open     pop3

143/tcp open     imap

443/tcp open     https

587/tcp open     submission

4949/tcp open     munin

5001/tcp open     commplex-link

8080/tcp open     http-proxy

8081/tcp open     blackice-icecap

8082/tcp open     blackice-alerts
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Exposed administrative Interfaces
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Exposed administrative Interfaces
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Insecure Direct Object 

Reference
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Insecure Direct Object Reference 

Request

/userManager.php?getGallery&use
rname=a&password=b&id=1337

Response

Response
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Insecure Direct Object Reference 

Request

/userManager.php?getUser&userna
me=a&password=b&id=69

Response

Response
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Insecure Direct Object Reference 
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• Everything stored on the server is renamed to a global ID e.g

• Profilepictures

• /images/$id.png

• Galleries

• /galleries/$id.png

• Messages

• /messages/$id.png

• ID ++

• No Authorization Checks 
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Insecure Direct Object Reference 
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for x in {1..$i}; do wget
https://vibratissimo.com/userPictures/$x.png
; done
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Improper Authentication
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Improper Authentication Mechanism
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• Weird implementation

• HTTP-Basic like (just a little bit worse)

• Every request is „authenticated“ with username/password as GET in cleartext

/userManager.php?getUser&username=$sectest&password=$password

/userManager.php?setProfile&username=$sectest&password=$password

/userManager.php?setAge&username=$sectest&password=$password

/userManager.php?setPassword&username=$sectest&password=$password
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Remote Pleasure v1.0
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Missing  Authentication  in  Remote  Control
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• Remote Control via Link

• SMS

• E-Mail

• No extra confirmation needed
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Missing  Authentication  in  Remote  Control
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https://vibratissimo.com/quickControl.php?id=65535
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Missing  Authentication  in  Remote  Control
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• Quick control ID is a global counter again…

• Can be easily “attacked”:

1. Download App

2. Create your own quick control link

3. Decrement the ID and pleasure a random stranger 

on the internet

4. ???

5. Profit!



© 2018 SEC Consult | All rights reserved

Title: SEC Consult // Internet of Dongs. | Responsible: W. Schober| Version / Date: V1.0/2018-11 | Confidentiality Class: Public



© 2018 SEC Consult | All rights reserved

Cross-Site-Scripting

HTTPS WHO?

Outdated Software
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Misc.
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Transportlayer
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• Bluetooth LE 

• Bluetooth LE Security Basics

• Authentication/Encryption
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Bluetooth LE
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Bluetooth LE
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• Works basically like a Web API
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Bluetooth LE Security Basics
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• AES-CCM (Counter CBC with Mac)

• Considered secure

• Security depends on Key Exchange

• Key Exchange is defined as „Pairing Method“

• Only one device can connect at a time”
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Bluetooth LE Pairing
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• No Pairing

• Just Works ™

• Out of Band (OOB) Pairing

• Passkey

• Numeric Comparison
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Numeric comparison
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Passkey
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Out of band Pairing (OOB)
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• As the name already suggests… it just works!

• TK is set to 0.

• STK can be bruteforced with ease 

• offers no way of verifying the devices taking part → no MitM protection

Just Works ™
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Bluetooth LE Pairing
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Bluetooth LE Pairing
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• No Pairing

• Just Works ™

• Out of Band (OOB) Pairing

• Passkey

• Numeric Comparison
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Unauthenticated Bluetooth LE Connections
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• Android/iOS App just throws commands into the air

• If a device is nearby is starts to vibrate

• Easily exploitable:

• Sniff real traffic

• Repeat traffic
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Bluefruit LE Sniffer
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Bluetooth Protocol Reversing
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• Handle 0x001f → 0x03 (Init packet)

• handle 0x0025 → 0x00 – 0xff (Vibration intensity)

Bluetooth Protocol Reversing
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Demo Time!
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Time for War-dildoing!
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Law and Order!
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Remote Pleasure == Rape?

Scenario: Evil attacker starts wardildoing script in 

Vienna U-Bahn.
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Austrian Law
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• §201 (Vergewaltigung)/§202 (Nötigung)

• Gewalt

• Drohung

• Freiheitsentzug

• §218 ("Po-Grapsch Paragraph")

• Ungewollte geschlechtliche Handlung mittels 

Gegenstand
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Hardware
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• Firmware updates not possible

• Debug interfaces
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Hardware
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One more thing…
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Swinger Club Problem
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Haben Sie noch Fragen?
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Sie erreichen uns jederzeit unter office@sec-consult.com

SEC Consult ist immer auf der Suche nach neuen Talenten.

Aktuelle Stellenausschreibungen in unserem Team finden Sie unter

https://www.sec-consult.com/karriere/

mailto:office@sec-consult.com
https://www.sec-consult.com/karriere/


© 2018 SEC Consult | All rights reserved

Title: SEC Consult // Internet of Dongs. | Responsible: W. Schober| Version / Date: V1.0/2018-11 | Confidentiality Class: Public


