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Mobile Penetration

Testing Basics
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Fast feedback loop

Validation

Business Requirements Development Operations

Incremental l Dedicated Vulnerability } ‘

Threat Modeling  gact pentesting scanning
N Monitoring |

DAST Periodic pentesting
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Preparation

Phases of Intelligence Gathering

Mobile

e Mapping the Application

fests Exploitation

Reporting



White-Box Testing

Testing Black-Box Testing
Principles

Gray-Box Testing
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m Static Source Code Analysis

e Manual Code Review
e Automated Source Code Analysis

mm Dynamic Source Code Analysis

e Automated Scanning Tools = FALSE-
POSITIVES!

e Clipboard
e Fuzzing > “Spray and Pray!“
e Penetration Testing
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Xcode and its simulator

What Tools
and Gear do

Some jailbroken iPhones...

you nheed?

USB Cable for Connection

Cydia, Needle, Frida and a Reverse Enginnering

Tool (e.g. Hopper), Burp Suite (Pro), Wireshark
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. M1 — Improper Plattform Usage
M2 — Insecure Data Storage
OWASP
Moblle TOp 10 . M3 — Insecure Communication

— Part | M4 — Insecure Authentication
M5— Insecure Cryptography
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M6 — Insecure Authorization

M7 — Client Code Quality

OWASP
Mobile Top 10

M8 — Code Tampering

— Part 2

M10 — Extraneous Functionality
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Software Engineering

of an i0OS App




Native Apps

Web Apps
Hybrid Apps

Progressiv Web Apps
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What you
need to Xcode
develop

an 10S Some kind of an idea

ApPp

A tiny little bit of software engineering
skills
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Deploying our first iOS App to the Simulator
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Testing our first iOS App in the Simulator
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Shipping to the

Customer ©

Because it seems really secure!




Hang on a minute!

JThere is something missing, is not it?“
,What is this security thing? It is overrated**
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Address 0x1000037¢7, Segment _TEXT, _main + 39, Section __text, fie offset 0x37¢7 - Alt+Mouse, or tackpad gesture 1o 2o00m - Double-tap 1o focus on a block
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How to prevent Security
Issues with Threat

Modeling
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Usmg STRIDE per Interactlon to Iolentlfy
Threats in our Scenario

User sends key

Checking the X
plaintext key

Design Issue found: Key is stored in plaintext!
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Attack Libraries to ident

Threats as well
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Mobile Top 10 2016-M2-Insecure Data Storage

+ Mi-Improper Platiorm Usage

Application Specific

Chapters

S Threats agents inctude the following
Events an adversary that has attained a
Funding lostistolen mobie device; malware of
Govomance lanather repackaged app acting on
R the adversary's behalf that executos
ag Lo lon the mabile device.

‘Membership

Morchandiso

Prosentatons

Pross

Projects

Supporting Partners
Video

Rotorerco
Actties
Altacks
Cade Snippets
Controls
Glossary
How To.
Java Projoct

NET Project

Principles.
Tochologies
Treoat Agents
Vurerabines

Tools
What finks hece
Relatod changes
Specal pages.
Printable vorsion
Pormanert Inic
Page information

in the event that an adversary
[physically attains the mobile device,
lthe adversary hooks up the mobile
ldevice to a computer with freely
avaitable software. These tools allow
fthe adversary to see all third party
lapplication directaries that often
|contain stored personally identifiable
information (P1I) o other sensitive
information assets. An adversary may
fconstruct malware or modity a
legitimate app to steal such
information assets.

2016 Table of Contents

2016 Mobile Top 10 List

Prevalence COMMON Detectability AVERAGE

insecure data storage vuinerabilities occur when development teams
|assume that users or mahware will not have access to a mobile device's
lesystem and sensitive ind on the
|device. Filesystems are easily accessible. Organizations should expect a
Imalicious user or malware 1o inspect sensitive data stores. Usage of poor
fencryption libraries is to be avoided. Rooting o jaltbreaking a mobile device
fcircumvents any encryption protections. When data is not protected properly,
specialized tools are all that is needed to view application data.

[This can result in data loss, in the
Ibest case for one user, and in the
Iworst case for many users. It may
lalso result in the following technical
impacts: extraction of the app's
[sensitive information via mobile
Imalware, modified apps or forensic
ftools.

[The nature of the business impact is
Inighty dependent upon the nature of
fthe information stolen. Insecure data
Imay result in the following business
mpacts:

« Identity theft;

« Privacy violation;

« Fraud;

« Reputation damage;

« External policy violation (PCI); or
« Material loss.

M3-Insecure Communication —
Application / Business Specific

insecure data storage vulnerabililies

typically load to the following

lbusiness risks for the organization

|that owns the risk app:

+ Identity Theft

« Fraud

+ Reputation Damage

+ External Poicy Violation (PCI); or

+ Material Loss.

limited to, the following:

« SQL databases;

+ Log files;

« XML data stores ou manitest files;
+ Binary data stores;

« Cookio stores;

Am | Vulnerable To 'Insecure Data Storage'?

This category insecure data storage and unintended data leakage. Data stored insecurely includes, but is not

types of foatures :

« Kayboard press caching;
+ Copy/Paste buffer caching;
« Application backgrounding;

How Do | Prevent 'Insecure Data Storage'?

Itis important to threat model your mobile app, OS, platforms and frameworks 1o understand the information
assats the app processes and how the APIs handle those assets. It is crucial 1o see how they handie the following

« URL caching (both request and response);
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Threat Modeling combined with iOS

- App Development

Fast feedback loop

Validation

|

Business Requirements Development »  Operations

4

Incremental

Dedicated Vulnerability ‘
Threat Modeling

pentesting scanning

Monitoring |
DAST Periodic pentesting
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Thanks for your attention!

« #GotAnyQuestions?
hello@snapsec.at

« #InteresstedIinMobilePentesting?
OWASP MSTG

* #ThanksToFHSTP
fhstp.ac.at
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