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If you become a monoculture,
you are at great risk of perishing.

Georg M. Church
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Monocultures
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2014: Heartbleed

http://heartbleed.com/
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OpenSSL

2014: 55 %
Z. Durumeric et al. “The Matter of Heartbleed”. IMC. 2014.

2017: 84 %
M. Nemec et al. “Measuring Popularity of Cryptographic Libraries in Internet-Wide Scans”. ACSAC. 2017.
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2016: Mirai
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2018: Meltdown/Spectre

https://meltdownattack.com/
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If you become a monoculture,
you are at great risk of perishing.

Georg M. Church
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Diversity
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Design Diversity

(N-Version Programming)

http://csis.pace.edu/~marchese/SE616_New/Sum_13/Sum_13.htm
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BoringSSL

Bouncy Castle
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Inherent N-Version Programming
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From theory
to practice
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Open Questions

1. Which technologies are used on the

Internet?

2. How is diversity on the Internet

determined?

3. Which strategies might lead to a more

diverse Internet?
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