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https://noe.orf.at/v2/news/stories/2965733/
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[ Kategorie 1 - im ublchen Ausmat
|

| i Kategorie 2 — uber das abliche Ausmal
hinausgehend
{
Kategorie 3 — mittelstarker Befall

!
. Kategorie 4 — starker Befall, flachenhattes
aufireten von Kaferlochern

- Kategorie 5 — sehr starker Befall
flachenhafter Ausfall

=
[
=
o
[
n
(]
=

SBA

\Y

https://noe.orf.at/stories/3003854/

Dr. Johanna Ullrich, jullrich@sba-research.org 4/29



https://noe.orf.at/stories/3003854/

If you become a monoculture,
you are at great risk of perishing.

Georg M. Church
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2014: Heartbleed
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2014: Heartbleed
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OpenSSL

2014: 55 %

Z. Durumeric et al. “The Matter of Heartbleed”. IMC. 2014.
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OpenSSL

2014: 55 %

Z. Durumeric et al. “The Matter of Heartbleed”. IMC. 2014.

2017:
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OpenSSL

2014: 55 %

Z. Durumeric et al. “The Matter of Heartbleed”. IMC. 2014.

2017: 84 %

M. Nemec et al. “Measuring Popularity of Cryptographic Libraries in Internet-Wide Scans”. ACSAC. 2017.
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2016: Mirai
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https://meltdownattack.com/
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If you become a monoculture,
you are at great risk of perishing.

Georg M. Church
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http://csis.pace.edu/~marchese/SE616_New/Sum_13/Sum_13.htm

Dr. Johanna Ullrich, jullrich@sba-research.org 18/29


http://csis.pace.edu/~marchese/SE616_New/Sum_13/Sum_13.htm

=
[
=
o
[
n
(]
=

SBA

\Y

https://www.airbus.com

Dr. Johanna Ullrich, jullrich@sba-research.org

19/29


https://www.airbus.com

Open

Cryptography and SSL/TLS Toolkit BorlngSSL

"

wolfS5L

LibreSSL a
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Inherent N-Version Programming

Specification or Standard
e.g. RFC 8446 (TLS V1.3)

is implemented by

Implementation A Implementatien B Implementation N
e.g. OpenSSL e.g. LibreSSL e.g. WolfSSL
is deployed on is deployed on e is deployed on
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From theory
to practice

‘ Dr. Johanna Ullrich, jullrich@sba-research.org




Open Questions

1. Which technologies are used on the
Internet?

2. How is diversity on the Internet
determined?

3. Which strategies might lead to a more
diverse Internet?

‘ Dr. Johanna Ullrich, jullrich@sba-research.org 23/29

=
[
=
o
[
n
(]
=

SBA

\Y



Open Questions
1. Which technologies are used on the
Internet?

2. How is diversity on the Internet
determined?

3. Which strategies might lead to a more
diverse Internet?

‘ Dr. Johanna Ullrich, jullrich@sba-research.org 24/29

=
[
=
o
[
n
(]
=

SBA

\Y



= lllusionary
a [z Dwarf
=
m
=
=]
o
E
o
g
< | =
8
=
154
2
=3 Low High
Nz
@ Perception

Dr. Johanna Ullrich, jullrich@sba-research.org 25/29




Open Questions

1. Which technologies are used on the
Internet?

2. How is diversity on the Internet
determined?

3. Which strategies might lead to a more
diverse Internet?
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