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▪ Privacy enthusiast and bug bounty hunter
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About me

mailto:David.Wind@a1.digital
http://www.slashcrypto.org/


We are Hiring!



Phishing Emails



https://umbrella.cisco.com/blog/2016/02/08/grammar-and-spelling-errors-in-phishing-and-malware/

https://umbrella.cisco.com/blog/2016/02/08/grammar-and-spelling-errors-in-phishing-and-malware/


https://twitter.com/alex_lanstein/status/1192092706396233728

https://twitter.com/alex_lanstein/status/1192092706396233728


Spoofing Emails



@fhstp.ac.at

MAIL FROM: david.wind@a1.digital

SPF?

1.1.1.1!

@a1.digital

1.1.1.1

ns1.a1.digital



MAIL FROM: david.wind@a1.digital

DKIM?

ns1.a1.digital

@fhstp.ac.at



Lookalike Domains

mirosoft.com

micrsoft.com

netlfix.com

unqia.com
spakrasse.at



Punycode



▪ Special encoding to convert Unicode to ASCII

▪ Firefox still vulnerable by default

Punycode Domains



https://www.xudongz.com/blog/2017/idn-phishing/ 

https://www.xudongz.com/blog/2017/idn-phishing/


https://www.xudongz.com/blog/2017/idn-phishing/ 

https://www.xudongz.com/blog/2017/idn-phishing/




What about Emails ???



https://www.offensity.com/de/blog/sophisticated-spear-phishing-campaigns-using-homograph-attacks/

https://www.offensity.com/de/blog/sophisticated-spear-phishing-campaigns-using-homograph-attacks/








Gmail Android



Gmail Web



Gmail Web 



Outlook Web



Outlook Android



Thunderbird



Apple



Overview



Phishing Websites



https://github.com/drk1wi/Modlishka

https://github.com/drk1wi/Modlishka


What else …?



Collecting NTLMv1/v2 

(Net-NTLM) Hashes



NetNTLM Catching



Questions?


