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You think your internal 

network is secure?
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7 years experience as pentester / red teamer / researcher

Twitter: @ReneFreingruber

Staatsmeister Cyber Security Austria 2019

Research topics:

▪ 2014: Bypassing EMET

▪ 31C3, DeepSec, ZeroNights, RuxCon, ToorCon, NorthSec

▪ 2015: Bypassing Application Whitelisting

▪ CanSecWest, DeepSec, Hacktivity, NorthSec, IT-SeCX, Bsides Vienna, QuBit

▪ 2016: Hacking companies via firewalls

▪ DeepSec, Bsides Vienna, DSS ITSEC, IT-SeCX (lightning talks Recon EU and hack.lu)

▪ 2017 & 2018: Fuzzing talks & workshops

▪ DefCamp, Heise DevSec, IT-SeCX, Bsides Vienna, RuhrSec, BruCon, Hack.lu

https://twitter.com/renefreingruber
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Security Audit & Assessment Team
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+80 Security Systems Engineers



This talk is about: 
low hanging fruits
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A normal Windows workstation ….

01.11.2019 6



www.kapsch.net  |

Extraction of user information

01.11.2019 7



www.kapsch.net  |

Extraction of password policy
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Common passwords:

▪ Sommer2019

▪ Sommer2019!

▪ Winter2019!

▪ Sommer2019*

▪ November2019!

▪ Oktober2019!

▪ September2019!

▪ <CompanyName>2019!
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Kerberos preauthentication Password Spraying:

Advantage:

▪ Fast! One UDP packet per query!

▪ No “An account failed to log on” 4625 events

Disadvantage:

▪ May lockout accounts
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Is SVC_oldService a real user or a trap?
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➔ Trap!
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Extraction of user information
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Inactive admins
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List all accounts which:

▪ are administrators

▪ are enabled

▪ and didn’t logon since 1 year

$date_one_year_ago = (Get-Date).AddMonths(-12).ToFileTime(); Get-

DomainUser -Filter "(&(!(userAccountControl:1.2.840.113556.1.4.803:=2 

))(lastlogontimestamp<=$date_one_year_ago)(admincount=1))" 

-Properties samaccountname,lastlogontimestamp, lastlogon,pwdlastset, 

whencreated | sort lastlogontimestamp | ft -wrap -autosize
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Computers which are not updated?

▪ Previously: Get-ExploitableSystems.ps1

▪ It was a long time possible to query the exact update level!

▪ With some magic we can still get them:

▪ LastlogonTimestamp ➔ Reveals when the system was rebooted (➔updated)

▪ Computer passwords change all 30 days ➔ Reveals if the system is online
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On the target system:

▪ Download https://github.com/BloodHoundAD/BloodHound

▪ In the „ingestors“ folder:

SharpHound.exe –c All,LoggedOn

SharpHound.exe –c SessionLoop –-MaxLoopTime 24h

On the attacker system

▪ Download the release version: 

https://github.com/BloodHoundAD/BloodHound/releases

▪ Drag & Drop the created .zip files into Bloodhound

https://github.com/BloodHoundAD/BloodHound
https://github.com/BloodHoundAD/BloodHound/releases
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Start mimikatz to dump all passwords from the

LSASS process:

mimikatz.exe "privilege::debug" 

"sekurlsa::logonpasswords"
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AV / EDR
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AV‘s detect mimikatz!

Solution: ➔ Don‘t execute 

mimikatz on the target 

system

sekurlsa::minidump 

dump.dmp
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One of the first things I check! 

➔ Can give me domain admin before my first coffee! ☺

Start: services.msc

Sort column “log on as”
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Extract service account passwords
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ACL (Access Control List) Attack –
ForceChangePassword (+ GenericAll)
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Changing the password is not stealth…

GenericAll allows more stealth approaches:

▪GenericAll on domain admin group ➔ Add a new admin

▪On User accounts:

▪Kerberoasting (more on this later)

▪AS-REP Roast (more on this later)

▪Configure a logon script
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NTLM hash:

▪ Can be dumped from SAM or from LSASS (e.g.: with mimikatz); is also stored 

on Domain Controller

NTLM is also an authentication protocol

▪ Authentication protocols in Windows: NTLM and Kerberos (➔ Use Kerberos!)
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Client ServerI want to authenticate!

Here is a server challenge

Here is the solution

solution = 

NetNTLM(

ChallengeServer, 

ChallengeClient, 

NTLM) 

generate random 

client challenge
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➢Pass-the-hash (PTH) Attacks

➔ Password not required for authentication, only the hash

➢Act as target server and steal NetNTLM hash!

➔ Offline bruteforce the credentials

➢Relay the authentication information: NTLM Relaying

➔ Get a shell on a remote system

➢NTLMv2 Downgrade

➔ Crack NTLM hash using rainbowtables
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NetNTLM hash stealing
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Answer to all broadcast queries (LLMNR & NetBios) the attacker IP
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Victim:

Attacker (Responder):
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Methods to force users to establish connections:

▪ LLMNR + NetBios + WPAD (wpad traffic is nowadays just DNS) + Wildcard DNS entry

▪ IPv6 overrules IPv4 ; then spoof DNS (tool: MITM6)

▪ Print Spooler Bug

▪ ExchangePriv bug

▪ Email with image (partially mitigated now)

▪ PDF (BadPDF/WorsePDF ; nowadays fixed)

▪ Word files (still work!)

▪ .url files or .lnk (Shortcuts) on shares

▪ https://osandamalith.com/2017/03/24/places-of-interest-in-stealing-netntlm-hashes/

https://osandamalith.com/2017/03/24/places-of-interest-in-stealing-netntlm-hashes/
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Victim connects to us and we relay the connection to another server to 

get a shell

Victim user must be local admin on the target system (just for a shell, 

unpriv. users can also be relayed to e.g.: Exchange or LDAP)

▪ Use BloodHound to find target systems!

Target system must have signing off

▪ Relay against SMB: SMB signing must be off (default except on DC)

▪ Relay against LDAP: LDAP signing must be off

▪ Victim must not use “signing required” (e.g.: no SMB to SMB relaying)
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source: https://dfirblog.wordpress.com/2015/12/13/protecting-windows-networks-kerberos-attacks/

part encrypted 

with“krbtgt” 

password

No authorization 

checks!

TGS:

encrypted 

with 

service 

password

Domain Controller

e.g.: Fileshare / Website / …

Encryption types:

• RC4 (with NTLM hash)

• AES

session key 

encrypted

with user 

password

https://dfirblog.wordpress.com/2015/12/13/protecting-windows-networks-kerberos-attacks/
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Kerberoasting
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Request for all available services tickets (with RC4!)

Extract tickets from memory (required initially local admin, nowadays not 

required anymore)

Start an offline bruteforce attack (Using a wordlist + rules or bruteforce up 

to 8-char passwords)
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Unconstrained delegation means that TGT’s (user tickets) are sent to 

these servers!

➔ Valuable target for attackers! (e.g.: get TGT from a domain admin)

DCs are per default unconstrained, but check for other systems:
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Disable LLMNR / NetBios / WPAD

Configure a wildcard DNS entry

Disable IPv6 if you use IPv4

Enable on all systems SMB signing (+EPA) and on the DCs LDAP signing

Domain admins should have an unprivileged acc for internet / mail and 

should use them! Domain admins should just connect to the DC!

Admins should have a PAW (Privileged Access Workstation)
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Check if users have old passwords and change the passwords!

Don’t save passwords in the descriptions of users!

Disable / Remove inactive accounts!

Check the passwords of all service accounts! They must be strong! 

(Better: Use group managed service accounts)

Don’t configure services running with high permissioned users (domain 

admins)
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Review your AD permissions (there should be no path to a domain admin 

in BloodHound)

You should not have systems where admins and low privileged accounts 

are connected

Use RDP /restrictedAdminMode

Configure Credential Guard (+ Device Guard / AppLocker)

Update your systems!

Use an AntiVirus product which can’t be stopped / disabled by a local 

administrator
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Use Microsoft LAPS to configure random local admin passwords

Don’t use unconstrained delegation! Use constrained delegation!

Protect sensitive accounts with “account is sensitive and cannot be delegated”

Use the “protected users” group

Configure strong Kerberos encryption types (no RC4)

Disable NTLM and use Kerberos instead (long-term goal)

Implement a Red Forest / ESAE (Enhanced Security Administrative 

Environment) (long-term goal)
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Use MFA (Multi-Factor Authentication) e.g.: with smartcards

Change the NTLM hash of these users regularly with a script

Change the krbtgt password twice a year (use a Microsoft script)

Regularly check if users have very weak passwords configured

Deploy deception (Honeyusers, Honeyports, Honeytokens)

▪ See: https://apt29a.blogspot.com/2019/11/deploying-honeytokens-in-

active.html

https://apt29a.blogspot.com/2019/11/deploying-honeytokens-in-active.html
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Thank you for 

your attention!

Looking for a job?

https://glhf.at

René Freingruber

Information Security Auditor

Wienerbergstraße 53 | A-1120 Vienna | Austria

Mobile +43 (0)664 628 5760

email: rene.freingruber@kapsch.net

Please note:

The contents of this presentation are the intellectual property of Kapsch AG. All rights reserved regarding the copying, duplication, modification, usage, publication, or 

passing on of the contents to third parties. The aforementioned actions are expressly forbidden without the prior written approval of Kapsch AG. Product and company 

names may be the registered brand names or proprietary trademarks of third parties. These are used in this presentation solely for illustration purposes and to the 

advantage of the lawful owner, with no intent to infringe their property rights.

https://glhf.at/

