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 Anwendungsorientiertes Forschungszentrum

in Software Science und Data Science

 Partner für Industrie und Wirtschaft

 Internationale Forschung und 

Zusammenarbeit

 COMET-Kompetenzzentrum

 Gegründet 1999

 Ca. 70 Mitarbeiter

 Standort Hagenberg 

und Linz

Software Competence Center Hagenberg
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Warum eigentlich Fuzzing?
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Fuzzing Success Stories

AFL compile-time instrumentation, genetic 

algorithms

Vulnerabilities in Firefox, IE, Safari, Adobe Flash, sqlite, OpenSSL, 

LibreOffice, OpenSSH, PuTTY, tcpdump, JavaScript, Wireshark, Android, 

iOS, LLVM, Perl, VLC, Adobe Reader, Tor, MySQL, Linux Kernel, ... 1

ClusterFuzz Highly scalable (~25000 cores),

Support for AFL and libFuzzer

~16,000 Bugs in Chrome, ~11,000 Bugs in Open Source Projects 2

libFuzzer coverage guided mutation Vulnerabilities in SQLite, Python, OpenSLL, Linux Kernel, LLVM, Tensorflow, 

Wireshark, and more ... 3

langfuzz grammar-based code generation & 

code mutation

~4000 Bugs in JavaScript interpreter, 105 Vulnerabilities in Firefox 4

1 http://lcamtuf.coredump.cx/afl/
2 https://google.github.io/clusterfuzz/
3 http://llvm.org/docs/LibFuzzer.html
4 https://issta2016.cispa.saarland/interview-with-christian-holler/

© Software Competence Center Hagenberg 2019 6

http://lcamtuf.coredump.cx/afl/
https://google.github.io/clusterfuzz/
http://llvm.org/docs/LibFuzzer.html
https://issta2016.cispa.saarland/interview-with-christian-holler/


Was passiert eigentlich 
beim Fuzzing?
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Parser für einfache mathematische Ausdrücke

> expr 3

1

> expr 3 + 2

3

> expr (3 + 2) * 5

7

> expr (3 + 2) * 5 - 2)

-1

...
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Beispiel: Expression Parser



Random Fuzzing

Input k3iou5j

Code Coverage 37,8%

Beispiel: Expression Parser
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Random Fuzzing

Input k3iou5j

Code Coverage 37,8%

Grammar-based Fuzzing

Input (1+3)/2

Code Coverage 78,7%

Beispiel: Expression Parser
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S = Expr

Expr =   Term [ ( "+" | "-" ) Term ]

Term = Factor [ ( "*" | "/" ) Factor ]

Factor = "1" | "2" | "3" | "(" Expr ")"



Random Fuzzing VS Grammar-based Fuzzing
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Random Fuzzing VS Grammar-based Fuzzing
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Alles schön und gut, aber woher 
kommt die Grammatik?

© Software Competence Center Hagenberg 2019 13



Schritt1: 

Suche nach
gültigen Inputs

Schritt 2: 

Ableiten der Parse 
Trees

Schritt 3: 

Zusammenfügen
der Grammatik

Grammar Mining
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Grammar Mining – Schritt 1: Suche nach gültigen Inputs

Invertierte Path-Conditions für 
initialen Input
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"~"
{1, 2, 3, (}

Initialer Input
Symbolic Execution

Path Conditions



Grammar Mining – Schritt 1: Suche nach gültigen Inputs

"1~"
{-, +, /, *}

"1+~"
{1, 2, 3, (}

"1+3"

"2~"
{-, +, /, *}

"2-~"
{1, 2, 3, (}

"2-(~"
{1, 2, 3, (}

"2-(2~"
{-, +, /, *, )}

"2-(2*~"
{1, 2, 3, (}

"2-(2*2~"
{), -, +}

"2-(2*2)~"
{-, +, /, *}

"2-(2*2)/~"
{1, 2, 3, (}

"2-(2*2)/2""(1-3)*(3/3)"

"(~"
{1, 2, 3, (}
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"~"
{1, 2, 3, (}



Grammar Mining – Schritt 2: Ableiten der Parse-Trees

parse expr

term factor "1"

"+"

term factor "3"

parse expr

term factor "2"

"-"

term

factor

"("

expr term

factor “2"

"*"

factor “2"") ""/"

factor "2"

parse = expr

expr =   term "+" term

term = factor

factor = "1" | "3"

parse = expr

expr =   term "-" term | term

term = factor | factor "*" factor | factor "/" factor

factor = "2" | "(" expr ")"

Input: "1+3"

Input: "2-(2*2)/2"
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Grammar Mining – Schritt 3: Zusammenfügen der Grammatik

parse = expr

expr =   term "+" term

term = factor

factor = "1" | "3"

parse = expr

expr =   term "-" term | term

term = factor | factor "*" factor | factor "/" factor

factor = "2" | "(" expr ")"

parse = expr

expr =   term "+" term | term "-" term | term

term = factor | factor "*" factor | factor "/" factor

factor = "1" | "3" | "2" | "(" expr ")"

S = Expr

Expr =   Term [ ( "+" | "-" ) Term ]

Term = Factor [ ( "*" | "/" ) Factor ]

Factor = "1" | "2" | "3" | "(" Expr ")"
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Und wie sieht das jetzt live aus?
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Demo
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Hannes Sochor MSc

Researcher 

Secure Software Analytics

Software Competence Center Hagenberg GmbH

Softwarepark 21, A-4232 Hagenberg, Austria

eMail: hannes.sochor@scch.at

phone: +43 50 343 851

http://www.scch.at

Vielen Dank!
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